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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

This Technical Report is part of the 3GPP study item on SPAM [1]. Spamming is an ongoing problem for several years now in the fixed internet with unsolicited emails sent by thousands every day, but also in the mobile network with unsolicited SMS and MMS. This has then bad side effects on the annoyed customer, on the used network resources and on corporate image of the service provider.
This TR studies existing and new mechanisms to enable to limit the effects of the SPAM. The following services are considered into the scope of this TR: SMS, MMS, IMS messaging/presence/call and also email messages. The scope is indeed large and ambitious, but as the trend is too converge all medias, the anti SPAM solution has to be adapted to this concept. 

Section 5 provides an overview of existing mechanisms against SPAM including a categorization of SPAM fighting mechanisms and giving an overview of existing mechanisms. 

Section 6 describes new solutions, and section 7 performs an evaluation of existing and proposed solutions..
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1] 

3GPP,“Protection against SMS and MMS spam”, SP-060446, SA#32.
3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Subclause numbering depends on applicability and should be renumbered accordingly.

3.1 Definitions

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>
<Explanation>

3.3
Abbreviations

4 Introduction to techniques to fight against SPAM

Editor's Note:   This section intends to provide a high level overview of anti-SPAM.

4.1 
The prevention of spam
4.2 
The control of spam
5 Overview of existing anti SPAM solutions 

Editor's Note:   This section intends to provide an overview of existing mechanism among the different standardization committees.
5.1 Anti-SPAM mechanism defined by 3GPP

5.2 Anti-SPAM mechanism defined by OMA

5.3 Anti-SPAM mechanism defined by IETF

6 New anti-SPAM solutions

Editor's Note:   This section intends to provide a description how the new proposed mechanism works and the impacts to the existing protocols and infrastructure. The evaluation against other mechanisms will be done in Section 7.
6.1 Consent based approaches

6.2 Flagging SPAM using out-of-band signalling

6.3 Flagging SPAM using in-band signalling

7 Evaluation of the anti SPAM solutions 

Editor's Note:   This section intends to provide the advantages/disadvantages of each of the mechanisms against existing and other competing proposals. 
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