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1. Introduction

Due to the placement of UP ciphering in the eNodeB, security processing load on this node will not be negligible. It is important that SA3 as early as possible comes to a decision on the issues that effect security algorithm implementation in the eNodeB to allow vendors to start investigation of different implementation options as early as possible. Indeed, some issues may need to be handled by SAGE, in which case SA3 should already now ask for SAGE’s assistance.

The purpose of this contribution is to highlight issues that need to be settled.
2. Issues
2.1 Choice of algorithms
It has already been agreed that UEA2 and UIA2 is to be supported. Due to lessons learnt it is also agreed to have a second “back up” option, or complement to UEA2/UIA2. Natural candidates are UEA1/UIA1. However, the general opinion in SA3 seems to favour an “AES based” alternative. Various arguments can be given in favour of both of these main “tracks”. 
Security: The most important aspect is of course security. The complement to UEA2/UIA2 should be “sufficiently different” so that a compromise of UEA2/UIA2 should not automatically mean a compromise also of the other algorithms. UEA2 shares some components with AES (the S-box), so advances in AES analysis could affect also UEA2. On the other hand, UEA1 and AES are both block cipher based so a new, general attack method on block ciphers might affect both. Linear and differential cryptanalysis are examples of attacks which in the past affected several block ciphers. Though new “breakthroughs” of similar impact may not be too likely, they can on the other hand not be discarded as “impossible”.

Performance: it is felt that this does not speak significantly for or against either of the choices as many trade-offs regarding optimizations are available for both UEA1 and AES.

Implementation: It can be noted that for UEA1/UIA1, a great deal effort spent on getting good implementations of these for UMTS which would be cost effective to re-use. On the other hand, implementation aspects of AES were quite deeply investigated already during NIST’s AES effort which is available to the public. Terminals capable of both UMTS and LTE would benefit from having to only implement UEA1/UIA1 and UEA2/UIA2. Pure LTE terminals would not benefit in the same way.
Specification work: If an “AES based” option is chosen, more specification work is needed than if UEA1/UIA1 is chose. A mode of operation for AES needs to be specified, but this is probably not a major issue. A (slightly) more involved issue is to specify how to use AES for integrity protection purpose (assuming SA3 does not opt for a dedicated MAC such as HMAC). One option would be to run AES in “f9” mode as done with Kasumi in UMTS. This arguably be considered “different” (from UIA2) unless significant difference to Kasumi in f9 mode is also wanted at the same time. 
2.2 Terminal support

A question is whether both or only one algorithm should be mandatory to implement in the ME. To minimize risk of incompatibility between ME and network, it is felt that the usual approach to mandate the ME to support all algorithms seems wise.

2.3 Network support

There is today a large problem in some GSM networks that only support the broken A5/2 algorithm. It is therefore felt that SA3 should work towards mandating that all networks (at least the eNodeB:s) support both UEA2/UIA2 and the alternative algorithm (whichever is chosen). In the future, new algorithms may be added to the networks with optional support, but from day one, LTE networks should implement both of the initial two algorithms.

2.4 Differentiation

Should it be possible to use different algorithms for e.g. UP and NAS? The answer is probably yes, at least if LTE follows the UMTS principles of mandating the use of CP integrity but having the option to run UP without protection. In a future where additional algorithms are included for use in LTE, different parts of the network may be updated at different times (e.g. the large number of eNodeB:s may mean that update in eNodeB is slower than in MME).

It is also interesting to note that NAS ciphering is the only ciphering which takes place outside the eNodeB. While this is a good choice from security point of view, one could at least consider an option where NAS is also ciphered in the eNodeB, implying that it is less likely to end up in a situation where different ciphering algorithm combinations would be needed for UP/NAS/RRC. However, an analysis of security (in particular ciphering of “attach-early” NAS messages) may be needed which may speak against tearing up the existing working assumption for the sake (only) of simplicity. Nevertheless, the option could be investigated.
For security and efficiency reasons, it is best to keep the NAS integrity protection in the MME even if the NAS ciphering were to be moved to the eNodeB.  
2.5 Algorithm input

The inputs to the algorithms (counters, “bearer ID”, etc) need to be specified. However, this depends on more “architectural” choices such as key management which first needs to be resolved. It is felt that this issue is slightly less urgent than the previous ones.

4. Conclusions and Proposal

It is proposed to add the above issues to the tracking document (as outlined in the pCR to TR 33.821 at the end of this contribution) and prioritize that SA3 comes to a decision on these issues. 
Regarding the most important choice, complementing algorithms to UEA2/UIA2, the authors of this contribution feels that the specification/implementation effort and delay would be minimized by choosing UEA1/UIA1: algorithm specifications are done, SAGE would not need to be involved, and, in particular on the terminal side, existing optimized implementations could be re-used.  It is felt that this is the strongest argument and is what really speaks in favour of such a decision. All other factors together do not speak strongly in favour of either of the choices. 

Should SA3 still desire to replace UEA1/UIA1, it is proposed that SA3 liaises with SAGE on this topic. If SA3 in itself feels comfortable with proposing algorithms, it is still felt that SAGE should at least be asked to perform a (quick) security analysis.
6. Pseudo CR


*** BEGIN pCR ***
*** First Change***
7.5A Security algorithms

7.5A.1 Choice of algorithms

It has already been agreed that UEA2 and UIA2 is to be supported. Due to lessons learnt it is also agreed to have a second “back up” option, or complement to UEA2/UIA2. Natural candidates are UEA1/UIA1. However, the general opinion in SA3 seems to favour an “AES based” alternative. Various arguments can be given in favour of both of these main “tracks”.

Security: The most important aspect is of course security. The complement to UEA2/UIA2 should be “sufficiently different” so that a compromise of UEA2/UIA2 should not automatically mean a compromise also of the other algorithm. UEA2 shares some components with AES (the S-box), so advances in AES analysis could affect also UEA2. On the other hand, UEA1 and AES are both block cipher based so a new, general attack method on block ciphers might affect both. Linear and differential cryptanalysis are examples of attacks which in the past affected several block ciphers. Though new “breakthroughs” of similar impact may not be too likely, they can on the other hand not be discarded as “impossible”.

Performance: it is felt that this does not speak significantly for or against either of the choices as many trade-offs regarding optimizations are available for both UEA1 and AES.

Implementation: It can be noted that for UEA1/UIA1, a great deal effort spent on getting good implementations of these for UMTS which would be cost effective to re-use. On the other hand, implementation aspects of AES were quite deeply investigated already during NIST’s AES effort which is available to the public. Terminals capable of both UMTS and LTE would benefit from having to only implement UEA1/UIA1 and UEA2/UIA2. Pure LTE terminals would not benefit in the same way.

Specification work: If an “AES based” option is chosen, more specification work is needed than if UEA1/UIA1 is chosen. A mode of operation for AES needs to be specified, but this is probably not a major issue. A (slightly) more involved issue is to specify how to use AES for integrity protection purpose (assuming SA3 does not opt for a dedicated MAC such as HMAC). One option would be to run AES in “f9” mode as done with Kasumi in UMTS. This arguably be considered “different” (from UIA2) unless significant difference to Kasumi in f9 mode is also wanted at the same time. 

7.5A.2 Terminal support

A question is whether both or only one algorithm should be mandatory to implement in the ME. To minimize risk of incompatibility between ME and network, it is felt that the usual approach to mandate the ME to support all algorithms seems wise.

7.5A.3 Network support

There is today a large problem in some GSM networks that only support the broken A5/2 algorithm. It is therefore felt that SA3 should work towards mandating that all networks (at least the eNodeB:s) support both UEA2/UIA2 and the alternative algorithm (whichever is chosen). In the future, new algorithms may be added to the networks with optional support, but from day one, LTE networks should implement both of the initial two algorithms.

7.5A.4 Differentiation

Should it be possible to use different algorithms for e.g. UP and NAS? The answer is probably yes, at least if LTE follows the UMTS principles of mandating the use of CP integrity but having the option to run UP without protection. In a future where additional algorithms are included for use in LTE, different parts of the network may be updated at different times (e.g. the large number of eNodeB:s may mean that update in eNodeB is slower than in MME).

It is also interesting to note that NAS ciphering is the only ciphering which takes place outside the eNodeB. While this is a good choice from security point of view, one could at least consider an option where NAS is also ciphered in the eNodeB, implying that it is less likely to end up in a situation where different ciphering algorithm combinations would be needed for UP/NAS/RRC. However, an analysis of security (in particular ciphering of “attach-early” NAS messages) may be needed which may speak against tearing up the existing working assumption for the sake (only) of simplicity. Nevertheless, the option could be investigated.

For security and efficiency reasons, it is best to keep the NAS integrity protection in the MME even if the NAS ciphering were to be moved to the eNodeB.  

7.5A.5 Algorithm input

The inputs to the algorithms (counters, “bearer ID”, etc) need to be specified. However, this depends on more “architectural” choices such as key management which first needs to be resolved. It is felt that this issue is slightly less urgent than the previous ones.

*** Next Change ***
7.6.6 Security Algorithms

SA3 has agreed the following decision regarding the security algorithms used in LTE.

Encryption algorithms that shall be supported are:

· NAS:
UEA2 and UEA1
· UP:
UEA2 and UEA1
· RRC:
UEA2 and UEA1
Integrity algorithms that shall be supported are:

· NAS:
UIA2 and UIA1
· RRC:
UIA2 and UIA1
Both network and terminals shall support both algorithms from the start.
It shall be possible to use different encryption/integrity algorithms on NAS/UP/RRC (in any combination of algorithms and security layer).
The input parameters to the encryption algorithms shall be the same, and shall be:

· NAS:
FFS
· UP:

FFS

· RRC:
FFS
The input parameters to the integrity algorithms shall be the same, and shall be:

· NAS:
FFS
· RRC:
FFS
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