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1. Introduction

A number of contributions in SA3 and other 3GPP WGs concern signalling procedures for initial attach, UE state transitions, mobility, etc. Although the exact procedures are yet to be decided, it is clear that all of these contain (critical) security signalling. It is felt that by agreeing on some fundamental principles, the number of possible signalling flows can be limited and standardization work can progress easier. The purpose of this contribution is to propose and motivate some requirements of this type.
2. Proposed Requirements
2.1 UE Attach in LTE
Req 1: As part of the initial attach request from the UE, it must be possible to signal ME security capabilities to the MME, i.e. the ME supported ciphering and integrity algorithms.

Motivation: It is clear that the VPLMN must have this information, no later than at the time the security is to be activated (“cipher mode command”). While it may be possible to postpone this information until after AKA, we note that there are situations where AKA will not be needed (e.g. an already known UE) and it is therefore natural to signal this information at the same “place” of the procedure, independently of whether AKA is run or not. 
Req 2: As part of the initial attach request from the ME, it must be possible to signal AKA capabilities to the MME and HPLMN.

Motivation: While it has been agreed that USIM AKA shall be sufficient for LTE access, future extensions to AKA are not unrealistic to envision, e.g. in case of some later discovered security problem or introduction of general enhancements to UMTS AKA. In UMTS, all AKA capabilities are associated with the UICC and the HSS can decide these capabilities (e.g. distinguish between 2G/3G (U)SIM) from the IMSI. However, in LTE also the ME will be take part in the AKA processing. Specifically, it will (at least) derive Kasme and “lower” keys from the Ck, Ik as output by the UICC. To support future extensibility of LTE AKA protocol, the HSS must therefore be able to tell which AKA capabilities (which key derivation algorithms, etc) that are supported by the ME (i.e. outside the UICC). Similarly, to make sure the MME can benefit from future extensions related to how Kasme is processed; also the MME needs this information.
2.2 Security Activation
Note that it has not been decided if LTE shall use an explicit “security mode command” or if security is to be started by some “implicit” procedure.

Req 3: Activation of NAS security (ciphering and integrity) must be de-coupled from RRC and UP security activation.

Motivation: There are cases where RRC and UP security must be (re-)activated but NAS security needs not be (re-)activated. IDLE -> ACTIVE UE transition is such an example. While the initial attach probably could be optimized by “merging” NAS and UP/RRC security activation, a small additional delay at initial attach appears acceptable, considering the “cleanliness” obtained by having separate, well-defined procedures that can be used independently.
2.3 Selection of Algorithms
Req 4: The MME shall have the possibility to signal a set of “allowed” UP/RRC algorithms to the eNodeB in order of preference. The eNodeB shall choose from this list.
Motivation: With lessons learnt from A5/2 problems in GSM, there must be a central node that can have some control over security policy, i.e. which algorithms that are chosen. It is natural to give the MME this role. It can also be noted that it appears problematic to let the MME totally decide RRC/UP algorithms since during mobility, the UE may be handed over to an eNodeB that supports different algorithms, and the MME is not made aware of the h/o until it is essentially already completed.
2.4 Authentication data transfer between HPLMN and VPLMN

Req 5: At AV request from the MME, the HPLMN (HSS) must obtain information on the ME AKA capabilities, not only those pertaining to the UICC, but also those specific to the ME (if any). Conversely, any distinguishing AKA capability associated with the UICC should be made available from HPLMN to VPLMN.

Motivation: The first part is a “supporting” requirement to Req 2, detailing that the MME is to forward capabilities received in the attach request from the ME. The second part pertains to the AKA capabilities associated with the UICC. Today, these capabilities are “implicit” and can be deduced from whether the HPLMN delivers triplets or quintets. 
4. Conclusions and Proposal

It is proposed to discuss these requirements and come to an agreement on the above topics. The agreed requirements are proposed to be added to TS 33.821.
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