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1 Introduction 

In section 4.4.5 in TS 33.259 [1], there is an editor note regarding whether the NAF Key Centre dedicated to Key establishment can be located in a Visited Network:

Editor’s note: 
Whether the NAF Key Centre dedicated to the Key Establishment Mechanism can be located in a Visited Network is FFS.
The Key establishment work specified in [1] is a generic work that can be utilised with many different usage scenarios but this paper attempts to discuss the Key establishment concept in relation to one of the potential usage scenarios – Personal Area Networks in SA1, in order to conclude whether we should allow that the NAF Key Centre (dedicated to Key establishment) could be located in a Visited Network as well.
2 Background
When GBA TS 33.220 [2] was specified in Release 6, the network element NAF was allowed to be located in visited network as well in the home network. But for WI “Key establishment between UICC and Terminal” in TS 33.110 [3], a restriction was introduced to only allow the NAF Key Centre to be located in the Home PLMN. 
3 Discussion

SA1 has in TS 22.259 [1] described in the Annex A, a number of different use cases.
For example the first use case in Annex A.1 in TS 22.259 [1], describes the different connections between the devices belonging to the same PN. To the left of the figure in Figure 4 (see below) the definition of UE1 consists of one UICC Holding Device which contains the USIM and three TE:s connected to the same UICC Holding Device via a Local interface:
PNM allows the communication between a PNE and PNEs of other UEs/PANs belonging to the same PN. For this purpose it shall be possible to establish a secure link between the PNEs of a PN. This is enabled by establishing secure links among locally connected devices of a PAN. In the example in figure 4 the PNEs have established a secure link. …
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Figure 4: Use case for connection between the devices of a PN

In TS 33.259 [4] it is assumed that the Remote Device contains a certificate in order to be able to establish a TLS connection with the NAF Key Centre. It is not specified in TS 33.259 how the certificate gets into the Remote Device. This is out of scope in TS 33.259. It could be e.g. that the manufacture inserts the certificate; or the Remote Device has the capability to download the certificate from the network etc. We can envision two use cases where it could be beneficial to have the NAF Key Centre in the visited network.

If the USIM inserted into the ‘UICC Hosting Device’ belongs to a different operator (e.g. due to change of subscription), then the certificate in the Remote Device should not have to be replaced. This would require that the operators would have roaming agreements allowing the NAF key center of an operator to contact the BSF of another operator even within the same country. 
In another case a person is visiting his friend and wants his UICC Hosting Device to connect to his friends Remote Device, e.g. game console. If the friend's Remote Device has a certificate of a different operator, key establishment between the devices is only possible if NAF Key Centre is allowed in visited network.

4 Conclusion

Allowing the NAF Key Centre to be located only in Home PLMN seems like an unnecessary restriction in the Key establishment work in TS 33.259. We therefore proposes to add a new requirement to TS 33.259 [4] to allow the NAF Key Centre to be located in a visited network as well. 
See pseudo-CR in S3-070379 .
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