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1. 
Introduction
This document compares the proposed key refresh procedures from Huawei (S3-070302), Ericsson (S3-070303), and Nokia and Nokia Siemens Network (S3-070305, S3-070306) for idle to active transitions and inter-eNB handovers.
2. 
Key refresh on idle-to-active state transitions

According to TR 25.813, (Section 5.5.2) or TS 36.300 (Annex 2) a security context is established during the two state transitions detached-to-active and idle-to-active. State transitions from detached to idle are not currently considered by the RAN groups. We therefore do not consider detached to idle transitions in this section.

On idle state mode there is no UE security context in any eNB for the idle mode UE. During the idle-to-active state transition UE and MME exchange NAS level messages and MME provides UE security context for the UE’s serving eNB. In particularly MME provides KeNB for the serving eNB according to the key hierarchy in TR 33.821 (v020).

NAS level signalling in UE idle mode requires protection, meaning that UE has to maintain keying material for NAS signalling protection. Avoiding key stream repetition requires either that each COUNT shall only be used once for a fixed NAS key or that the NAS level keys are fresh for each start of communication. Similar properties apply for the user plane and RRC keys.

Table 1 compares Huawei and NSN, Nokia proposals together. Ericsson contribution does not address the idle-to-active mode transition. Huawei proposal is in many places unclear and mixes idle-to-active and handover solutions. Both Huawei and NSN,N proposals agree that KASME is refreshed when new AKA run is executed, and that both RRC and UP keys should also be refreshed if KASME is refreshed. Common approach in both proposals is also the usage of HFN as an input parameter for the NAS, RRC, and UP protection to avoid key stream repetition. Both agree also to update NAS keys at the same time when new AKA run is executed.

Huawei proposal includes two variant solutions, solution 1 and 2. In solution 1 the MME does not provide a fresh KeNB for the serving eNB unless UE uses special value ‘111’ for the KSIeNB. In this case the MME uses counter ‘count‘ to derive a fresh KeNB. The eNB is responsible for deriving fresh RRC and UP keys based on a START value sent by UE to the eNB. In solution 2 the MME provides fresh KeNB in case a counter (count2) has reached a threshold value. 

The security problem with the two Huawei solutions is that the MME may send old (used in the previous active state) KeNB and an increasing predictable counter to the UE’s serving eNB. In case an attacker once gets a KeNB, it can derive the RRC and UP keys for UE’s previous/future active state sessions (provided that the KeNB was not freshed by MME) regardless if the same or different eNB was/is used. Furthermore, the Huawei proposals utilize predictable input parameters for the key derivation meaning that the KeNB is predictable beforehand (assuming increasing counters); and if UE uses a valid KSIeNB, the RRC and UP keys can be pre-calculated. In the NSN, Nokia proposal instead, the MME derives fresh KeNB based on KASME and exchanged random nonces between UE and MME in every idle-to-active mode state transition. An attacker getting hold of KeNB for an active state UE can not derive next or previous active state KeNBs for the same UE because the attacker does not know KASME.

As already discussed, there is no UE security context information in eNBs for the idle state UEs. Thus, MME can provide fresh KeNB for the serving eNB without requiring eNB to have any knowledge of the key refresh procedure. NSN, Nokia solution leverages this and the result is a solution with better security than the Huawei solution. Huawei solution 2 has also the problem that UE must know when to reset counter 2. This is not explained in their solution description and relates to the anti-replay protection which is also stated as for further study in the Huawei solution. This may point to unsolved issues and unknown complexity, in other words NSN,N solution seems to be more mature.

Huawei solution 1 and 2 are more complex as they use counters that need to be synchronized between UE, MME, and eNB. NSN, Nokia proposal instead uses random nonces that do not have to be maintained during idle or active states or even known to the eNB. Synchronization is required and handled in such a way that the NonceUE is resent for the UE from MME.

Huawei solutions require the use of two KSI values, which increases complexity. Furthermore it is not clear for what happens if KSIASME is invalid, but KSIeNB is not.

There is a replay attack security problem in Huawei solution 1, where the UE could replay the START value as the eNB does not know the previous START value. There is no such security problem in Huawei solution 2 as the START value is replaced by ‘counter 2’ and sent from eNB to the MME in active-to-idle state transition. However, this solution 2 requires that the eNB updates UE’s security context in MME in active-to-idle mode transition (i.e. counter 2). This would be a new requirement. In case UE immediately moves back to the active state in another eNB, a race condition exists as the old eNB is updating UE context in MME and the MME is providing UE context to the new serving eNB. In case old eNB does not have enough time to update MME, synchronization is lost. In case the ‘counter 2‘ for handover and idle-to-active state transitions are different, it seems to be unnecessary to provide ‘counter 2’ value for MME.

Both Huawei and NSN,Nokia proposals include input from UE and network for the key derivation. However, as discussed earlier, Huawei proposals do not utilize these inputs in the MME, but in the eNB instead. The resource consumption based on key derivation is considered to be neglible. On the other hand Huawei proposal requires to maintain counters, which consumes more memory in the MME, compared to the NSN, Nokia solution.

Both proposals introduce additional message overhead on idle-to-active mode transition.

Table 1. Key refresh solution comparison for idle-to-active mode transition

	Issue
	Huawei
	NSN, Nokia

	1. Refresh KASME with AKA
	YES
	YES

	2. Refresh RRC and UP keys if KASME is refreshed
	YES
	YES

	3. Refresh RRC and UP keys in idle-to-active mode transitions
	YES
	YES

	4. Update NAS keys when new AKA run executed
	YES
	YES

	5. Maintain HFN for NAS signalling for idle and active mode UEs
	YES
	YES

	6. Maintain HFN for RRC and UP signalling for active mode UEs in one eNB
	YES
	YES

	7. Fresh KeNB in every idle-to-active mode state transition
	NO
	YES

	8. Always unpredictable RRC and UP keys between subsequent idle-to-active mode state transitions
	NO
	YES

	9. Multiple alternatives for KeNB handling required in MME (complexity)
	YES
	NO

	10. Counter management and synchronization required between UE, eNB, and MME (complexity, memory, synchronization)
	YES
	NO

	11. Multiple KSI values required (complexity,  memory, synchronization)
	YES
	NO

	12. “START” value replay attack vulnerability from UE side towards the eNB.
	YES (sol 1)
	NO

	13. eNB needs to update UE context in MME in active-to-idle transitions (new requirement, complexity)
	YES (sol 2)
	NO

	14. UE input for key derivation in idle-to-active mode transition (UE replay protection)
	YES
	YES

	15. Network input for key derivation in idle-to-active mode transition (network replay protection)
	YES
	YES

	16. Air interface message overhead during idle-to-active mode state transitions
	YES
	YES


3.
Key refresh on inter-eNB handovers

Here we compare Huawei proposal(s), Ericsson proposal, and NSN, Nokia proposal for inter-eNB handovers. All proposals generate new RRC and UP keys, but only Ericsson and NSN, Nokia proposals provide backward security by using hash key chain. Here we assume that the KeNB is transferred between eNBs also in the Huawei solutions, although the Huawei description (solution 2 and both figures) is incomplete in this sense.

Huawei proposal is the only one that introduces additional message overhead due to the counter synchronization both over the air interface and X2 interface. 

Only NSN, Nokia proposal provides unpredictable KeNB due to the unpredictable key derivation parameter, namely C-RNTI. Using additional changing parameters for the key chaining is considered to provide also stronger keys compared to the plain key hash chaining without additional parameters. Binding key derivation to the C-RNTI also binds the keys in time and to the used link layer.

Huawei proposal allows easy mapping of Handover Command and Handover Confirm messages as the messages contain the counter values for synchronization purposes. It seems that in the Huawei solution 2, the counters can not be ciphered as they are used for key derivation (step 5 in solution 2). However, the description is unclear.

Table 2. Key refresh solution comparison for inter-eNB handovers

	Issue
	Huawei
	Ericsson
	NSN, Nokia

	17. Fresh RRC and UP keys in inter-eNB handovers
	YES
	YES
	YES

	18. KeNB Backward security during handovers with one-way hash function
	NO
	YES
	YES

	19. Air interface message overhead during inter-eNB handover due to the key derivation parameters
	YES
	NO
	NO

	20. Complexity due to the synchronization of key derivation parameters
	YES
	NO
	NO

	21. X2 interface overhead during inter-eNB handover due to COUNT value forwarding
	YES
	NO
	NO

	22. Unpredictable KeNB between inter-eNB handovers due to the undpredictable input parameters in the KeNB derivation function.
	NO
	NO
	YES

	23. Time and link layer bound eNB keys.
	NO
	NO
	YES

	24. Easy mapping of Handover Command and Handover Confirm messages (UE tracking) due to the message contents
	YES (count values)
	NO
	NO


4. 
Conclusion

We conclude that the solutions provided by Nokia Siemens Networks and Nokia are less complex and provide higher security than the other solutions under discussions.

We propose that SA3 adopts the procedures described in Nokia Siemens Networks and Nokia contributions (S3-070305, S3-070306) as working assumption on how to ensure key freshness and thus ensure an easy sequence number (i.e. part of COUNT) handling on idle to active transitions and inter-eNB handovers within SAE/LTE.
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