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1
Introduction
There is a new scenario in the key establishment which current GBA specifications cannot cover. That is, a user owns more than one terminal besides a ME holding a (U)SIM, e.g. ordinary handset for telephony, car phone, PDA for emails when on the move, data card with laptop for work when in semi-stationary mode, which access NAF using one (U)SIM user information. 
2
Analysis
This new scenario is for UE split, Which GBA client lies in the ME holding a (U)SIM, but the application client lies in the remote devices. The figure of implementation model is as follows.
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Fig1. UE split model using GBA architecture

In figure 1, we can see that the UE (ME+UICC) which is GBA client has local interface to communicate with the remote devices like PC, PDA, WLAN-UE etc. which NAF client locates in. And the remote devices communicate with NAF through Ua interface. When NAF client hosted in the remote devices communicate with NAF, they need GBA keys to protect the communications between them. However, the problem is that how NAF client hosted in the remote devices can get GBA keys. There should be a mechanism to handle the issue, but it has not been covered in the current specifications.
An example of the new scenario is for PNE self registration in PNM.
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Fig2. Multiple network connections through 3GPP access systems
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Fig 3: Multiple network connections through other access system

The figure 2 and 3 are two scenarios of PNM introduced in Annex A.3 of TS22.259. In TS23.259 of section 6.1 of registration in PN, it says,

“Registration procedures enable the users register PNEs to their PN, the PNE self registration and registration of another PNE in the PN are both available in PNM.”
The MEs access the user data directly through the access systems after the authentication of the PNE holding the (U)SIM. The MEs can communicate with PLMN using the keys established between the PNE holding the (U)SIM and the NAF. Now the point is that the application client doesn’t lie in UE, but in other remote devices. However, the GBA client lies in the UE just as the figure 1 shows. So it is a problem of how to protect the communication between remote devices and the NAF using the GBA keys to avoid the security risk.

So when PNEs self register to NAF/PNM server, the NAF/PNM server should authenticate this PNE and in this case the NAF/PNM server needs the GBA key to authenticate the PNE which access the application directly not through the UE holding the (U)SIM. This key could be a GBA key fetched from UE holding the (U)SIM. And PNEs use this GBA key to register themselves. 
So the conclusion is:

The common problem is that the GBA client lies in the UE but the application client lies in remote devices. The current specifications aim to implement the scenario that the NAF client lies in the UICC or the ME (GBA_U or GBA_ME), which cannot be fit for the new scenario of UE split. The GBA needs to be improved for this new requirement. And also, for the case of more than one terminal sharing one GBA client which is the UE holding the (U)SIM, there will be a situation of several remote devices use one same GBA key to communicate with one same NAF at the same time according to the current specifications. The security risk exists highly. 
The current GBA specifications cannot solve the corresponding problem.Since GAA is a generic architechture which aims to implementing authentication mechanism for all kinds of applications, it should be extended to cover this new requirement. 
3
Proposal

We kindly propose SA3 to discuss this new scenario and agree to study this requirement under the GAA optimization &extension WI.
























































































































































































































CR page 3

_1183532999.vsd

