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1. Background

This was first presented in a slightly different form at SA3#45 as S3-060709. The accompanying CR was presented in a revised form at SA3#46 as S3-070109. The documents were noted then, and it was concluded that a decision should be taken at SA3#47.

The CR is resubmitted to SA3#47, with the only change to the proposed specification text being that TMPI now stands for “Temporary IP Multimedia Private Identity”, and not “Temporary Mobile Private Identity”. The CR was also updated to reflect the latest version of TS 33.220.
In 2006, there were a number of contributions on the protection of the IMPI over the Ub reference point, e.g. S3-060450 and S3-060225 by Huawei, S3-060295 by Siemens, and S3-060301 and S3-060330 by Qualcomm. 

The SA3#44 draft official meeting report v006 states:

“There was agreement on the conclusion in S3-060295, that is:

In current GBA the IMPI is sent in the clear over Ub, as the underlying network was considered sufficiently secure. But, on the other hand, there may be a certain vulnerability, so the need for countermeasures should be discussed a bit further. And as the encryption on radio access is not mandated, so the underlying network was considered not sufficiently secure and therefore IMPI protection is needed.”

and:

“A comment was received that the need for this [i.e. IMPI protection on Ub] should be determined. At the last meeting it was decided that if a low cost mechanism could be found, then it may be adopted. The point is to have a comparison of cost versus benefit.”

S3-060450 presented a mechanism to SA3#44, which raised discussions, e.g. about backward compatibility. 

During August and September, there was a discussion on the SA3 mailing list about the need for protection of the IMPI on the Ub interface in GBA. This discussion was, however, inconclusive.
The present contribution suggests a simple mechanism for IMPI protection on Ub, which solves the backward compatibility. It is proposed to take this mechanism as the basis for the trade-off of cost and benefit.
2. Threat to user identity privacy on Ub
GBA was originally conceived as a tool for use within 3GPP networks. In such networks, it is reasonable to assume encryption of the underlying bearer. Therefore, no separate protection of the IMPI was included in the original design of GBA. But more and more GBA was recognised as a bearer-independent mechanism, which could prove useful in a large variety of applications, for different standardisation organisations and research projects, and over arbitrary IP-based networks. 

This widened scope of GBA use is the reason to re-consider the issue of IMPI protection over Ub. It is obvious that arbitrary IP-based networks, in general, do not provide bearer encryption. An example is the use of WLAN hotspots, but the examples are not restricted to this.

In order to provide for GBA users the same degree of user identity privacy, which is standard for other 3G services, and not to hinder the successful use of GBA in different environments, some of which may not yet been foreseen today, the threat should be mitigated if feasible with reasonable cost.

3. A simple mechanism to provide user identity privacy on Ub 

In a companion contribution, submitted also to SA3#47, a CR to TS 33.220 is proposed, which introduces a Temporary IP Multimedia Private Identity (TMPI) for use on the Ub reference point. This mechanism provides protection against eavesdropping attacks, but it does not provide protection against active attacks. In this respect, it is similar to the TMSI-mechanism familiar from GSM and UMTS. The mechanism has the following elements:

· In a successful Ub-run between privacy-enabled UE and BSF, a TMPI is generated from the IMPI and RAND by means of the Key Derivation Function and stored in non-volatile memory of BSF and ME. 

· When available in the UE, the UE starts the protocol run with the TMPI. The BSF recognises whether a TMPI or an IMPI was used from the different structures of the identities. When the Ub-attempt with the TMPI fails the UE retries with the IMPI. 

· UE and BSF signal that they are privacy-enabled by using product tokens in the HTTP headers. Product tokens are ignored in HTTP when not recognised. This ensures backwards compatibility. 

· There is no effect on UICC, NAF or HSS.

4. Alternative mechanisms

Solution in S3-060450:

It was suggested there that the UE uses the B-TID as temporary identifier. This would be a Release 7 –B-TID, sent along with the Release 6 - B-TID. The Release 7 –B-TID would have to be encrypted in the XML-body of the 200OK message, so an additional encryption function would have to be implemented. There is no such need for the solution proposed here. It was not clear from the discussions about S3-060450, whether backward compatibility problems were solved by this solution. These problems are solved for the solution proposed here. Furthermore, technical details were unclear in S3-060450, e.g. the use of the additional random parameter RANDx and its transmission from BSF to UE. Also, the BSF has no chance to learn about the UE capabilities, so the BSF has to always generate and store the Release 7 –B-TID.

TLS:

It was suggested in the SA3 email discussion that an operator could decide for his users to use TLS on Ub even if this was not specified in TS 33.220 for GBA_ME and GBA_U. This seems incorrect for the following reasons: 

A UE implemented according to TS 33.220 will start a Ub-run with an HTTP Get request including the IMPI. This message already discloses the IMPI. A normal behaviour of an HTTP server, which wants to force the client to use HTTPS, would be to send a redirect message. But it would not help here if the BSF did this as the damage – the disclosure of the IMPI – would have already been done. 

This means that only a change to the specifications, or a proprietary change of the GBA protocol of UEs delivered to certain operators, would allow the use of TLS on Ub for GBA_ME and GBA_U. A proprietary change is clearly undesirable.

Furthermore, there are the usual issues with TLS deployment regarding certificates: a root certificates needs to be installed on the UE, and the GBA function on the UE has to ensure that, for the purposes of Ub, no other root certificate in the browser is used. It is true that this needs to be done for 2G GBA, but some UEs may not implement 2G GBA. 

Finally, the degree of protection of the IMPI provided by TLS would be no better than the TMPI-mechanism, as TLS would not protect against active attacks either because old BSFs not supporting the IMPI-protection mechanism are still allowed in the system, and the UE cannot know which BSF should support it. 

5. Further discussion points

Liberty

It was said at SA3#44, and recorded in the minutes, that “This change would have an impact on the Liberty sessions.” This is probably not true as the use of GBA in Liberty relates to the Ua and Zn reference points, while the current enhancements regarding user identity privacy relate to the Ub reference point. 

SAE

It was said in the email discussion that the problem of user identity privacy should be solved as part of SAE. This remark seems not appropriate as SAE defines security for particular new bearers (LTE), or else reuses the bearer security from existing specifications, while the user identity privacy on Ub in GBA deals with a particular application over an arbitrary bearer. 
6. Proposal

It is proposed to introduce TMPIs on Ub in GBA for Release 8 and approve the CR in the companion contribution.






















































