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1. Introduction

As SA3 will be aware, SA2/RAN2/RAN3 have decided to move the PDCP and ciphering down to the eNB.

Considering this decision, RAN2 would like to verify whether previous security agreements made between SA3 and RAN2 are still valid.

2. Currently agreed security principles
In R2-070325/S3-060833 SA3 indicated several security principles for RRC security:

1. SA3 did not find any security concerns associated with using a single COUNT-C/I value in either of these contexts, provided the counters are managed so that values do not repeat.
2. RRC Integrity and ciphering algorithm can only be changed in the case of the ENodeB handover
3. RRC Integrity and ciphering will be started only once during the attach procedure (i.e. after the AKA has been performed) and can not be de-activated later.
· The combination of assumptions 2 and 3 means that integrity and ciphering cannot be switched to a “dummy” algorithm except at handover
4. RRC Integrity and ciphering will always be activated in one procedure.
Question 1:

Can SA3 confirm whether these security principles are still valid ?

Question 2:

In the same liaison, SA3 indicated that it was still open whether it is required to support a change of security (integrity and ciphering) keys while in LTE_ACTIVE (with change of security key, RAN2 assumes that SA3 refers to a new AKA). RAN2 still hopes that it would be sufficient to only support changed keys with new AKA  when going from LTE_IDLE to LTE_ACTIVE. In this type of solution, the AKA could be done while in LTE_ACTIVE and after that, if it is urgent to start using the new keys soon, a transition LTE_ACTIVE -> LTE_IDLE -> LTE_ACIVE is triggered which should only result in a 100ms service interruption. Has SA3 progressed on this matter?

Question 3:

In case these principles are still valid, up to what extent are the principles w.r.t. RRC ciphering also applicable for user plane ciphering in the new architecture?

Question 4:

In addition, as already agreed in January 2006, the current working assumption for RAN WG’s is that a common key can be used in the eNB (different eNB’s use the same key for ciphering/integrity towards one UE). RAN2 would like to understand if this excludes solutions where keys are modified in the E-UTRAN not requiring new AKA. Can SA3 confirm that this WA is still valid ?

Question 5: 

RRC security handling solutions have been proposed in RAN2, where the ‘base’ RRC key is kept protected in the CN and a new derived key is provided to the eNB at every LTE_IDLE(LTE_ACTIVE state transition. Would SA3 see any benefits with such a solution for RRC and/or User Plane security? 

3. Actions:

To SA3
ACTION: 
RAN2 kindly asks SA3 to answer the above questions. RAN2 would also appreciate to be informed about any further changes w.r.t. security principles.
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