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Introduction 
During TISPAN12ter a contribution (12tTD076r1) for adding text into ETSI TR 07022 “Traversal feasibility study report” was discussed. 
The contribution stated:
“ICE and Outbound are independent of signalling encryption. Outbound enables the TE to know if the TE is located behind a NAT, and provides the public IP address and port number for SIP signalling received by P-CSCF. The support of outbound in the TE and in the P-CSCF simplifies the SIP signalling registration protocol when signalling is encrypted, and suppresses the need to transmit the first unprotected Register message and the corresponding response described in 33.203 [13]. It also avoids to define similar signalling extensions for non IMS signalling”

In their LS to SA3, TISPAN WG7 expressed the following concerns regarding the contribution: 

1. The interaction of this method on the existing NAT transversal method in TS33.203 

2. Whether the following statement is acceptable:.“suppresses the need to transmit the first unprotected Register message and the corresponding response described in 33.203 [13].”

3. The security of ICE and outbound in general, including the security of the protocols and the of the security considerations for the implementation outbound client and stun server/relay as is already specified in 3GPP 23.228 Annex G.    
Response to actions on SA3
SA3 discussed the above three concerns in their meeting #46 and came to the following conclusions:

Re Concern 1:

3G TS 33.203 provides signalling protection in IMS in the presence of a NAT by means of UDP encapsulated IPsec. Both UDP encapsulation and Outbound are NAT traversal methods in their own right, so one would be sufficient to achieve NAT traversal. However, it may be desirable in certain situations to use Outbound in combination with UDP encapsulated IPsec, e.g. in order to benefit from Outbound’s inbuilt support for multiple simultaneous IMS registrations, while still enjoying the signalling protection provided by IPsec. For such a combination of the two methods, some additional considerations are required to ensure the correct application of the flow concept of Outbound. These additional considerations resulted in Annex K of 3G TS 24.229. In this respect, the statement "ICE and Outbound are independent of signalling encryption." contained in the above text in italics seems not fully correct. 

Please note also that signalling protection includes both integrity and confidentiality.
Re Concern 2:

The statement seems not correct as the number of the required roundtrips for registrations has nothing to do with the NAT traversal method, but rather relates to the question whether a challenge-response based authentication method is used (e.g. IMS-AKA or HTTP Digest). When such a method is used, then two roundtrips are unavoidable as the first registration message sent by the user is challenged by the network. 
Re Concern 3:

Outbound and ICE do not have inbuilt security mechanisms. One way to add protection is to use Outbound in combination with UDP encapsulated IPsec as in 3G TS 24.229 Annex K, which would provide in particular for secure registrations. Please also refer to the security considerations section in Draft-Outbound. We have no comments on the security of ICE which is concerned with NAT traversal of media, not signalling. We would also like to point out that 3G TS 23.228 Annex G is not concerned with security. It was noted during the meeting SA3#46 that CableLabs has performed a preliminary analysis on STUN security and intends to make this information available to SA3 and TISPAN WG7 before the joint meeting.
Actions to TISPAN WG7: 

TISPAN WG7is kindly asked to take the above information into account and address any further questions regarding this issue to SA3 at the upcoming joint meeting, or raise them on the SA3 mailing list. 
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