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1. Overall Description:

SCP thanks SA3 for its LS related to secure channel highlighting our joint interest for this topic. 
SCP would like to share with SA3 the status of the on-going work related to that topic.
SCP has been working on the definition of the requirements for establishing a secure channel and a set of use cases and requirements has been included in the Requirement specification (See section 4 for an extract of the approved requirements from TS 102 412). This version includes clarifications agreed at the SCP meeting held in July: in particular, it has been agreed by the meeting that both types of secure channel are required: secure channel per application and secure channel per platform, without any specific identified usecase for one configuration or another. Furthermore, it can happen that the UICC and the terminal are opening a secure channel at interface level and that two distributed applications are communicating with an application secure channel through this interface secure channel.
Concerning the usage of the ICC ID, SCP is of the opinion that this number, which is described in the ITU standard (see GSMA SE.13), is unique, and can therefore be used in the manner described in the SA3 LS.  It should, however, be pointed out that this uniqueness is subject to everybody having followed the rules and procedures for assigning this number.
There are reported instances of there being two ICC IDs on a card, possibly changing dynamically (at REFRESH of the card), each still unique, so SA3 are invited to consider whether this fact may affect their work.  It is to be noted that this behaviour is not covered by the specifications. 
2. Actions:

None.
3. Date of Next SCP Meetings:

SCP#28: 10-12 January 2007, Sophia Antipolis
4. Extract from TS 102 412 version 7.5.0

 […]
4.5
Secure channel to secure local terminal interfaces
4.5.1
Abstract (informative)

This clause defines requirements for a generic solution of a secure channel between the UICC and an end point terminal. Several applications will be able to rely on this generic solution to offer an end to end security.

· Providing mutual authentication between a UICC and a terminal end point.

· Providing integrity and confidentiality (encryption) protection of the interface between a UICC and a terminal end point.

The use cases in this clause will justify the need of a secure channel between a UICC and a terminal; it also lists the requirements that this secure channel shall fulfil to address all the use cases described herein.

Standardization efforts have been undergone and are at present being made to define secure channels between communicating applications running on distant platforms.
4.5.2
Background (informative)

System security can be obtained only if end‑to‑end protection is achieved. For Smart Card to terminal communication, this involves:

· Secure end on the Smart Card side. This is true by assumption; the Smart Card is a tamper resistant device.

· Secure end on the terminal side. This is attainable when trusted devices are employed. For example TCG [7] is specifying trusted device features and architectures.

· Secure communication between end devices, that is, the Smart Card and the terminal.

Multiple scenarios exist in which a secure communication between Smart Card and terminal is necessary. Smart cards are resource‑limited devices, whose main purpose is to safeguard user identities and secret keys, and to perform sensitive cryptographic computations. Smart card use greatly depends on the environment in which they are deployed. For example, in banking, user information includes identity, account information, and possibly information on the latest transactions made and secret keys used in security functions. The operations allowed encompass card holder authentication, automatic transaction registration, transaction non‑repudiation. In mobile communications, user information includes identity, personal information such as address book, operator related information, and again secret keys used in security functions. Functions executed comprehend user authentication, voice encryption, as well as data access to user's private information.

Smart cards were designed to be economic, portable and therefore small and light, yet secure. There are no peripherals that allow user direct access, such as a keyboard or a screen: Smart Card access must go through a terminal, and, unless the communication is secure end‑to‑end, this may constitute a security weakness. System security is that of the weakest link and, unless strengthened, attackers may target the terminal or the data exchange with the terminal to get round the robustness of the tamper resistant device.

The definition and use of trusted terminals is out of the scope of this submission. In the following clauses we will assume the terminal is not infected by malevolent code, whether because it is compliant to the requirements defined in TCG [7] or because the user/owner/administrator guarantees device integrity by giving verifiable evidence.

Multiple use cases justify the need for a Smart Card to terminal secure communication. In the following parts, we cover use cases linked with User Interface, Device Management (DM), Digital Right Management (DRM).
4.5.2.1
Use case ‑ User interface

A large amount of information currently flows in GSM/3G network‑enabled services that make use of application server software and toolkit applications. In most of these services, at least a part of the information flow has no protection from eavesdropping or tampering: if we focus on the communication between the UICC and the terminal, the information flowing from the card to the terminal, and vice versa, is in plain text [2].

In this respect, let us consider the two cases in the following:

· When an application on the UICC requires the user to enter a PIN to access a service, the PIN itself is not protected. Therefore, when PIN data is sent from the handset to the UICC, it may be stolen or maliciously altered in order to deny the service to the end user.

· When an application on the UICC sends data to the terminal to display to the user, the data is displayed in plain text. Such data may involve, for example, fees to be paid or acceptance of onerous conditions for the use of a software/service. If data is tampered with, the user may take upon him/herself a burden different from that which has been notified. Issues may be raised on how "legally binding" for a user is the acceptance of conditions that have no protection against malicious alteration before submission to the user itself.

The implementation of a secure channel will allow a secure data exchange between the end user and the service provider.
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Figure 2: User Interfaces

4.5.2.2
Use case ‑ UICC as a control point for device management

Device Management, or DM, specified in OMA, intends to provide the protocols and mechanisms allowing to remotely achieve management of devices. The Device Management includes:

· Setting initial configuration information in devices.

· Subsequent installation and updates of persistent information in devices (firmware update).

· Retrieval of management information from devices.

· Processing events and alarms generated by devices.

In this environment, the Smart Card inserted in the device is expected to play a role at least in the following cases:

· Dynamic provisioning of the device with up‑to‑date information.

· Handling of a part of the security during the update of device firmware (service access controlled by the operator, authentication of the origin, etc.).

It means that the Smart Card (SC) shall store DM objects (Management Objects, or MO) accessible by the device through the SC to device interface and also manageable by a remote server (through the device). This interface is currently not ciphered and DM information will be exchanged without protection. It is easy to imagine some of the possible threats occurring during these exchanges:

· When the provisioning data is extracted from the SC by the device, some man‑in‑the‑middle application or element could intercept and change some data in order to alter the device configuration or compel the device to connect to a fraudulent DM server. The data should therefore be ciphered.

An unauthorized server or device agent could try to modify the information stored into the SC leading to a later bad provisioning of the device. Therefore, only authorized and authenticated device agents or remote servers should be able to update or modify or add DM data in the SC.

The availability of a secure channel will allow to secure and protect the communications occurring between the device DM user agent and the Smart Card.
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Figure 3: Device Management (DM)
4.5.2.3
Use case ‑ DRM and distributed applications

Digital Rights Management (DRM) is meant to secure media content owned by a service provider; the end‑user has a limited set of rights to use the content. Usually, media content is supposed to be rendered on any type of compatible terminal (e.g. CD audio on any CD player) so that the user can transport his content wherever he wants. Adding security should not change this user experience.

In the event the user is a Mobile Network Operator (MNO) subscriber, Open Mobile Alliance (OMA) DRM specifies a model where the rights are bound to a device, not to a user. This implies that when the user needs to change the player (i.e., the handset), the rights have to be downloaded onto the new device and the certificates are to be recalculated with the new terminal ID. This scheme works well as long as a network connection is available and/or the terminal belongs to the same user domain.

A different scheme is proposed, in order to link the rights to a user rather than to the handset: the Rights Object (RO) might be stored in the user's UICC together with part of the DRM user agent. This implies that when the user needs to change the player (i.e., the handset), the rights do not have to be downloaded onto the new terminal. This solution has the following advantages:

1)
The user can play content in any MT containing a genuine media player (OMA compatible) and accepting the UICC.

2)
The user would not require a network connection. This is useful for situations where the user does not have network coverage (e.g. underground station; plane).

3)
The MNO stores its RO in a tamper‑resistant device, which is under its control (administration via OTA platform).

This scenario is only possible thanks to the secure channel between a trusted execution environment in the handset and the UICC based DRM User Agent (UA) providing the Content Encryption Key (CEK).

Given that the RO is stored in the UICC, the access to the right can be done directly if the rendering device is the mobile handset (CAD) or, indirectly when the rendering device is a remote terminal (e.g., a Set‑Top‑Box asking for rights stored in the UICC).

UICC based DRM_UA: the DRM user agent stored in the UICC is there to manage the RO associated to a media content, by managing the parameters and the decryption key (CEK) and by deciding if a content is authorized to be rendered or not.

The session starts by a mutual authentication between the trusted execution environment in the CAD or remote terminal (where the media player is executed) and the UICC based DRM_UA, ending in the opening of a secure channel. Some parameters have to be securely sent to the UICC (trusted time, media content id, etc) so that the DRM_UA can handle the right accordingly (usage counter decrease, etc) and then securely provide the decrypted CEK to the Trusted Media Player (TMP).

Then the TMP can play the content.

The session is finished when the content has been rendered and the secure channel is closed.
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Figure 4: Distributed application

4.5.3
Requirements

This clause describes secure channel's requirements that fit the use cases above.
4.5.3.1 End point requirements
	Identifier
	Requirement

	REQ‑7‑05‑01‑01
	Applications on the UICC shall be able to establish a secure channel with applications on a terminal (CAD and/or remote terminal). A secure channel in this context is defined in the requirements that follow (see use cases in clauses 4.5.2.1 to 4.5.2.3).

	REQ‑7‑05‑01‑02
	There shall be two different types of end points:

· the UICC interface handler and the terminal interface handler (interface end points);
· the UICC application and terminal application (application end points).

	REQ‑7‑05‑01‑03
	Through the end points, it shall be possible to establish a Secure Channel per application (see use cases in clauses 4.5.2.1 to 4.5.2.3).

	REQ‑7‑05‑01‑04
	Through the interface end points, several applications on the same terminal shall be able to share the same secure channel with an application on the UICC (see use cases in clauses 4.5.2.1 to 4.5.2.3).

	REQ‑7‑05‑01‑05
	Once a secure channel has been setup between two end points, all communications between those end points shall go via the secure channel.


4.5.3.2 Integrity requirements
	Identifier
	Requirement

	REQ‑7‑05‑02‑01
	The secure channel shall allow the integrity of the data to be verified (see use cases in clauses 4.5.2.1 to 4.5.2.3). 


4.5.3.3
Confidentiality requirements

	Identifier
	Requirement

	REQ‑7‑05‑03‑01
	Data sent through the secure channel shall be confidentiality‑protected depending on the conditions set by the policy (see use cases in clauses 4.5.2.1 to 4.5.2.3).


4.5.3.4
Authentication requirements

	Identifier
	Requirement

	REQ‑7‑05‑04‑01
	End points of a secure channel shall be able to authenticate each other (see use cases in clauses 4.5.2.1 to 4.5.2.3).

	REQ‑7‑05‑04‑02
	By means of a common trusted third entity, it shall be possible for the UICC end point and terminal end point to agree the keys to be used.

	REQ‑7‑05‑04‑03
	Once keys have been setup, these may be reused, depending on their expiration, to setup a secure channel without reference to a third entity.


4.5.3.5
Audit/Compliance requirements

	Identifier
	Requirement

	REQ‑7‑05‑05‑01
	The terminal end point shall be a trusted device (see clause 4.5.2).

	REQ‑7‑05‑05‑02
	Evidence shall be provided on the trust ability level of the device. I.e., assessment of the trust ability level shall be possible, for example according to a security certification scheme (see clause 4.5.2).


4.5.3.6
Policy requirements

	Identifier
	Requirement

	REQ‑7‑05‑06‑01
	An anti‑replay mechanism shall be present and active depending on the policy.

	REQ‑7‑05‑06‑02
	It shall be possible to control (e.g. through policy files) what functionality/privileges/access is given to a Terminal end point that has authenticated itself to the UICC end point.

	REQ‑7‑05‑06‑03
	It shall be possible for the terminal owner to control (e.g. through policy files) what functionality/privileges/access is given to a UICC end point that has authenticated itself to the terminal end point.


4.5.3.7
Transport Protocol requirements

	Identifier
	Requirement

	REQ‑7‑05‑07‑01
	The Secure Channel Protocol should be transport protocol neutral (see use cases in clauses 4.5.2.1 to 4.5.2.3).


4.5.4
Interaction with existing features (informative)

(none)
[…]
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