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Currently TS 33.246 does not specify how long to store MTKs in the UE. This means that the BM-SC cannot be sure that the UE still has an MTK that was previously distributed.

An example of how MTKs may be distributed and used is illustrated in the figure below. 
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The times T1, T2 and T3 are defined as follows:

· T1 is the maximum time taken for the UE to process the MIKEY message containing a new MTK. Therefore new MTKs should be sent out a period of T1 before they are used to protect traffic.

· T1+T2 is the maximum time the UE should have to wait before being able to decode a traffic stream. 
· T3 is the lifetime of an MTK.

If we assume that T3 is generally much bigger than T1+T2, then the UE should only have to store the two most recent MTKs to allow for a smooth transition between MTKs. However, if T3 is very small then it could happen that the UE would need to store more than the two most recent MTKs. Consider the example in the figure below.
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In this case a UE at time t1 would receive MTK4. However, that UE still needs MTK2 and MTK3 so would need to store all three keys. 

We believe that it is reasonable to assume that T3 would generally be much greater than T1. Therefore we propose that the UE need only keep the two most recent MTKs used per MBMS streaming or download session. This would be in-line with the rules for storing MSKs. Furthermore, we propose that MTKs associated with an MBMS streaming or download session should be deleted at the end of that session. If this change is agreed, then BM-SCs should take the UE behaviour into account when distributing and using MTKs. 
A draft CR is provided in a companion contribution.
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