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Foreword

This Technical Report (TR) has been produced by ETSI Technical Committee Telecommunications and Internet Converged Services and Protocols for Advanced Networking (TISPAN).

1
Scope

This technical report studies the feasibility of media security for TISPAN NGN Release 2. Media security in this TR refers to the capability to securely transport interactive, voice and/or video (including conferencing scenarios) or other multimedia conversational data (including text based) in the user plane of an (IMS-based or non-IMS based ) Next Generation Network.

This TR comprises primarily stage 1 for capturing security requirements and service capabilities; further stage 2 identifies suitable security architectures. Optionally this TR may address stage 3 aspects such as security protocol(s) for media security.

The scope of this work includes simplex and duplex communication; point-to-point or group-based. This feasibility study addresses key management/key distribution for user plane (/media) and the protection of the media data. The TR may also address media security aspects for corporate/home networks in conjunction with NGN. The TR will also provide considerations on regulatory aspects such as lawful interception, and privacy.  
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication and/or edition number or version number) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.

Referenced documents which are not found to be publicly available in the expected location might be found at http://docbox.etsi.org/Reference.
[1]
ITU-T F.703

ITU-T Recommendation F.703: Multimedia conversational services
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:

Media security: refers to the capability to securely protect conversational multimedia services such as in scope of ITU-T service description Recommendation F.703 “Generic Multimedia Conversational Services” [1]. In particular, such conversational services are between two communicating entities where the multimedia service provides real-time transmission of voice, including optionally conferencing with transmission of video and/or text and/or graphics and/or still pictures; see various types of multimedia conversational services types in F.703. Typically, the entities communicate bidirectionally, yet unidirectional transmission is also a special case. In particular, media security relates to the protection of interactive voice/video phone/conferencing-over-IP on the user plane in the context of NGN.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

<2nd symbol>
<2nd Explanation>

<3rd symbol>
<3rd Explanation>

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

CSP
Communications Service Provider

4
General Overview 
Editor's note: General overview to motivate the necessity of media security.

As fixed access networks does not have cryptographic lower layer protection (as in the UTRAN networks), the IMS deployment for fixed networks does not have sufficient underlying security. Moreover with the WLAN deployment in customer premises, interception of media traffic could be possible even without physical access. Hence, media security requirements and suitable solutions have to be studied in the context of TISPAN NGN.
Scenarios to be studied include user-to-user, user-to-network and user-to-group communication. This could either be simplex or duplex based communication. Text based conversation (conversational text) scenarios are also to be studied here.
Editor’s note: Media security WI in 3GPP SA3 will have to be referenced here. 

6
User-to-user scenario

Two scenarios will be considered here. 

· Scenario where CSP provides key material for the user to encrypt the data traffic

· Scenario where the CSP is not involved in key provisioning for data traffic encryption

6.1
Media security requirements
6.1.1
Security service requirements

Editor's note: This section elaborates which security services (e.g. confidentiality, integrity  ...etc) are needed for the media stream in this scenario. Identify the user and operators’ security requirements.
6.1.2 
Key-management requirements

Editor's note: This section formulates the requirements for the key-management (e.g. keying infrastructures) in this scenario. 
6.1.3
Architectural requirements

Editor's note: This section formulates the requirements as to which architectural elements should be involved in securing the media stream. 

6.1.4
Regulatory aspects
Editor's note: This section describes the lawful interception requirements when media traffic is encrypted.

6.1.4.1
Privacy aspects

6.1.4.2
Lawful Intercept aspects
6.1.5
Other requirements
Editor's note: Other miscellaneous media security requirements should be analysed here.
6.2
Media security architecture
Editor’s note: The architectures satisfying the above requirement should be analysed here. It should take into account that many architectures could be proposed.

6.2.1
IMS subsystem

6.2.1.1
Interface identification

Editor's note: This section identifies the exposed (functional) elements and interfaces in the IMS of the NGN architecture.
6.2.1.2
Architectural components

Editor's note: This section discusses which architectural entities will be involved in the media encryption and also how the requirements will affect the architectural elements. Address key management/key distribution for the user plane and for the protection of media and usage of security infrastructure such as ISIM/smart-card, PKI, shared-credentials.
6.2.2
PES subsystem

6.2.2.1
Interface identification

Editor's note: This section identifies the exposed (functional) elements and interfaces in the PES of the NGN architecture.
6.2.2.2
Architectural components

Editor's note: This section discusses which architectural entities will be involved in the media encryption and also how the requirements will affect the architectural elements. Address key management/key distribution for the user plane and for the protection of media and usage of security infrastructure such as PKI, shared-credentials.
6.3
Media security solution

Editor's note: This section discusses the possible solutions available currently for media security, which satisfy the requirements in the above section.

7
User-to-network scenario

7.1
Media security requirements

7.1.1
Security service requirements

Editor's note: This section elaborates which security services (e.g. confidentiality, integrity  ...etc) are needed for the media stream. Identify the user and operators’ security requirements.

7.1.2 
Key-management requirements

Editor's note: This section formulates the requirements for the key-management (e.g. keying infrastructures). 
7.1.3
Architectural requirements

Editor's note: This section formulates the requirements as to which architectural elements should be involved in securing the media stream. 

7.1.4
Regulatory aspects
Editor's note: This section describes the lawful interception requirements when media traffic is encrypted.

7.1.4.1
Privacy aspects

7.1.4.2
Lawful Intercept aspects
7.1.5
Other requirements

Editor's note: Other miscellaneous media security requirements should be analysed here.

7.2
Media security architecture
Note: The architectures satisfying the above requirement should be analysed here. It should take into account that many architectures could be proposed.

7.2.1
IMS subsystem

7.2.1.1
Interface identification

Editor's note: This section identifies the exposed (functional) elements and interfaces in the IMS of the NGN architecture.
7.2.1.2
Architectural components

Editor's note: This section discusses which architectural entities will be involved in the media encryption and also how the requirements will affect the architectural elements. Address key management/key distribution for the user plane and for the protection of media and usage of security infrastructure such as ISIM/smart-card, PKI, shared-credentials.
7.2.2
PES subsystem

7.2.2.1
Interface identification

Editor's note: This section identifies the exposed (functional) elements and interfaces in the PES of the NGN architecture.
7.2.2.2
Architectural components

Editor's note: This section discusses which architectural entities will be involved in the media encryption and also how the requirements will affect the architectural elements. Address key management/key distribution for the user plane and for the protection of media and usage of security infrastructure such as PKI, shared-credentials.
7.3
Media security solution

Editor's note: This section discusses the possible solutions available currently for media security, which satisfy the requirements in the above section.

8
Group scenario

Editor’s note: It is to be clarified which multicast scenarios are allowed in NGN? Contributions are needed to decide on this topic. 
Possible scenarios for analysis are:
· Single transmitter to multiple receivers

· Multiple transmitter to multiple receivers 

Note: in the architecture this could be achieved using multicast unit or multicast enabled transceiver.
8.1
Media security requirements

8.1.1
Security service requirements

Editor's note: This section elaborates which security services (e.g. confidentiality, integrity  ...etc) are needed for the media stream. Identify the user and operators’ security requirements.

8.1.2 
Key-management requirements

Editor's note: This section formulates the requirements for the key-management (e.g. keying infrastructures). 
8.1.3
Architectural requirements

Editor's note: This section formulates the requirements as to which architectural elements should be involved in securing the media stream. 

8.1.4
Regulatory aspects
Editor's note: This section describes the lawful interception requirements when media traffic is encrypted.

8.1.4.1
Privacy aspects

8.1.4.2
Lawful Intercept aspects
8.1.5
Other requirements

Editor's note: Other miscellaneous media security requirements should be analysed here.

8.2
Media security architecture
Note: The architectures satisfying the above requirement should be analysed here. It should take into account that many architectures could be proposed.

8.2.1
IMS subsystem

8.2.1.1
Interface identification

Editor's note: This section identifies the exposed (functional) elements and interfaces in the IMS of the NGN architecture.
8.2.1.2
Architectural components

Editor's note: This section discusses which architectural entities will be involved in the media encryption and also how the requirements will affect the architectural elements. Address key management/key distribution for the user plane and for the protection of media and usage of security infrastructure such as ISIM/smart-card, PKI, shared-credentials.
8.2.2
PES subsystem

8.2.2.1
Interface identification

Editor's note: This section identifies the exposed (functional) elements and interfaces in the PES of the NGN architecture.
8.2.2.2
Architectural components

Editor's note: This section discusses which architectural entities will be involved in the media encryption and also how the requirements will affect the architectural elements. Address key management/key distribution for the user plane and for the protection of media and usage of security infrastructure such as PKI, shared-credentials.
8.3
Media security solution

Editor's note: This section discusses the possible solutions available currently for media security, which satisfy the requirements in the above section.

9
Service interactions

Editor's note: This section studies the service interactions such as the interaction with supplementary services and other interdependencies. 
10
Conclusion 
Editor's note: This section should compare the different solutions proposed in the previous section and recommend a single solution for usage in TISPAN networks. Characterize and compare the solution(s) in terms of their properties (security, performance and other criteria to be identified)
10.1
User-to-user
10.2 
User-to-network

10.3
User-to-group
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