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Abstract:

This contribution highlights issues regarding the solution 2b) within the scope of 3GPP/TISPAN coexistence. We kindly propose TISPAN WG7 to adopt solution 2c). 

Introduction
TISPAN WG7 decisions are expected regarding the choice between solutions 2) and 2c) within the scope of 3GPP/TISPAN security coexistence problem. Solutions 2) and 2c) are described in 3GPP SA3 LS provided in 11bTD027.
Discussion 

Choice between solutions 2b) and 2c)

The current authentication methods covered within the scope of the 3GPP/TISPAN fixed-mobile convergence are IMS-AKA, Early IMS and NASS Bundled Authentication. 

Solution 2c) allows the use of IMS-AKA, Early IMS and NBA authentication methods; it prevents the use of additional authentication method (e.g. HTTP Digest). 

Solution 2b), compared to solution 2c), does not put any restriction on the use of additional authentication method. 

Some companies propose the adoption of solution 2b) invoking that that solution 2b) should be considered as a future-proof solution which does not put unnecessary restriction for future capability. An example of scenario was given to justify solution 2b) in the scope of 3GPP/TISPAN coexistence. 

The proposed scenario was: “A non-3GPP-IMS subscriber uses a non-3GPP authentication method (e.g. HTTP Digest) for IMS access, using a 3GPP access network merely for packet transport.”

Issue_1
Proposed scenario: “A non-3GPP-IMS subscriber uses a non-3GPP authentication method (e.g. HTTP Digest) for IMS access, using a 3GPP access network merely for packet transport.”
Using a 3GPP access network for packet transport implies that a 3GPP authentication method shall be successfully performed to allow a non-3GPP-IMS subscriber to go through 3GPP access network. 3GPP authentication methods require the use of UICC with SIM or USIM application to perform the 
access network authentication. Consequently, a User Equipment should not be allowed to access IMS using 3GPP access network if the authentication method available on the User Equipment is HTTP Digest only (e.g. SIP terminal) or other non-3GPP authentication method. The mentioned scenario should not exist.

Moreover, if the User Equipment can perform 3GPP authentication for 3GPP access network then IMS-AKA or Early IMS could be used to authenticate the IMS subscriber, HTTP Digest authentication method could be avoided. 

Consequently, the proposed scenario does not justify the need to allow additional authentication methods within the scope of 3GPP/TISPAN coexistence. 

Issue_2

It is very easy to share a login/pwd with others. One IMS subscription based on HTTP Digest authentication could be shared among a group of users. It will be easy to have fraudulent access to IMS. 

Consequently in the proposed scenario, the following questions could be raised:

· Does a non-TISPAN operator want to allow fraudulent users to access IMS services via his access network? 

· What are the impacts of this fraud on his network?

Issue_3

3GPP TS SA#33 plenary has not agreed to include HTT Digest authentication method in the TR on "Coexistence between TISPAN and 3GPP authentication schemes". The TSG SA#33 plenary reached the conclusion that: 

After off-line discussions Members were asked to provide their issues and proposals to TSG SA meeting #34. SA WG3 are asked to continue analysis and discussions on the interaction issues, but not to include this [TISPAN HTTP digest] in a TR at this point.
Consequently, there is no agreement for instance to take into account TISPAN HTTP Digest within the scope of 3GPP/TISPAN coexistence. 
The possibility to add HTTP Digest method within the TR does not imply that any type of authentication method should be authorized within 3GPP/TISPAN coexistence.

TISPAN authentication methods shall not endanger the whole 3GPP system security.
Conclusion
Solution 2b) proposing absence of restriction on the use of additional authentication method raises security issues.
Proposal

We kindly propose TISPAN WG7 to adopt solution 2c).

