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1. Abstract 
This contribution comments to 11bTD197.
ETSI TISPAN WG7 discussed the coexistence of TISPAN NGN authentication mechanisms with 3GPP authentication mechanisms during the TISPAN#10ter meeting and sent an LS to 3GGP SA3 and CT4 [10tTD380r1] with specific questions on harmonization. As reply, [LS S3-060576] was sent by 3GPP SA3 to TISPAN WG7. 

This contribution address one particular unresolved issue, ‘Authentication method determined by S-CSCF’ and proposes that the three-step approach contained in the LS [S3-060576] be adopted as a common baseline for future joint TISPAN-3GPP work on coexistence of authentication methods. Furthermore, this contribution investigates the three alternatives for step 2 presented in SA3’s LS and recommends adopting a particular one of these.
2. Introduction 
The overall problem to be solved is as follows: the S-CSCF may have to behave differently on the Cx interface, depending on the authentication method used for the particular subscriber. How can the S-CSCF know from the IMS registration request (and possibly with additional information) which specification to follow?
For the convenience of the reader, we first present a short summary of 3GPP SA3’s proposal and then copy the text from S3-060576 relating to the open issues. We then proceed to discuss the open issues and propose a solution.

The authentication methods to be distinguished are:
By 3GPP

· IMS-AKA for NAT-free access

· Enhanced IMS-AKA for access with NAT

· Early IMS (EIS)

By TISPAN

· Enhanced IMS-AKA for access with NAT

· NASS-IMS bundled authentication (NBA)

· HTTP Digest

The solution approach proposed by SA3 is the following:
It is proposed that the S-CSCF distinguishes among authentication methods using the following three steps. 
Step 1: Check for IMS-AKA i.e. the S-CSCF first checks whether the IMS registration request relates to IMS-AKA or not. If not successful go to step 2.
[Comments:

If other “NON-IMS AKA” authentication methods (e.g. TLS), which are defined in RFC3329 (Security Mechanism Agreement for the Session Initiation Protocol), are used in IMS, then these “NON-IMS AKA” authentication schemes should also be considered at the same time. 

Question: Is it really necessary for the S-CSCF to FIRST_CHECK whether it is IMS AKA or not?
]
Step 2: Check for 3GPP vs. TISPAN, i.e. check whether the non-IMS-AKA request relates to either a 3GPP authentication method (Early IMS) or one of the TISPAN-defined authentication methods (NBA, HTTP Digest). If the latter go to step 3.

Step 3: Use TISPAN-specific approach to distinguish between NBA and HTTP Digest

While steps 1 and 3 in SA3’s LS S3-060576 seem to pose no problems, the mechanism to perform step 2 is still open. SA3’s LS presents three solutions a), b) and c) for step2. In the following, we identify shortcomings with solutions a) and c). We further show that solution b) is suitable and would not present an unnecessary limitation of deployment options. (This limitation was held against solution b) in discussions at SA3#44.)
We think that the three-step approach makes sense as it leaves the solution to distinguish among TISPAN-specific methods to TISPAN. We therefore propose to accept this approach as a basis, and we continue here to discuss the alternatives for step 2 presented by 3GPP SA3 in their LS S3-060576. 
3. Approach proposed by 3GPP SA3

A remark on notation: “IMPU” was defined by 3GPP and means IP Multimedia Public Identity. In this contribution, we use the term IMPU also for the public user identity in NBA and HTTP Digest as there is no danger of misunderstanding even if the use of this term is not common for these schemes. 

Text from LS S3-060576:

3.1 Approaches for Step 2: 

Several solutions were discussed during SA3#44:

a) Use of the value “unknown” for the authentication method in the Cx-MAR-request. 
According to this approach, the S-CSCF does not distinguish among non-IMS-AKA requests before sending the Cx-MAR-request. This approach was presented in S3-060438. It would not fulfil the requirement for step 2 to distinguish in this step between 3GPP-defined and TISPAN-defined authentication methods. More comments on this approach can be found in S3-060573, slide 8.

b) Restriction on usage of canonical form IMPUs
Filter out Early IMS registration requests by checking whether the IMPU/IMPI is of the canonical form containing “3gppnetwork.org”, and disallow the association of this form of IMPI with non-3GPP authentication methods. This approach was described in S3-060485 and presented in condensed form in S3-060573. Comments can be found in S3-060525.

c) S-CSCF recognises legacy P-CSCFs

This approach emerged only during the discussions. It makes two assumptions:

c1) the S-CSCF knows (by configuration or additional protocol information, cf. issue#2 in the LS from TISPAN WG7 in S3-060522), which P-CSCFs can be trusted to insert a P-Access-Network-Info header with correct information in the registration request. 

c2) it is ensured that any P-CSCF not sending a P-Access-Network-Info header connects only to 3GPP access networks. The S-CSCF then identifies whether the registration request is related to a user accessing through a 3GPP access network or a user accessing through a TISPAN network, or a user accessing through a network which is neither 3GPP- nor TISPAN-defined. This could be based on the P-Access-Network-Info header. If the P-Access-Network-Info header indicates that the access network is a 3GPP access network, Early IMS is used. A related idea was presented in TISPAN NGN 10bTD146.

Comments: It was argued in the discussions that further study was needed whether assumption c2) could be really made, or would be difficult to realize or be too restrictive. It was further remarked that this approach rules out that a non-3GPP-IMS-subscriber uses a non-3GPP authentication method (e.g. HTTP Digest) for IMS access, using a 3GPP access network merely for packet transport. It should studied further whether this is too restrictive.  

[Comments:
Currently in both latest TISPAN ETSI ES 283 003 and Packet Cable TS (PKT-SP-24.229-2.0), the P-CSCF will always add a P-Access-Network-Info header into the REGISTER message. The situation that other standardization organizations are using 3GPP-defined specifications is new and may be at the origin of the current discussions between 3GPP SA3 and TISPAN WG7. So we propose in 3GPP Rel-7 or later version, the P-CSCF shall also add a P-Access-Network-Info header into the REGISTER message.
So this solution is easy to realize for the above assumption c2 and is not a restriction.]
3.2 Discussion of shortcomings of solutions
Shortcomings of solution a)
The main shortcoming is already mentioned in the LS from SA3. The S-CSCF would not know whether to address a 3GPP HSS function or a TISPAN UPSF function. But, as already recognised by SA3 “a distinction between 3GPP and TISPAN authentication methods is required at this stage, because a TISPAN-specific Cx-MAR-request (e.g. using the value “unknown”) will be handled by the UPSF (defined by TISPAN) and not the HSS (defined by 3GPP), and the UPSF will not be able to handle 3GPP authentication methods (i.e. Early IMS) and vice versa”. It would go against principles of modular design if one combined HSS+UPSF had to be assumed which was able to handle all types of Cx-requests e.g. it may be desirable to add an UPSF function to an already existing HSS. 

Further shortcomings are:

· Modular extension of S-CSCF functionality (i.e. upgrade of existing Early IMS equipment) seems difficult

· Current definition of Cx for Early IMS needs to be modified, which may be difficult because Early IMS is frozen (3GPP Release 6). 

· If the UPSF/HSS proposes several authentication methods to the S-CSCF, UPSF/HSS may need to start HTTP Digest protocol and keep state (nonce etc.) unnecessarily

· How does the HSS learn about the authentication method selected by S-CSCF? The HSS needs to know e.g. for Early IMS to be able to send de-registration messages to the S-CSCF. 

Shortcomings of solution c)
In our understanding, this solution assumes that there are “new” and “legacy” P-CSCFs. The S-CSCF knows by configuration or new protocol elements, whether a P-CSCF is new or legacy. New P-CSCFs provide trusted information about the access network. Legacy P-CSCFs are assumed to connect only to 3GPP access networks. Solution c) implies: if the access network is 3GPP (and the method is not IMS-AKA) then Early IMS is used. The main shortcoming of this solution is also already mentioned in the LS from SA3. This solution rules out that a non-3GPP-IMS-subscriber uses a non-3GPP authentication method (e.g. HTTP Digest) for IMS access, using a 3GPP access network merely for packet transport. In particular, it would rule out the following scenario: a PoC (Push-to-talk over cellular) – user is authenticated by HTTP Digest, no matter whether the access is over GPRS or DSL. But this is a desirable scenario. This shows that it would be too restrictive if the type of the access network alone determined the type of authentication. 
[Comments:

In the above PoC scenario example, if the access is over DSL, the solution c has no problem.

If the access is over GPRS, then the user must access 3GPP IMS service, but not non-3GPP IMS service. Since currently 3GPP only supports IMS AKA and Early IMS, and doesn’t support HTTP DIGEST, so we think this scenario doesn’t exist. 

Moreover, in 3GPP TS 23.979(Push-to-talk over Cellular (PoC) services), it is stated that in section “4.1
General Requirements”:

It is assumed that the PoC architecture makes use of the following IMS capabilities in the 3GPP system, which are described in TS 23.228 [4] and TS 23.141 [5]:

· Registration;
……
This also implies that PoC user should use 3GPP authentication method, but not HTTP DIGEST. So such a scenario does not exist.]
Another restriction is that c2) has to be assumed. This restricts allowed configurations in a possibly undesirable way.

[Comments: See the above comments in section 3.1]
Shortcoming of solution a) and c)
It has been overlooked in the discussion so far that also the I-CSCF needs to be able to distinguish among authentication methods. For Early IMS, the I-CSCF needs to transform the canonical IMPU into an IMPI, cf. 3G TR 33.978, section 6.2.3.3, something which it does not do for other authentication methods. Solution a) would not be viable for the I-CSCF, solution c) would probably required the same sort of configuration as for the S-CSCF, doubling the configuration effort. 

[Comments: As regarding to solution c), it is stated in section 3.1, “the S-CSCF knows (by configuration or additional protocol information, cf. issue#2 in the LS from TISPAN WG7 in S3-060522), which P-CSCFs can be trusted to insert a P-Access-Network-Info header with correct information in the registration request.”
So another “additional protocol information” solution has no such configuration effort for the I-CSCF. And even for the “configuration “solution, since the amounts of the I-CSCF are assumed to much less than that of the S-CSCF, this solution will also not double the configuration effort.
]
Summing up, a) and c) do not seem acceptable. So, either b) is acceptable, or a fourth solution has to be found. We therefore continue to discuss b). 

Discussion of solution b)

The essence of this solution is that only IMS-AKA users or Early IMS users would be allowed to use an IMPU of the form “sip:user@ims.mnc<MNC>.mcc<MCC>.3gppnetwork.org” (cf. 3G TS 23.003, section 13.4) in registration requests. We refer to this form of an IMPU as the “canonical form”. How restrictive would this rule be for operators?

Of course, at first it would look plausible that an operator would like to manage one subscription for one user with one IMPU, irrespective of the authentication method used. But we proceed to show that Early IMS alone already requires the use of at least two different IMPUs for different types of SIP messages 
and that the same IMPU cannot be used in Early IMS registrations and in NBA registrations.
[Comments: There is no such a restriction in 3GPP early IMS TS 33.978. In fact, both Early IMS and NBA can use the same IMPU, because Early IMS is handled by the HSS and NBA is handled by the UPSF respectively. And the I-CSCF/S-CSCF can distinguish among authentication methods as suggested by solution c.
]
Note first that IMS allows several IMPUs for one subscription, cf. 3G TS 23.228. So, in particular, it would be possible to use different IMPUs for registrations with different authentication schemes, which all belong to the same subscription. 

Rules for Early IMS: According to the Early IMS specification (3G TR 33.978, section 6.2.3.1), an IMPU of the canonical form must be used ONLY in registration requests. The reason is that the user part of the IMPU is the IMSI which is obtained from the SIM or USIM. And mobile operators have a requirement that the IMSI remain a system-internal parameter and not be publicly known. The IMSI (= International Mobile Subscriber Identity) uniquely identifies a SIM or USIM. A GSM or UMTS user is not aware of his IMSI, so it should not have any impact on end-user experience. In particular, the IMSI should not be used as the equivalent of a public telephone number. (Remember: the public telephone number in GSM is the MSISDN.) Similarly, an IMPU derived from an IMSI should not have any impact on end-user experience 
[Comments: It would introduce unnecessary limitation with potential negative end-user-experience impact. See 11bTD235 for more comments.]
and should not be used as the equivalent of a public telephone number. (An IMPU in an INVITE request could be seen as the equivalent of a public telephone number.) 

Therefore, if an IMPU of the canonical form, derived from an IMSI and used in Early IMS registration requests, was also used in NBA or HTTP Digest registration requests then, for these clients, the same rule as for Early IMS would have to be enforced, i.e. clients would have to use a different IMPU after registration. But it is our understanding that clients using NBA or HTTP Digest could be off-the-shelf clients, which could not be guaranteed to follow this rule. 

So, Early IMS requires a minimum of two different IMPUs per subscriber (one for registrations and one for other types of SIP messages), but these two different IMPUs per subscriber would already suffice for all authentication schemes: the same IMPU could be used in Early IMS for INVITEs and in NBA or Digest for all types of messages. Therefore, the restriction imposed by solution b) to have at least two IMPUs is unavoidable as it is caused already by rules in the Early IMS specifications. 
[Comments: This restriction exists only in 3GPP, and in TISPAN ES 283 003 there is no such a restriction.]

And if two IMPUs are required anyhow then there is no good reason why an IMPU of the canonical form should be used for NBA or Digest registrations. Solution b) does therefore not cause an additional restriction.
Finally, with solution b), the I-CSCF would have an easy-to-use criterion to filter out Early IMS requests. With the other solutions, this is unclear, cf. above.
[Comments: Solution c can also filter out Early IMS request. See 11bTD235/11bTD236 for more information.]
4. Conclusion

We propose the use of solution b) for the authentication method determination problem at the S-CSCF. Solution a) does not fulfill our requirements and solution c) rules out certain scenarios (non-3GPP-IMS-subscriber across 3GPP access networks) apart from causing additional configuration efforts. 
[Comments: As stated in the above comments, this is not true for solution c. And we also provide another alternative solution in our contribution 11bTD235/11bTD236, which. can also solve the above step 2 issues. 
]
The solution b) imposes no undue restrictions on FMC operators and it re-uses the identities already provisioned for the Early IMS case, we believe it is the best solution.

