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1 Introduction

During the TISPAN #11bis meeting, the security issue of the access information in the P-Access-Network-Info header was discussed in the WG3/WG7 joint meeting. This is a basic issue for both the TISPAN NBA (NASS-Bundled Authentication) fraud and “coexistence between TISPAN and 3GPP authentication”. The conclusion is (quoted from the WG7 meeting report):

“……

WG3 can provide the protocol based solution, but the configuration-based solution can’t be ruled out and is recognized as a valid solution for supporting legacy P-CSCF. WG3 sees that the protocol solution is a necessity (e.g. for plug-n-play type equipment – networks don’t want to have to configure solutions). 
……

Question to system group: is the architecture there to support this? Protocol-based must use one of the mandatory headers e.g. via header: (in order to ensure that this header can be trusted, the authorization header can not be used). The exact header is for further study.
……
”
This contribution will introduce a protocol-based solution which is based on the 
P-Visited-Network-ID header.
2 Discussion
2.1 Introduction of P-Visited-Network-ID header
In RFC3455 (Private Header (P-Header) Extensions to the Session Initiation Protocol (SIP) for the 3rd-Generation Partnership Project (3GPP), it is stated that :

“ 
4.3.2 Usage of the P-Visited-Network-ID header

The P-Visited-Network-ID header field is used to convey to the registrar or home proxy in the home network the identifier of a visited network. The identifier is a text string or token that is known by both the registrar or the home proxy at the home network and the proxies in the visited network.
……
4.3.2.1 Procedures at the UA
User agent clients SHOULD NOT insert a P-Visited-Network-ID header in any SIP message.
”
2.2 Usage of P-Visited-Network-ID header in IMS
The P-CSCF will always add this P-Visited-Network-ID header into the received REGISTER message, no matter whether it is roaming or not. 
For example, in TISPAN NBA case, the P-CSCF adds the P-Visited-Network-ID header with some pre-provisioned string value , as specified in sub clause 5.2.2A (Registration without security association set-up) of the WI3092 (Session Description Protocol (SDP) Stage 3):
“
4) insert a P-Visited-Network-ID header field, with the value of a pre-provisioned string that identifies the visited network at the home network; 
“
Then the S-CSCF checks the P-Visited-Network-ID header value to identify the visited network, as described in sub clause 5.4.1.2A (Initial registration and user-initiated reregistration for non IMS-AKA authentication) of the WI3092:
“ 

2)
check if the P-Visited-Network header is included in the REGISTER request, and if it is included identify the visited network by the value of this header. 
“ 

Moreover, the Cx User-Authorization-Request (UAR) command  has also a mandatory Visited-Network-Identifier parameter.
From the above we can see that this P-Visited-Network-ID header is a mandatory header for the P-CSCF and that the UE doesn’t handle this header.Thus it is possible to reuse the P-Visited-Network-ID header to resolve the secure issue of the access information in the P-Access-Network-Info header in the following way: the P-CSCF (except the legacy P-CSCF) adds some special pre-provisioned string into the mandatory P-Visited-Network-ID header to indicate that it is the P-CSCF itself that provides the access information in the P-Access-Network-Info header. Later this header can be reused by the S-CSCF, besides the identification of the visited network, to ensure the access information in the P-Access-Network-Info header is reliable.
2.3 Proposed solution
· P-CSCF at receiving REGISTER:
According to RFC3455 4.3.2.1(Procedures at the UA), it is stated that “User agent clients SHOULD NOT insert a P-Visited-Network-ID header in any SIP message.” So if the P-CSCF finds that the received REGISTER message contains a P-Visited-Network-ID header, it should do some sanity check, e.g. remove it to avoid fraud.

When adding the access information in the P-Access-Network-Info header in non-IMS-AKA case, the P-CSCF also adds some special pre-provisioned string (e.g. “AccessInfoByNet”) at the end of the mandatory P-Visited-Network-ID header (e.g. " Visited network number 1-- AccessInfoByNet ") to indicate that it is the P-CSCF that adds the access information in the P-Access-Network-Info header. 
NOTE: For the legacy P-CSCF which doesn’t touch the P-Access-Network-Info header, this special string will not be added in the P-Visited-Network-ID header (e.g. “Visited network number 2”).
· S-CSCF at receiving REGISTER:
When the S-CSCF distinguishes the authentication scheme is non-IMS-AKA, and the received REGISTER contains the P-Access-Network-Info header, it first checks whether the mandatory P-Visited-Network-ID header contains this special pre-provisioned string. If YES, the S-CSCF can “trust” the access information in the P-Access-Network-Info header, and then continue the subsequent authentication procedure. Otherwise, the S-CSCF knows the access information is fraud and shall send an error message (i.e. 403) to the UE.
The detailed procedures are presented in the following figure:
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2.4 Summary
The contribution 10bTD183r1 introduces one possible procotol-based solution: It proposes to add a new parameter to one of the “mandatory” headers (that means those headers that both “NBA”-non-aware” and “NBA-aware” P-CSCF must always add) to carry the indication that the location information in P-Access-Network-Info header is added by P-CSCF. So this solution has a new requirement on IETF RFC3261 and will take longer time.
Whereas this contribution introduces another possible protocol-based solution: It reuses this already existing header and parameter ( P-Visited-Network-ID) to carry the indication, so it doesn’t have requirement on IETF RFC3261. 
3 Proposal

We suggest that WG7/WG3 discuss it in the joint meeting and adopt the proposed solution as the baseline. 
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