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Abstract:

This contribution further investigates the solutions 2b) and 2c) for the 3GPP/TISPAN security co-existence problem. We analyze solution 2b) further by addressing the comments received at TISPAN#11bis. Our analysis provides evidence how the raised issue on the “3gppnetwork.org” domain name can be handled and how the identified security threat (“slide#10”) can be suitably mitigated. We conclude with our findings that solution 2b) is the more future-proof, less-limiting solution and hence, 2b) is considered superior to 2c). We propose to pursue solution 2b).

Introduction

At TISPAN#11bis, several contributions (see [1],…,[7]) considered

· solution 2b) “filtering out Early-IMS registration requests by checking if IMPU/IMPI is of the canonical form containing 3gppnetwork.org” and

· solution 2c) “filtering based on presence of P-Access Network Info header”

in the context of the resolution of the 3GPP/TISPAN security co-existence problem.

While both solutions 2b) and 2c) are technically sound and would work basically, the working assumptions gave a certain preference to solution 2c) at that time.

This contribution addresses the comments received on solution 2b) where issues were seen

· around the usage of the canonical form of the domain name “3gppnetwork.org” and the usage of IMPU/IMPI;

· in a possible security threat for multi-mode terminals (see [7] S3-060573 “slide#10”) that requires a suitable countermeasure for mitigation;

· in a claimed restriction of preventing the usage of TISPAN HTTP digest for certain applications by solution 2c), respectively, the potential need to allow such usage by solution 2b).

Discussion

1) Issues around the usage of the canonical form of the domain name “3gppnetwork.org” and the usage of IMPU/IMPI

Background information:

The main idea behind solution 2b) is that only Early IMS users would be allowed to use a public identity (IMPU) of the “canonical” form “sip:user@ims.mnc<MNC>.mcc<MCC>.3gppnetwork.org” in registration requests. This form is called canonical as it is derived from the IMSI in a canonical way, cf. [8], 3G TS 23.003 section 13.3. In Early IMS, according to 3G TR 33.978 [9], other public identities have to be used in non-registration requests. These other public identities carry no further restriction and may be re-used by other authentication schemes.

Note, that Early IMS security UEs use only an IMS public identity (IMPU) when initially REGISTERing with the network but those UEs do not use an IMS private identity (IMPI); this is because of the absence of the Authorization header.

Concerns were expressed at TISPAN#11bis:

· Is “3gppnetwork.org” suitable for TISPAN?

Reply: this form of the IMPU is mandated for EARLY IMS according to 3GPP TR 33.978 [9]; this form may also be used for IMPI in IMS AKA.

TISPAN is free to choose other public identities for other security mechanisms.

· Two domain names are not enough for differentiation.

Reply: there is more information available for differentiation. Differentiation between Early IMS and TISPAN-defined authentication methods is possible if the latter do not use public identities of the canonical form “sip:user@ims.mnc<MNC>.mcc<MCC>.3gppnetwork.org”
But why should a TISPAN-defined authentication method use a public identity, which include a Mobile Network Code and a Mobile Country Code including the letters mnc and mcc
?
It is possible that an operator using a TISPAN defined authentication method, MAY use a private identity that includes a Mobile Network Code and Mobile Country Code for access to IMS, via an non 3GPP access network  For example see 

http://www.ofcom.org.uk/static/numbering/mnc.xls
Mobile Network Code and Mobile Country Code may also be present in the Public User Identity for example 3GPP defines in TS 23.003 “The Public User Identity shall take the form of either a SIP URI (see IETF RFC 3261 [26]) or a tel URL (see IETF RFC 3966 [45]). A SIP URI for a Public User Identity shall take the form "sip:user@domain". SIP URI comparisions shall be performed as defined in IETF RFC 3261 [26], section 19.1.4.

If there is no ISIM application to host the public user identity, a temporary public user identity shall be derived, based on the IMSI. The temporary public user identity shall be of the form "user@domain" and shall therefore be equal to the private user identity. The private user identity is derived as described in subclause 13.2. That is, the private user identity will be appended to the string "sip:" EXAMPLE:"sip:234150999999999@ims.mnc015.mcc234.3gppnetwork.org".

· IMPI is not mandatory in the initial TISPAN REGISTER message.

Reply: correct, but this is not required. A public identity (IMPU) is sufficient.

· Limitation with potential negative end-user experience when using canonical form of IMPU.

Reply: the end-user is not meant to see any IMPU derived from an IMSI. The end-user does not generally know his IMSI in GSM or UMTS today, so there is no negative end-user experience. The end-user may know the public identity / IMPU used in Early IMS non-registration requests. This public identity known to the user may be used across authentication methods.
2) Possible security threat for multi-mode terminals (“slide#10”)

[7] S3-060573 “slide#10” identifies a possible security threat “Risk of impersonation“ of Early-IMS security for multi-mode terminals in mixed access environment.

· Early IMS security requires that spoofing of source IP address is prevented by the access network. It is explicitly stated in TR 33.978 [9] that a GGSN shall perform such a check. But it is not guaranteed that e.g. a WLAN access network performs such a check.

· Hence, an attacker could send a SIP message to the P-CSCF over WLAN using IMPU and IP address of an Early IMS user. According to the current Early IMS spec, the P-CSCF may forward this request. The S-CSCF will then accept it as coming from the impersonated Early IMS user.

· It is implied in TR 33.978 [9] that a P-CSCF checks that the REGISTER request was received from a GGSN if the request is non-AKA, but this is not explicitly stated. 

As we show below, both solutions 2b) and 2c) can easily prevent the threat, cf. next paragraph.

Possible solutions (“slide#11”) for 2b):

· Solution for 2b):
A P-CSCF shall check that the REGISTER request was received from a GGSN if the request is non-AKA and the IMPU received in the TO header contains “sip:user@ims.mnc<MNC>.mcc<MCC>.3gppnetwork.org”. If the check fails the message shall be rejected with a 404 Forbidden response; Cf. also last bullet above for legacy P-CSCFs according to 3GPP Release 6.

3) Future-proofness of solution 2b

Solution 2b) poses no undue restriction on the use of public identities by TISPAN authentication schemes as would arise with solution 2c) where the usage of HTTP digest will not be possible over mobile networks
 

Is this a 3GPP agreed requirement? If it is, then it will be added to 3GPP TS33.203 or the “early IMS”TR 33.978
 Let us look at two cases:

i)
converged mobile-fixed environment:
Early IMS and IMS-AKA use the IMSI-derived canonical public identity in registrations. But, because the IMSI must not become known to users, this particular public identity cannot be used anyhow by other authentication schemes.

ii)
Fixed-only environment:
there is no good reason for TISPAN authentication schemes in such an environment to use public identities containing Mobile Network Code and Mobile Country Code. The canonical form and its usage by 3GPP Early IMS does not impose practical restrictions for TISPAN.

We foresee that solution 2c) will impose an unnecessary restriction for any future applicability. For example, should a future TISPAN application require access authentication using TISPAN HTTP digest over arbitrary access networks, then such usage would not be possible anymore once solution 2c) were chosen.

As an example, it should be possible that the different operators offer different subscriptions to a single user. The user may have one access subscription (e.g. for UMTS packet access using GPRS) with the access provider. The same user may also have an IMS subscription with the service provider (e.g. using ISIM/UICC).

Solution 2c) would prohibit an operator offering his IMS services for users using HTTP Digest across various access networks. Please note that the subscription for mobile packet access, and the ownership of the SIM, may be with a different operator from the IMS operator.

Siemens Networks believes that - albeit no such requirements for TISPAN digest are currently identified in NGN R1 -, ETSI TISPAN should be cautious in making a far-reaching decision such as given in solution 2c) as it may restrict future business opportunities. We consider it much safer to pursue solution 2b) that is open and future-proof to such possible future applications and use-cases.

Conclusion

Our analysis provided evidence how the formerly raised issues can be handled and how the identified security threat (“slide#10”) can be suitably mitigated.
We believe that ETSI TISPAN should first decide if the scenario case “HTTP digest over mobile networks” shall be supported or not in Next Generation Networks, prior to making the decision how any such solution looks in detail.
We believe further, that the case “HTTP digest over mobile networks” is potentially significant in an NGN and should not be ruled out, and therefore, we conclude with our findings that solution 2b) is the more future-proof, less-limiting solution and hence, solution 2b) is considered superior to solution 2c). We propose to pursue solution 2b).
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