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1. Introduce
In last 3GPP SA3 #44 meeting, the topic “Coexistence between TISAPN and 3GPP authentication schemes” is discussed. 
Several authentication methods for IMS have been defined:
· 3GPP

· IMS-AKA for NAT-free access

· Enhanced IMS-AKA for access with NAT

· Early IMS (EIS)

· TISPAN

· Endorsement of enhanced IMS-AKA

· NASS-IMS bundled authentication (NBA)

· HTTP Digest 

· Probably more to come (CableLabs), not yet seen in 3GPP/TISPAN
The S-CSCF has to behave differently, depending on the authentication method. The main problem is: How can the S-CSCF know from the IMS registration request and, possibly, additional information, which specification to follow?
3GPP SA3 #44 makes consensus by agreeing on a high-level three-step approach and there are 3 solutions for step 2 as described in the 3GPP SA3 LS S3-060576.
This contribution will first give some comments on the LS from 3GPP SA3, and then mainly focus on the P-Access-Network-Info solution which has been introduced in the contribution 10bTD146 from Huawei during the last joint SA3-WG7 meeting in April, and provide two possible solutions.
2. Discussion

2.1 Comments on the 3GPP SA3 LS
2.1.1 Comments on “2. Stepwise approach”
Step 1: the S-CSCF first checks whether the IMS registration request relates to IMS-AKA or not. In the case of IMS-AKA, the S-CSCF shall behave according to 3G TS 33.203. Otherwise, the S-CSCF proceeds to step 2.
Comments:
 If other “NON-IMS AKA” authentication methods (e.g. TLS), which are defined in RFC3329 (Security Mechanism Agreement for the Session Initiation Protocol), are used in IMS, then these “NON-IMS AKA” authentication schemes should also be considered at the same time. 
Question: Is it really necessary for the S-CSCF to FIRST CHECK whether it is IMS AKA or not?
2.1.2 Comments on “3. Mechanisms for performing step 1 to 3”
“Step 1:

The S-CSCF checks for the presence of an Authorization header, and, if present, checks further for the presence of an “integrity-protected” flag within this header. If the flag is present the S-CSCF concludes that the IMS registration request relates to IMS-AKA.

NOTE: it was mentioned in S3-060453 that, in the future, other authentication methods may have to be taken into account, which use methods defined in RFC3329 (sip-sec-agree). A possible solution mentioned in SA3 discussions to address such methods was to introduce new values for the “integrity-protected” flag. The method described in the previous paragraph to identify IMS registration requests relating to IMS-AKA would then still hold.
”
Comments on the above “NOTE” text:
The “integrity-protected” flag is used by the P-CSCF to indicate to the S-CSCF whether there is an integrity protection between the UE and the P-CSCF. 
Question: Is it appropriate to introduce other new values than “YES/NO” for the “integrity-protected” flag if other authentication methods defined in RFC3329 are considered?
 “Step 2: 

Several solutions were discussed during SA3#44:

……

c) This approach emerged only during the discussions. It makes two assumptions:
......
c2) it is ensured that any P-CSCF not sending a P-Access-Network-Info header connects only to 3GPP access networks. 
The S-CSCF then identifies whether the registration request is related to a user accessing through a 3GPP access network or a user accessing through a TISPAN network, or a user accessing through a network which is neither 3GPP- nor TISPAN-defined. This could be based on the P-Access-Network-Info header. If the P-Access-Network-Info header indicates that the access network is a 3GPP access network, Early IMS is used. 
A related idea was presented in TISPAN NGN 10bTD146.
Comments: It was argued in the discussions that further study was needed whether assumption c2) could be really made, or would be difficult to realize or be too restrictive. It was further remarked that this approach rules out that a non-3GPP-IMS-subscriber uses a non-3GPP authentication method (e.g. HTTP Digest) for IMS access, using a 3GPP access network merely for packet transport. It should be studied further whether this is too restrictive.
 ” 

Comments on the above “Comments” texts:

Currently in both latest TISPAN ETSI ES 283 003 and Packet Cable TS (PKT-SP-24.229-2.0), the P-CSCF will always add a P-Access-Network-Info header into the REGISTER message. The situation that other standardization organizations are using 3GPP-defined specifications is new and may be at the origin of the current discussions between 3GPP SA3 and TISPAN WG7. So we propose in 3GPP Rel-7 or later version, the P-CSCF shall also add a P-Access-Network-Info header into the REGISTER message.
Since 3GPP doesn’t support HTTP DIGEST, so we think that the scenario that “a non-3GPP-IMS-subscriber uses a non-3GPP authentication method (e.g. HTTP Digest) for IMS access, using a 3GPP access network merely for packet transport.” does not exist.

Conclusion: This solution is easy to realize for the above assumption c2 and is not a restriction.

2.2 Solutions

In this section we will present two possible solutions.
Solution 1 is based on the P-Access-Network-Info header and is fully aligned with the 3GPP SA3 consensus, whereas solution 2 introduces a new authentication header (e.g. Auth-Scheme) in the REGISTER message and seems to be more uniform and extensible.
2.2.1 Possible solution 1
The S-CSCF first checks whether there is “integrity-protected” header to identify AKA case. In NON-AKA case, it does further check based on the P-Access-Network-Info and other information in the REGISTER message.
P-CSCF at sending REGISTER:

· Check whether the Security-Client header exists in the received REGISTER message:

--If YES, add “integrity-protected” flag in Authorization header.
--Otherwise, doesn’t add “integrity-protected” flag in Authorization header.
· Fill the suitable access network type in the P-Access-Network-Info header.

I-CSCF at receiving REGISTER:

I-CSCF can distinguish different authentication schemes in the same way as the S-CSCF does in the following.
S-CSCF at sending MAR:
· First determining whether this is an IMS AKA case:

----If there is “integrity-protected” flag in the Authorization header=> 

IMS AKA case.

----Otherwise (non-IMS AKA case), continue the next step.
·  For non-IMS AKA case, does further check whether P-Access-Network-Info header exists:
--if NO, 
    ----If there is no Authorization header =>3GPP Early IMS case
NOTE1:
This is for Rel-6 backward compatibility.
--if YES, do further check the access network type:

----if 3GPP access network, 

     ------If there is no Authorization header =>3GPP Early IMS case

----if TISPAN access network, 

         ------If there is no Authorization header, or without “integrity-protected” flag in the Authorization header =>TISPAN non-IMS AKA case: NBA or HTTP DIGEST
· Continue according to 3GPP TS 33.203(AKA)/33.978 (Early IMS) and TISPAN ES 283003 and TS 183033 (NBA).
            NOTE2: 
This solution is extensible in the future if other authentication schemes, which are 
compliant to RFC3329, are used by other organization. But other new values may

 have to be introduced for “integrity-protected” flag.
2.2.2 Possible solution 2
The main idea of this solution is that the P-CSCF can know which authentication scheme should be used, based on from which access network the REGISTER is received and other information in the REGISTER. Then the P-CSCF can record and forward to the S-CSCF the authentication scheme in a new authentication scheme header in the REGISTER message.
P-CSCF at sending REGISTER:

· P-CSCF first determining the authentication scheme , based on the information in the REGISTER message, and the access network over which the REGISTER is received :
--If the Security-Client header contains “ipsec-3GPP” => IMS AKA case, 

add “integrity-protected ” flag in Authorization header.
--If the Security-Client header doesn’t exist, doesn’t add “integrity-

protected” flag in Authorization header. Continue do further check the 
access network over which the REGISTER is received:
----If the REGISTER is received over 3GPP access network interface 

and contains no Authorization header=>3GPP Early IMS case

-----If the REGISTER is received over TISPAN access network interface 

=> TISPAN non-IMS AKA case: NBA or HTTP DIGEST
· Add a NEW authentication scheme header (for example “Auth-Scheme” header) in the REGISTER message and record the above determined authentication scheme in this new header:
--In IMS AKA case, fill with a value representing AKA in “Auth-Scheme” header.

--In Early IMS case, fill with a value representing Early IMS in “Auth-Scheme” 
header.

--In NBA or HTTP DIGEST case, fill with unknown in “Auth-Scheme” header.
I-CSCF at receiving REGISTER:

I-CSCF can distinguish different authentication schemes in the same way as the S-CSCF does in the following.
S-CSCF at sending MAR:
· Check if there is a “Auth-Scheme” header in the REGISTER message:

                  --If NO, 

----If there is “integrity-protected” flag in the Authorization header=>

IMS AKA case.

    ----If there is no Authorization header =>3GPP Early IMS case.

NOTE3:
This is for Rel-6 backward compatibility.
--If YES,

Continue do further steps in MAR in the same way as described in solution 1.

· Continue according to 3GPP TS 33.203(AKA)/33.978 (Early IMS) and TISPAN ES 283003 and TS 183033 (NBA).
2.2.3 Summary
	
	Backward compatibility 
	Future extension
	Requirement on RFC3261

	Solution 1
	YES
	YES, but may have to extend the “integrity-protected” flag.
	NO

	Solution 2
	YES
	YES
	YES


3. Proposal

We suggest WG7/WG3 discuss the above solutions together with another contribution 11bTD235, and with the SA3 LS (S3-060576) from 3GPP SA3 in the joint meeting, and adopt one of them as the baseline.
