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1 Discussion

The GSMA IREG Packet group kindly thanks 3GPP TSG‑SA WG3 for their LS on "Issues concerning the security of inter operator IP based communications". GSMA IREG Packet has discussed the LS in their meeting #26 and can therefore provide the following answers to the questions posed by 3GPP SA3:

a) Inconsistency between 3GPP and GSMA regarding when to apply inter-operator security features

3GPP specifies mandatory use of IPsec for IMS control plane interconnection, while the GSM Association mandates IPsec for IMS interconnection over public IP networks but states that it is “not needed” over GRX. This inconsistency should be removed. Similar issues may also arise regarding when to apply security features for other types of communications. SA3 believes that an appropriate solution might be for 3GPP specifications to specify how to protect the various forms of inter-operator communication, but to leave it to GSMA, and perhaps other operator groups that make use of 3GPP specifications, to provide guidelines on when the relevant 3GPP security features should be applied. 
GSMA IREG Packet agrees with the proposed solution by 3GPP SA3. In addition, GSMA IREG Packet would like to point out that setting up IPsec connections can be a non‑trivial task, especially when there are options involved. Therefore, detailed profiling of the IPsec connection settings to be used has proved to be the best way forward in expediting such a task, and consequently GSMA IREG Packet has done this in its Permanent Reference Documents (PRDs).

b) Strength of security guidelines on interoperator security
GSMA seems to be giving high priority to securing the global SS7 network, SA3 believes that a similar priority should be given to securing the global GRX/IPX network. Consequently existing GSMA guidelines on GRX/IPX security may need to be strengthened.

At the moment, the inter‑operator IP backbone network known as the GRX is limited to only GSM/UMTS mobile network operators. As such, a need for GSMA PRDs to recommend such high security in this relatively closed environment has not yet recognised. Although, it should be noted that some operators may already be doing this.

As the GRX is evolved into the IPX (a network which non-GSM/UMTS mobile network operators can also connect to e.g. fixed line operators, CDMA operators, application/service providers) GSMA IREG Packet may reconsider this.

c) Too many different IPsec profiles

There are two different IPsec profiles in GSMA guidelines and a further different IPsec profile in 3GPP specifications. SA3 believe that it would be preferable to agree on a single IPsec profile for all inter-operator uses.

GSMA IREG Packet notes this inconsistency and thanks 3GPP SA3 for bring it to their attention. GSMA IREG Packet concurs with 3GPP SA3 that a single IPsec profile would be advantageous.

d) Inconsistency within GSMA guidelines on the use of IPsec

SA3 noticed some inconsistencies within the GSM Association guidelines regarding when IPsec should be used and which IPsec profile should be applied. These inconsistencies should be removed.

GSMA IREG Packet notes this inconsistency and thanks 3GPP SA3 for bringing it to their attention. GSMA IREG Packet will look into removing the inconsistencies between its PRDs.

e) Use of 3GPP NDS/AF standard in GSMA guidelines

The use of PKI techniques for agreeing IPsec security associations is mentioned in GSM Association guidelines, but no reference is made to 3GPP NDS/AF which specifies a PKI for facilitating inter-operator secure communications. It should be considered whether GSM Association could adopt NDS/AF.

GSMA IREG Packet will consider the feasibility of recommending use of NDS/AF.

f) Impact of the use of proxies/hubs within GRX/IPX on 3GPP specifications
3GPP may need to modify its specifications to take into consideration the use of proxies/hubs within the GRX/IPX which would prevent the use of end-to-end security in some situations. If proxies/hubs are used, then the some 3GPP specifications may need to be adapted to support a per hop security model.

The use of a "hub" model on the GRX/IPX network is currently being considered for many services. The reason for this is to facilitate a fast to market roll‑out of such services, by simplifying interconnect agreements (commercial, technical and billing). As such, the "hub" needs to at least be able to read necessary protocol headers in the Application Layer protocol.

As stated in the answer to question a), this is not a problem today due to the fairly low usage of IPsec in securing connections across the GRX. However, in the future when the GRX is evolved into the IPX, greater security may therefore be required. As such, 3GPP SA3 should look into security solutions that allow the option of intermediary nodes in a connection path to peek at Application Layer protocol headers.

g) Requirements arising from development of IPX

SA3 are keen to understand whether the development of the IPX would result in new requirements on 3GPP specifications for inter-operator security.

Other than the impacts associated with supporting intermediary nodes in the connection path to be able to peek at Application Layer protocol headers, GSMA IREG Packet has not yet identified any impacts on 3GPP specifications with regards to the specification of the IPX.

However, specification of the IPX is still ongoing so this is subject to change in the future. If any changes are required, the sub‑group in charge of this (GSMA IREG Packet GRX Evolution) will liaise directly with the relevant 3GPP working groups.

2 Actions

To 3GPP TSG‑SA WG3:

GSMA IREG Packet kindly ask 3GPP TSG‑SA WG3 to note the above answers to their questions.
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High Level Document Summary: 





This is a reply LS to 3GPP SA3, whose incoming LS to Packet was discussed at Packet #26. It provides answers as agreed during Packet #26 to the questions posed by 3GPP SA3.
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