Error! No text of specified style in document.
1
Error! No text of specified style in document.

TSG-SA WG3 (Security) #45
S3-060753
Dulles, USA, 31 Oct – 3 Nov 2006 
Agenda Item:  6.9.2
	CR-Form-v9.2

	CHANGE REQUEST

	

	(

	33.220
	CR
	0112
	(

rev
	-
	(

Current version:
	7.5.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	x


	

	Title:
(

	Addition of text regarding the use of the NDS authentication framework for Zn/Zn'

	
	

	Source to WG:
(

	Nokia, Vodafone

	Source to TSG:
(

	TSG SA3

	
	

	Work item code:
(

	NDSAFTLS
	
	Date: (

	25/10/2006

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-7

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)

	
	

	Reason for change:
(

	NDS Authentication Framework Extension for TLS was approved at SA plenary #33. TS 33.220 has an annex which says that there is no authentication framework for TLS. In addition, it is not clear that the use of NDS/IP in TS 33.220 may also make use of NDS/AF.

	
	

	Summary of change:
(

	Text which indicates that there is no authentication framework for TLS is modified. Text is added to indicate that use of NDS/AF is optional when NDS/IP is used.

	
	

	Consequences if 
(

not approved:
	Inconsistent and unclear specifications

	
	

	Clauses affected:
(

	4.4.6, Annex F, Annex I.4.6.

	
	

	
	Y
	N
	
	

	Other specs
(

	
	
	 Other core specifications
(

	

	affected:
	
	
	 Test specifications
	

	
	
	
	 O&M Specifications
	

	
	

	Other comments:
(

	


** start of changes **

4.4.6
Requirements on reference point Zn
The requirements for reference point Zn are:

-
mutual authentication, confidentiality and integrity shall be provided;

-
If the BSF and the NAF are located within the same operator's network, the DIAMETER based Zn reference point shall be secured according to NDS/IP [13] and can use the authentication framework in [19];
-
If the BSF and the NAF are located in different operators' networks, the DIAMETER based Zn' reference point between the Zn-Proxy and the BSF shall be secured using TLS as specified in RFC 2246 [28];
NOTE 1:
Annex E specifies the TLS profile that shall be applied.
-
An HTTP based Zn/Zn' reference point shall be secured using TLS as specified in RFC 2246 [28];
NOTE 1b:

Annex E specifies the TLS profile that shall be applied.
-
The BSF shall verify that the requesting NAF is authorised to obtain the key material or the key material and the requested USS;

-
The NAF shall be able to send a key material request to the BSF, containing NAF's public hostname used by the UE's corresponding request. The BSF shall be able to verify that a NAF is authorized to use this hostname, i.e. the FQDN used by UE when it contacts the NAF;

-
The BSF shall be able to send the requested key material to the NAF;

-
The NAF shall be able to get a selected set of application-specific USSs from the BSF, depending on the policy of the BSF and the application indicated in the request from the NAF over Zn;

-
The NAF shall be able to indicate to the BSF the single application or several applications it requires USSs for;
NOTE 2:
If some application needs only a subset of an application-specific USS, e.g. only one IMPU, the NAF selects this subset from the complete set of USS sent from BSF.

-
The BSF shall be able to be configured on a per NAF or per application basis 
-
whether private subscriber identity, i.e. IMPI, may be sent to the NAF;

-
whether a particular USS may be sent to a NAF; 
NOTE 3:
If the BSF does not send the IMPI or any other user identities in the USS, e.g. IMPU to the NAF, the user remains anonymous towards the NAF; or more precisely, the B-TID functions as a temporary user pseudonym.
-
If a NAF requests USSs from the BSF and they are not present in subscriber's GUSS, it shall not cause an error, provided the conditions of the local policy of the BSF are fulfilled. The BSF shall then send only the requested and found USSs to the NAF;

-
It shall be possible to configure a local policy as follows: BSF may require one or more application-specific USS to be present in a particular subscriber’s GUSS for a particular requesting NAF, and to reject the request from the NAF in case the conditions are not fulfilled. In order to satisfy this local policy, it is not required that the NAF requests the USSs over the Zn reference point, which the BSF requires to be present in the GUSS, rather it is sufficient that the BSF checks the presence of the USSs locally. It shall also be possible to configure the BSF in such a way that no USS is required for the requesting NAF;

NOTE 4: For more information on the local policy usage, see Annex J.

-
The BSF shall be able to indicate to the NAF the bootstrapping time and the lifetime of the key material. The key lifetime sent by the BSF over Zn shall indicate the expiry time of the key, and shall be identical to the key lifetime sent by the BSF to the UE over Ub.
NOTE 5:
This does not preclude a NAF to refresh the key before the expiry time according to the NAF's local policy.
NOTE 6:
If one or more of the USSs that have been delivered to the NAF has been updated in subscriber's GUSS in the HSS, this change is propagated to the NAF the next time it fetches the USS from the BSF over Zn reference point (provided that the BSF has updated subscriber's GUSS from the HSS over Zh reference point).
-
NAF shall be able to indicate to BSF the protocol identifier of Ua security protocol it requires the key material by sending NAF-Id to BSF (cf. Annex H).
** next change **

Annex F (informative):
Handling of TLS certificates

An authentication framework for TLS is available [19]. The purpose of this Annex is to provide alternative guidelines for TLS certificate handling for use on the Zn' reference point in the absence of the authentication framework for TLS certificates in [19].

Within this Annex following abbreviations are used: CAA is the certification authority in A's network and CAB is the certification authority in B's network. CertA is the certificate of A and CertB is the certificate of B. IA is the set of identifiers that A may use to identify the NAF towards the BSF. TB is the set of peers trusted by B.

F.1
TLS certificate enrollment
Mutual authentication in TLS is achieved based on public key technology and certificates. Both TLS peers A and B need to contain a certificate store and there shall be at least one certification authority CA that can issue certificates within the security domains in with A and B are part of. CertA contains the set IA of A's identifiers. Each identifier is in the form of fully qualified domain name (FQDN). Similarly, B's certificate is CertB.
The certificates in the store of B define the group TB of peers trusted by B. There are several options for creation and enrollment of certificates, three of which are described below.

1.
In one option there is a certification authority, CAB, only in the network of B. CAB issues a certificate CertB to B and a certificate CertA to A. The certificates are delivered from CAB to A and B in a secure way "out of band". Both A and B then add their peer into the group of their trusted peers by inserting that peer's certificate into the certificate store: A inserts CertB into A's certificate store and B inserts CertA into B's certificate store. This insertion is typically manual and the details depend on the implementation of the management interface to the certificate store.
2.
In another option both A's and B's networks contain certification authorities, CAB and CAA, respectively. CAB issues a certificate CertB to B and CAA issues a certificate CertA to A. The certificates are delivered from CAB to A and from CAA to B in a secure way "out of band". Both A and B then add their peer into the group of their trusted peers by inserting that peer’s certificate into the certificate store: A inserts CertB into A's certificate store and B inserts CertA into B's certificate store.

3.
In a third option the CA certificates of both sides are exchanged: the certificate of CAB is delivered to A and the certificate of CAA is delivered to B in a secure way "out of band"', inserted to the certificate store, and marked trusted. The validation of CertA and CertB, that are exchanged during TLS handshake, is based on the presence of the corresponding CA certificates in the certificate store.

NOTE:
In options 1 and 2 the need for certification authority may be avoided if the peers generate self signed certificates and exchange them in a secure way, "out of band". Also, instead of certificates themselves, certificate fingerprints may be exchanged "out of band" in those options.

F.2
TLS Certificate revocation

In the absence of PKI-revocation interfaces, certificate revocation needs to be performed manually. The revocation operation involves the removal of A from the group TB of peers trusted by B. In the first two enrollment options described above the revocation happens by B removing the certificate of A, CertA, from its certificate store. This removal can be done manually. In the third option the certificate of A, CertA, is not in B's certificate store. For that reason B has to have a way to check the validity of CertA with the issuer of the certificate (also in the first two enrollment options the amount of manual maintenance operations will decrease if B can check the validity of CertA with the issuer of the certificate). This check may be done by using Online Certificate Status Protocol (OCSP) [20] or by using Certificate Revocation Lists (CRLs) [17] published by the issuer of CertA.

** next change **

I.4.6
Requirements on reference point Zn
The requirements for reference point Zn are:

-
mutual authentication, confidentiality and integrity shall be provided;

-
If the BSF and the NAF are located within the same operator's network, the DIAMETER based Zn reference point shall be secured according to NDS/IP [13] and can use the authentication framework in [19];
-
If the BSF and the NAF are located in different operators' networks, the DIAMETER based Zn' reference point between the Zn-Proxy and the BSF shall be secured using TLS as specified in RFC 2246 [6];
NOTE 1:
Annex E specifies the TLS profile that shall be applied.
-
An HTTP based Zn/Zn' reference point shall be secured using TLS as specified in RFC 2246 [6];
NOTE 1b:
Annex E specifies the TLS profile that shall be applied.
-
The BSF shall verify that the requesting NAF is authorised to obtain the key material or the key material and the requested USS;

-
The NAF shall be able to send a key material request to the BSF, containing NAF's public hostname used by the UE's corresponding request. The BSF shall be able to verify that a NAF is authorized to use this hostname, i.e. the FQDN used by UE when it contacts the NAF;

-
The BSF shall be able to send the requested key material to the NAF;

-
The NAF shall be able to get a selected set of application-specific USSs from the BSF, depending on the policy of the BSF and the application indicated in the request from the NAF over Zn;

-
The NAF shall be able to indicate to the BSF the single application or several applications it requires USSs for;

NOTE 2:
If some application needs only a subset of an application-specific USS the NAF selects this subset from the complete set of USS sent from BSF.

-
The BSF shall be able to be configured on a per NAF or per application basis if private subscriber identity and which application-specific USSs may be sent to a NAF;

-
If a NAF requests USSs from the BSF and they are not present in subscriber's GUSS, it shall not cause an error, provided the conditions of the local policy of the BSF are fulfilled. The BSF shall then send only the requested and found USSs to the NAF;

-
It shall be possible to configure a local policy as follows: BSF may require one or more application-specific USS to be present in a particular subscriber’s GUSS for a particular requesting NAF, and to reject the request from the NAF in case the conditions are not fulfilled. In order to satisfy this local policy, it is not required that the NAF requests the USSs over the Zn reference point, which the BSF requires to be present in the GUSS, rather it is sufficient that the BSF checks the presence of the USSs locally. It shall also be possible configure the BSF in such a way that no USS is required for the requesting NAF;

-
The BSF shall be able to indicate to the NAF the bootstrapping time and the lifetime of the key material. The key lifetime sent by the BSF over Zn shall indicate the expiry time of the key, and shall be identical to the key lifetime sent by the BSF to the UE over Ub.
NOTE 3:
This does not preclude a NAF to refresh the key before the expiry time according to the NAF's local policy.
NOTE 4:
If one or more of the USSs that have been delivered to the NAF has been updated in subscriber's GUSS in the HSS, this change is propagated to the NAF the next time it fetches the USS from the BSF over Zn reference point (provided that the BSF has updated subscriber's GUSS from the HSS over Zh reference point).
-    The BSF shall send information to the NAF that the subscriber is a 2G subscriber. If no such information is sent the NAF shall assume that the subscriber is a 3G subscriber. 

NOTE 5: This requirement enables a NAF to accept 2G subscribers according to its local policy. The second sentence ensures backward compatibility with the procedures specified in section 4 and 5 of this specification. Note also that inclusion of information on the type of subscription in the GUSS would not suffice to satisfy this requirement as a GUSS need not be present for every subscriber.

-    The BSF may determine according to its local policy that the NAF shall not serve 2G subscribers. If this is the case, the BSF does not send keys to the NAF.

NOTE 6:
This requirement allows an operator controlling the BSF to determine which applications shall use 3G security only. This requirement is also necessary for NAFs, which are not capable to evaluate the information about the subscription type sent by the BSF, e.g. pre-release 7 NAFs. 
-
NAF shall be able to indicate to BSF the protocol identifier of Ua security protocol it requires the key material by sending NAF-Id to BSF (cf. Annex H).
** end of changes **
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