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1. Overall Description:

RAN2 considers that the security procedures related to the RRC in the ENodeB will impact the RAN2 specifications. In order to get an overview of the work to be done RAN2 has started to discuss the necessary security procedures and the protocol design for the RRC part located in the ENodeB for LTE which has raised several questions.
In order to limit the overhead RAN2 considers the possibility that only one counter COUNT-C/I could be used as input parameter to the ciphering and integrity algorithm. This would allow that the same sequence number is attached to the protected message for maintenance of synchronization of COUNT-C / I in the ENodeB and UE. 
(A) Has SA3 any security concerns if the same COUNT-C/I value is used as input to integrity and ciphering algorithms for the security of RRC in the ENodeB?
During further discussion it has been raised the question whether this assumption can also be valid for the NAS security located in the MME, for the case where the MME security is based on the security provided by the PDCP entity.
(B) Has SA3 any security concerns if the same COUNT-C/I value is used as input to integrity and ciphering algorithms for the security of NAS protocol in the MME?

RAN2 is trying to limit the number of the procedures to be specified and would like to check the following assumptions with SA3:

RAN2 considers that a change in integrity or ciphering algorithms is only necessary in the case that due to mobility when the UE relocates to a ENodeB that supports different ciphering or integrity algorithms. During an ongoing connection in the same ENodeB in active or idle mode a change of the security algorithms is not justified.
(1) RRC Integrity and ciphering algorithm can only be changed in the case of the ENodeB handover
In UMTS integrity and ciphering can only be switched on, and there is no mechanism specified to switch off integrity or ciphering. Ciphering can be disabled by changing the ciphering algorithm to a “dummy” algorithm. RAN2 considers that for LTE the same assumptions hold. According to the assumption (1) this change of algorithm for RRC would then only be possible at ENodeB handover.
(2) RRC Integrity and ciphering will be started only once during the attach procedure (i.e. after the AKA has been performed) and can not be de-activated later.
When the network activates security, integrity and ciphering algorithms to be used are determined. Thus integrity and ciphering can be activated together. It is understood that during the activation of security the message that activates the security (Security Mode Command, Security Mode Complete in UMTS) is exchanged without ciphering and only the MAC and SN is attached for integrity protection. This does not however preclude the possibility of concatenating this message with another ciphered message.
(3) RRC Integrity and ciphering will always be activated in one procedure.

The key change during an ongoing RRC connection has been specified for UMTS. It is RAN2s understanding that the key change is not widely used in current UMTS networks. In order to limit the impact of this procedure, RAN2 suggests to limit the RRC key change to the transition from idle state to active state. It would thus be transparent to the lower layers of the UE and to the ENodeB.
(4) Change of integrity and ciphering keys will be performed transparently to the UE RRC and the ENodeB at state transition from idle to active mode.

2. Actions:

To SA3 group.

ACTION: 

RAN2 kindly asks SA3 to answer question A and B.

RAN2 kindly asks SA3 to confirm the assumptions 1 to 4, or to indicate where further procedures should be foreseen in RAN2 specifications.
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