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Introduction

Both EAP-SIM [IETF RFC4186] and EAP-AKA [IETF RFC4187] have a fast re-authentication feature that allow authentication of the subscriber without involving the HLR/HSS. Only the EAP-server (e.g. 3GPP AAA-server) gets used during the fast re-authentication. Thus the authentication procedure is lighter in resources point view and also results to several times faster authentication procedure than EAP-SIM/AKA full authentication that needs to retrieve new authentication vectors from HLR/HSS.
The identities used for fast re-authentication are different from the full authentication identities (pseudonym and permanent identities) and are changed on every authentication. Fast re-authentication identities are local to the EAP-server they were created at. For deployments that consist of more than one EAP-server it is essential that the re-authentication request gets forwarded to the EAP-server that created the re-authentication identity, unless multiple EAP-servers are somehow able to share information between each other. The inter EAP-server communication is, however, not specified within the IETF or the 3GPP specifications. 
For the scenario described above the EAP-SIM/AKA RFCs allow (optional feature) returning explicit AAA routing information along with the fast re-authentication identity pointing to a specific EAP-server. The routing information is included in the fast re-authentication identity NAI realm part. Unfortunately within 3GPP Interworking WLAN, as described in a note in the 3GPP TS33.234, temporary identities use the same realm defined for the permanent identity. This effectively disables taking the full advantage of the fast re-authentication in deployments that consist of multiple EAP-servers.  There is however a note in TS24.234 that indicates that the realm should be the one indicated by the 3GPP AAA Server.
Description
3GPP specification 3GPP TS33.234 sub-clause 6.4.3 says in a specific note:

“NOTE:
A WLAN temporary user identity is formed as a NAI with the pseudonym

 or re-athentication identity as the username part and the same realm part as the

 permanent user identity).”
This note indicates that only one kind of realm is possible i.e. the one specified for the permanent identity. 3GPP TS23.003 specifies this as the realm of the RootNAI:


Wlan.mnc123.mcc456.3gppnetwork.org

On the other hand, 3GPP TS24.234 in sub-clause 6.1.1.3.2 indicates in another note:

NOTE:
The realm portion of the temporary identity will always be the roam of the 3GPP AAA server.
The use of single realm for all EAP-SIM/AKA authentications on deployments that consist of multiple EAP-servers treats all servers in deployment/implementation dependant manner. Thus it does not give any guarantee that two successive authentications will ever end up to the same EAP-server.

Even if the fast re-authentication is an optional feature in EAP-SIM/AKA and further the use of EAP-server specific realms is also optional for fast re-authentication identities, the IETF specified feature makes it possible to route authentication requests to the specific EAP-server that created the fast re-authentication identity in deployments that consist of more than one EAP-server. Furthermore, that can be achieved without (unspecified) inter EAP-server communication solution. If a fast re-authentication request ends up to a different EAP-server that created the fast re-authentication identity the EAP-SIM/AKA authentication falls back to a full authentication. This causes extra messaging roundtrips and also requires new queries to HLR/HSS.
So in order to fully utilize the fast re-authentication feature and ease up the deployment of multiple EAP-servers within operators’ networks the use of EAP-server specific “fast re-authentication NAI realms” should be allowed. As mentioned earlier this feature is not possible according to the note in the 3GPP TS33.234. Existing WLAN deployments using EAP-SIM/AKA seem to have already adopted the fast re-authentication feature widely, most probably due to lower the number of queries towards the HLR/HSS.

Proposal
3GPP CT4 should liaise with SA3 (the owner of the 3GPP TS33.234) and ask for the relaxation of the note on the use of realms in the 3GPP TS33.324 sub-clause 6.4.3. Also a similar clarification on the use of fast re-authentication identity should be done to CT4’s 3GPP TS23.003 specification that defines the format of the realms used for the Interworking WLAN.
