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1. Introduction 

During the WG7 and SA3 meeting in Athens/April 2006, [10bTD184] presented an analysis of the co-existance problems of the NASS-IMS bundled authentication and the Early IMS security mechanisms. The above mentioned contribution raised a few questions and sought answers which could not be found due to absence of WG3 experts.
For this reason, this contribution repeats the questions with the purpose to find suitable answers.

2. Discussion 

In this contribution, we focus on the two major open questions. The questions are in italics.
2.2 Determination of requested authentication scheme in S-CSCF

2.2.1 Authentication scheme and Cx-interface.

S3-060192 states: “In multiple authentication scheme environment S-CSCF may not be able to correctly detect the requested authentication scheme to indicate to USPF.” And “Authentication scheme indicated by S-CSCF may be overridden by USPF.” [for the reader: USPF is HSS in 3GPP-speak.]

This statement seems to suggest that the decision, which authentication scheme to apply, would not have to be taken by the S-CSCF, but could be left to the USPF (HSS). This approach is also reflected in Draft TS 183 033, section 6.3.1 (a delta spec to 3GPP TS 29.228), which introduces the possibility to use the value “unknown” for the authentication scheme on the Cx-interface. 

This approach may lead to problems because the Cx-Requests sent by the S-CSCF may be handled differently for different authentication schemes. Therefore, the S-CSCF would need to know which authentication scheme to apply. E.g. the Cx-interface for Early IMS handles identities differently, cf. TR 33.978, section 6.2.5 (Impact on Cx-interface). 

Proposed Requirement: The S-CSCF shall be able to distinguish at least among those authentication schemes which require a different handling of the Cx-interface. 

Furthermore, the use of the value “unknown” for the authentication scheme on the Cx-interface seems to imply that one user identity sent over Cx may not be used with more than one authentication scheme unknown to the S-CSCF.

First QUESTION to TISPAN:

· Can this understanding be confirmed? 

Siemens view: ETSI 283.003 does not explicitly limit the usage of only one authentication scheme for a particular user identity. There are still no use-cases for support of multiple authentication mechanisms in the standards. It is not clear if this feature (supporting multiple authentication mechanisms) is really needed. The UPSF could theoretically return different values for different requests, differentiating the requests using some protocol fields (this mechanism is currently not written in the standards). If needed, we believe that the Cx interface should be enhanced for the UPSF to return different authentication methods for requests.

2.3 NBA-aware and legacy CSCFs coexistence

S3-060192 correctly states that legacy CSCFs are not aware of NBA and do not touch a “P-Access-Network-Info” header field optionally inserted by the UE, nor do they insert such a field. On the other hand, an "NBA-aware" P-CSCF will insert such a field, overwriting any such field inserted by the UE. 

This leads to the problem that an S-CSCF cannot trust the information in the “P-Access-Network-Info” header field, including the line identifiers, unless the S-CSCF receives additional information about the P-CSCF, which forwarded the request.
2nd QUESTION to TISPAN:
· is it required for the security of the NBA scheme that the S-CSCF can trust the information in the “P-Access-Network-Info” header field?

· Are there other security requirements on the information in the “P-Access-Network-Info” header field?

Siemens view: The information in the P-A-N-I header has to be trusted by the S-CSCF. If there is not sufficient trust, security mechanisms like [33.210] can be used to increase the trust. 
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