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4.2
Key management overview

The BM-SC controls the use of the MBMS Service Keys (MSKs) to secure the different RTP sessions and FLUTE channels. The MSKs are used to protect the delivery of MBMS Transport Keys (MTKs), which are used to secure the RTP sessions and FLUTE channels as specified within clauses 6.5 and 6.6. The delivery of MSKs is secured with user specific MBMS User Key (MUK), which is received from GBA, cf. clause 6.1. MSKs and MTKs are managed at the MBMS User Service Level. 
The following rules apply for MBMS key management:

The use of the same MTK within two different RTP sessions is not allowed according to RFC3711 [11] section 9.1. 

It shall be possible to update the MTKs during an RTP session or FLUTE channel to enhance the security.

MSKs shall be used to protect MTKs of only one RTP session or FLUTE channel. It shall be possible to update the MSKs during an RTP session or FLUTE channel to enhance the security.

MSKs within one Key Group shall be used to protect MTKs of only one RTP session or FLUTE channel. To allow smooth transition from "current" MSK to the "next", the MGV-S shall be capable of storing two MSKs within the same Key Group as specified in clause 6.3.2.1 of TS 33.246.
Some of the rules are illustrated in figures 4.3 and 4.4.

The usage of MSKs and MTKs applied to a RTP session or FLUTE channel (i.e. usage of MSKs and MTKs for one Key group) is depicted in figure 4.3. Figure 4.4 shows an example of the usage of MSKs and MTKs for three RTP sessions. In particular it shows that MSKs and MTKs of one Key Group are used to protect exactly one RTP session. 
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Figure 4.3: MBMS key hierarchy: usage of MSKs and MTKs within one RTP session or FLUTE channel
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Figure 4.4: MBMS key hierarchy: usage of MSKs and MTKs for three separate RTP sessions 

According to TS 22.246 [5] there exist MBMS User Services with shared and non-shared Transport Services. In case two MBMS User Services share an MBMS Transport Service, they also share one or more RTP sessions or FLUTE channels carried in the Transport Service. In this case, it shall be possible for the MBMS User Services to share one or more MSKs and MTKs of the Key Groups that are used to protect the MBMS data.

An example showing how key management is used with MBMS User and Transport Services is depicted in Annex I. 

NOTE:
As described in clause 6.6, the MTK is used as master key for SRTP and to protect DCF in case of download. The mandatory to support master key lengths for SRTP are 128, 192 and 256 bits according to RFC 3711.   The length of the salt is dependent on the encryption algorithm and mode used by SRTP. Using the default encryption transform (AES in counter mode) with the SRTP default key length of 128 bits, requires a 112 bit salt.  The length of the MSK does not need to exceed the length of the MTK, but should be at least as long.
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