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4.3
Co-hosting of NAF and IdP

In this clause it is assumed that the GBA NAF contains a Liberty IdP as defined in [7]. The creation of the authentication and re-authentication credentials is handled by GBA.

NOTE:
When the UE contacts the IdP/NAF with a valid B-TID from an earlier bootstrapping run, then the NAF can have its local policy that can be stricter than the BSF policy, when to require a new bootstrapping run [1].

The GBA procedure is triggered by IdP/NAF as defined in TS 33.220 [1]. All [6] and [7] specific tasks are fulfilled by the IdP implementation in the NAF, this is transparent to the GBA function in the UE.

This clause also applies to the case where GAA interworks with Liberty Alliance ID-WSF. In this case the AS/NAF as part of IdP takes the role of the IdP/NAF in ID-FF. For the sake of brevity only IdP/NAF is mentioned in the following text.

4.3.1
Federation Concept in GBA

The Liberty Alliance has the concept of federating Principal identities together. This act of establishing a relationship between two entities requires a mapping. To map the GBA credential information and the Liberty Alliance information the NAF/IdP must maintain a table. In the case of non-anonymous access the IdP/NAF has two options how to label the user table:

-
IMPI. Then the BSF must be configured always to send the IMPI to this NAF/IdP upon receiving the B-TID if the NAF/IdP is fully trusted by the BSF. The IMPI is used as a persistent user identifier.

-
UID. The UID may be the IMPU. Then the NAF must insert the GSID into the request over the Zn reference point [5] to request the USS and then extract the UID from the USS. The UID is used as a persistent user identifier.

The IMPI or UID will be used as a permanent user identifier for the table. The table stores also the user’s B-TID, key lifetime data, key generation time and the corresponding service related opaque handles (service specific user identifiers). The service specific user identifiers should be different for each service to ensure the user’s privacy. This table might also contain the NAF specific key material, USS and further service provider related data. The table should logically separate temporary GBA related data i.e. B-TID, key, expiry time, bootstrapping time from the IdP related data and persistent data e.g. SP related data, SP name, user identifier for this SP, opaque handle, USS etc. The temporary GBA data shall be deleted on key expiry or Liberty session expiry. The IdP related data, and the persistent user identifier are persistent. The USS may be deleted upon defederation.

If the user is allowed to use the service anonymously, then the user is an authorized GBA participant. In this case, the B-TID is used as a temporary user identifier for the table. The federation then lasts as long as the Liberty session and the maximal length of the federation is the key lifetime. Since the whole table is of temporary nature the GBA related data in the table will be deleted, if the B-TID expires or the session is terminated. If the federation is terminated and the B-TID is still valid, then only the opaque handle and service provider related information should be deleted. In this anonymous user case, the whole table is of temporary nature. The table consists of two logically separate data blocks: Liberty service provider related data and GBA related data. For the anonymous access case, the Liberty service provider related data will be deleted upon termination of federation and the GBA related data upon session termination or expiration of key lifetime.

NAF/IdP can manage defederation (termination of the federation) by deleting the opaque handles and service provider related information out of the table. This may apply to single SPs or to all federations. The NAF could still then use the B-TID in GBA-based applications. The UE informs the NAF/IdP about the defederation using [12]. The NAF/IdP may also trigger the defederation, e.g. in case the service agreement with the SP ends or the user’s subscription ends. In case of subscription end, the whole table should be deleted. The notification to the NAF/IdP of the termination of the subscription is out of the scope of this document.

If the B-TID expires and the user wants to use a GBA-based service then the NAF/IdP may, depending on the NAF policy, trigger a new bootstrapping run and update the B-TID or may delete the B-TID, related key material and key information.
4.3.2
Session Concept at IdP

The session concept of Liberty Alliance is mapped to the key lifetime of the NAF-specific key material. The maximum Liberty Alliance session lifetime must be equal to or shorter than the remaining lifetime of the key. When the Liberty session expires the temporary GBA related data is deleted from the table described in 4.3.1. If a session is explicitly terminated e.g. via Single-Logout, then the temporary GBA related data is deleted in the NAF/IdP. For the next login, the UE would be required to execute the bootstrapping usage procedure again, since he has no shared keys with the NAF/IdP.  If a new bootstrapping procedure was executed since the last contact between UE and NAF, the new temporary GBA related data is inserted into the table described in 4.3.1. If the freshness of the received key material is not satisfactory, then NAF/IdP sends a re-negotiation request to the UE as outlined in TS 33.220 [1] and uses the new key material for the Liberty session.

When a user starts a Liberty session with the IdP, then it contacts the IdP via Ua reference point and mutual authentication as outlined in [2] is done. Depending on the entries in the table of the IdP, three possibilities exist:

1)
In case the B-TID exists in the table and is not expired, the IdP has all required data and can start communication with the UE without communication over Zn. If the IdP decides that the remaining lifetime of the B-TID is too short, it may indicate bootstrapping re-negotiation required to the UE. Then the procedure is similar to case 2.

2)
In case the B-TID does not exist in the table, and the USS received over Zn contains a user identity which does already exist in the table, then the entry in the table is updated with B-TID and related information.

3)
In case the B-TID does not exist in the table, and the USS received over Zn contains a user identity which does not exist in the table or there is no user identity sent, then the IdP creates a new entry in the table.

This could be applied to a BSF/IdP and a NAF/IdP solution.

For anonymous user access, the B-TID is used as the user identifier. If such an anonymous Liberty session is terminated, then all the GBA related data is deleted, including the B-TID. 

Liberty Alliance has the concept of authentication time. In GBA the bootstrapping time is available to the IdP/NAF. Since the bootstrap procedure requires Digest AKA, the bootstrapping time should be taken as Liberty authentication time. 

If a user with ongoing LAP IdP session contacts the LAP IdP for authentication, and the <AuthnRequest> contains the element <ForceAuthn> (cf. [zz], section 3.2.1.1), then the IdP shall send to the user a Bootstrapping Renegotiation Request according to section 4.5.3 of [1]. This is necessary as this may be a reauthentication request issued for liveness validation within LAP (cf. [7], section 4.4.2), requiring a new bootstrapping, as the bootstrapping time is taken as Liberty authentication time.
4.3.3
SSO scenario: ID-FF with <AuthnResponse> transfer

In this scenario the UE is not LAP aware. All protocol elements are taken from within ID Federation Framework [7] and complemented by the GAA-specific details from [2]. 

1)
The UE contacts the SP to gain access to a service provided by the SP by sending an HTTP Request. 

2)
On receipt of the HTTP request from UE, the SP obtains the identity provider and sends a redirect HTTP Response with <AuthnRequest> to UE. The means by which the identity provider address is obtained is implementation-dependent and up to the service provider.

3)
The UE in turn contacts the IdP under the URL given in the Location header field and the UE must access the NAF/IdP URL with an HTTP Request with <lib:AuthnRequest> information [12].


The UE shall indicate to the NAF/IdP that GBA-based authentication is supported by adding a constant string  to the "User-Agent" HTTP header as a product token as specified in IETF RFC 2616 [12]. This constant string shall be set according to step 2 of clause 5.3 of TS 33.222 [2]. 

If a bootstrapped security association between UE and IdP exists, then UE and IdP/NAF share the keys to protect reference point Ua and  the UE possesses all necessary data to perform HTTP Digest Authentication from previous messages. In this case step 3 is combined with the request in step 5, and step 4 is omitted.

4)
As the IdP is collocated with the NAF, the HTTP Digest authentication is conducted in the accordance to 3GPP TS 33.222 [2] and a HTTP response with Unauthorized status and WWW-Authenticate header field is sent to the UE. The method and details of this authentication are defined by TS 33.222 [2] and not in [7].


If the UE does not contain a valid bootstrapping session or the freshness of the key material is not sufficient for the IdP, then the UE will execute a new bootstrapping procedure with the BSF. This is transparent to the SP.

5)
The UE returns the Authorization data, using the B-TID as a username and the Ks_(ext/int)_NAF as password to the IdP.  The UE may include further LAP related user data.


If the IdP is collocated with the NAF, then this happens as outlined in TS 33.222 [2]. The USS might contain Liberty specific information.

6)
The <lib:AuthnRequest> is processed. The IdP responds with an <lib:AuthnResponse> in the HTTP Response redirect URL [12]. The IdP may include further LAP-related data.

7)
The UE contacts the SP again using this URL and HTTP Request with <lib:AuthnResponse>.

8)
The SP answers with a HTTP Response.
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Figure 4.3-1: Message flow for SSO with <AuthnResponse> and usage of GBA

NOTE 1:
As the IdP is collocated with the NAF i.e. Ua is chosen for authentication as outlined in TS 33.222 [2], then each request over Ua is authenticated by itself, as each request carries the full Authorization Header. There is no difference between first request and follow-up requests. 

NOTE 2:
LAP ID-FF specification [7] defines also a POST-based communication between UE and IdP besides a GET-based request with a query string. This is in conformance with TS33.222 [2], as there only a HTTP request is specified without any explicit method stated.


4.3.4
SSO scenario: ID-FF with artifact transfer

This scenario is similar to the scenario given in clause 4.3.3, with the extension that the service provider is able to contact the IdP directly. 

The IdP must support an additional interface to SP, to allow the SP retrieval of the authentication assertion. This interface is not completely separated from GBA, as this authentication information may include GBA related information, e.g. user identity, pseudonym and further information from GUSS, restrictions based on GBA, etc. 

1)
The UE contacts the SP to gain access to a service provided by the SP by sending an HTTP Request. 

2)
On receipt of the HTTP request from UE, the SP obtains the identity provider and sends a redirect HTTP Response with <AuthnRequest> to UE. The means by which the identity provider address is obtained is implementation-dependent and up to the service provider.

3)
The UE in turn contacts the IdP under the URL given in the Location header field and the UE must access the NAF/IdP URL with an HTTP Request with <lib:AuthnRequest> information [12]. 

The UE shall indicate to the NAF/IdP that GBA-based authentication is supported by adding a constant string  to the "User-Agent" HTTP header as a product token as specified in IETF RFC 2616 [12]. This constant string shall be set according to step 2 of clause 5.3 of TS 33.222 [2].

If a bootstrapped security association between UE and IdP/NAF exists, then UE and IdP/NAF share the keys to protect reference point Ua and the UE possesses all necessary data to perform HTTP Digest Authentication from previous messages. In this case step 3 is combined with the request in step 5, and step 4 is omitted.

4)
If the UE is not yet authenticated with the IdP, then the authentication has to take place here, as defined in TS 33.222 [2]. The method and details of this authentication are not defined by Liberty Alliance in [7].  The IdP sends a HTTP response with Unauthorized status to the UE as defined in TS 33.222 [2]. 

If there is no valid NAF specific key material in the NAF, or the freshness of the key material is not to the satisfaction of the NAF or IdP, then the bootstrapping procedure has to be performed as defined in TS33.220 [1]. This is transparent to the SP.

5)
The UE answers with a HTTP GET request with Authorization header field containing as a username the B-TID and as a password the Ks_(ext/int)_NAF. The UE may include further LAP related user data.

The IdP/NAF can request the credentials and related material, if it does not have it stored already. The received USS may contain further Liberty specific information.

6)
The IdP responds with a SAML artifact in the HTTP Response redirect URL [12]. The IdP may include further LAP related data.

7)
The UE contacts the SP again using this URL and HTTP Request with the SAML artifact. 

8)
The SP sends an HTTP Request with the SAML artifact to the IdP. The request contains a <samlp:Request> SOAP Request message to the identity provider’s SOAP endpoint, requesting the assertion by providing the SAML assertion artifact in the < samlp:AssertionArtifact> element as specified in [12]

9)
The IdP can now construct or find the requested assertion and responds with a <samlp:Response> SOAP Response message with the requested <saml:Assertion> or an status code as defined [13]. The IdP sends the authentication assertion that corresponds to the artifact.

10)
The SP processes the SOAP message with the <saml:Assertion> returned in the <samlp:Response>, verifies the signature on the <saml:Assertion> and processes the message as defined in [12] and then answers with a HTTP Response.

The SAML authentication assertion should have a lifetime equal to or less than the B-TID. The assertion should be stored together with the B-TID in the table described in clauses 4.3.1 and 4.3.2.
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Figure 4.3-2: Message flow for SSO with Artifact transfer and usage of GBA

4.3.5
SSO scenario: ID-WSF Authentication Service
In this scenario the UE is LAP enabled, i.e. a LUAD (Liberty enabled User Agent or Device as defined in Liberty ID-WSF Profiles for Liberty enabled User Agents and Devices specification [16]). The protocol elements used are taken from ID–WSF Authentication Service [8], and the interaction of UE with IdP comprises two consecutive protocol runs. The active LUAD client contacts the NAF/IdP first before accessing the service provided by the SP.

1.
The UE authenticates with the Authentication Service (AS) of the IdP and retrieves a security token, which entitles the UE to invoke some services.

2.
The UE invokes the Single-Sign-On Service (SSOS) of the IdP using the security token. In this step the UE receives the authentication assertion (authentication and authorisation information) to be used at the SP.

3.
The UE presents the authentication assertion to the SP acting as a WSP for web service access.

In case the WSP providing the web service to the user is part of the domain of the IdP operator, the LUAD client may also contact the WSP directly with the security token. In this case the SSOS contact may be left out.

Mapping of the three steps to GBA is done in the following way: 
-
The first step is mapped to the communication between user (LUAD) and AS as specified within LAP [8]. The authentication protocol is embedded in the SASL protocol as described in clause 4.2.1.2. The Ub run must be executed by the UE if necessary. This is not based on LAP protocols [6], [7] or [8], but only on GBA protocols [1].

-
The second and third steps are completely as defined in LAP (no connection to GBA). The only dependency on GBA is in the content of the SAML authentication assertion depending partly on GBA results (protocol parameters, e.g. execution time, and user-specific parameters, e.g. taken from USS). 

The following gives a message flow for the SSO scenario of the ID-WSF authentication service with response transfer. This can also applies when the SSOS also offers an ID-WSF authentication service, in which case the SSOS is collocated with the AS. 
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Figure 4.3-3: Message flow for ID-WSF AS and SSO with Response transfer and usage of GBA

1.
The UE contacts the SP to gain access to a service provided by the SP by sending an HTTP request. 

2.
On receipt of the HTTP request from the UE, the SP obtains the AS address and sends a redirect HTTP response to the UE. The HTTP response may or may not contain an <AuthnRequest> header according to the application or deployment model. The means by which the AS’s address is obtained is implementation-dependent.

3.
The UE (LUAD-WSC) sends an HTTP request to the AS. The request contains a soap-bound <SASLRequest> header, where the "mechanism" parameter is filled with a list of one-or-more client-supported SASL mechanism names. 
The UE shall indicate to the NAF/AS that GBA-based authentication is supported by adding a constant string to the "User-Agent" HTTP header as a product token as specified in IETF RFC 2616 [12]. This constant string shall be set according to step 2 of clause 5.3 of TS 33.222[2]. 
If a bootstrapped security association between UE and NAF/AS exists, then UE and NAF/AS share the keys to protect reference point Ua and the UE may perform a subsequent authentication procedure if the SASL profile allows. In this case step 3 is combined with the request in step 6, and step 4 and step 5 are omitted.

4
The AS sends a HTTP response to the UE. The response contains a soap-bound <SASLResponse> header, where the "serverMechanism" parameter is filled with a selected SASL mechanism name (i.e. DIGEST authentication) from the client-supported SASL mechanism list and in this case the <SASLResponse> header also contains a <digest-challenge> parameter. The method and details of this parameter are compliant to RFC2831.

5
If the UE does not contain a valid bootstrapping session or the freshness of the key material is not sufficient for the AS, then the UE will execute a new bootstrapping procedure with the BSF and obtain a shared key Ks_(ext/int)_NAF. This is transparent to the SP.

6
The UE re-sends a HTTP request to the AS. The request contains a soap-bound <SASLRequest> header, where the "mechanism" parameter is filled with the returned SASL mechanism in step 4 and in this case the <SASLRequest> header also contains a <digest-response> parameter, where the authorization data is computed using the B-TID as a username and the Ks_(ext/int)_NAF as the password. The method and details of this parameter are compliant to RFC2831. The UE may include further LAP related user data.

7
As the AS is collocated with the NAF, the AS requests Ks_(ext/int)_NAF and other materials from the BSF using the Zn interface if they are not available yet. 

8
The AS processes the <digest-response> parameter in the <SASLRequest> header. Then the AS responds with a soap-bound <SASLResponse> header in the HTTP Response. The <SASLResponse> header contains an ID-WSF EPR (EndpointReference) parameter which refers to the SSOS instance and the Service type URI is set according to [8] to identify the ID-WSF SSOS. The <SASLResponse> header also contains some necessary credentials for the UE to invoke the SSOS. The AS may include further LAP-related data.

9
The UE sends a HTTP request to the SSOS. The request contains a soap-bound <samlp2: AuthnRequest> header, where the ProtocolBinding attribute is set according to [8] to identify the SAML protocol binding to be used .The request also contains a <wsse:security> header which includes the returned credentials in step 8.The UE may have to construct the <samlp2: AuthnRequest> header by itself if it does not receive such a header in step 2 according to the application or deployment model. 

10
The <samlp2: AuthnRequest> is processed. The SSOS responds with an <samlp2: Response> header in the HTTP Response redirect URL [12]. The <samlp2: Response> header contains a <saml2:Assertion> parameter . The SSOS may include further LAP-related data.

11
The UE contacts the SP again using this URL and HTTP Request with <samlp2: Response >.

12
The SP answers with a HTTP Response.

NOTE:
If the IdP is co-hosted with the BSF, then the first step could be mapped to Ub reference point of GBA [4]. The second step could be mapped to Ua interface of GBA.

Despite having this formal analogy of executing two consecutive protocol runs required by both protocol worlds, it seems that a simple mapping is not possible. The syntax and semantic of the information elements transferred between GBA and LAP protocols differ substantially. This is one of the reasons, why clause 4.2.2 above states that , the ID-WSF IdP/BSF co-hosting scenario will not be elaborated further in this document. 
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