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1. Introduction

The following pseudo CR to S3-060562 adds text to section 7.1 on requirements for IP mobility and Section 7.4.2 on NetLMM.

SA3 is kindly requested to consider the proposed changes and accordingly modify the document S3-06562.

2. Pseudo CR

*** First change ***

7.1 
General requirement

The central issue to IP layer mobility is the change in address when one moves from one part of the network to another. Such movement leads to:

· Reconfiguration of IP address and
· Long procedures

· Network access re-authentication, re-keying, etc.

· Detect network attachment change

· Duplicate address detection

· Binding update
· Breaking of higher layer (protocols and applications) communication:  upper layer is often bound to IP address and they break due to change in IP address, e.g., TCP (a connection is identified by deemed constant source/destination addresses and ports tuple).

Major security threats related to IP mobility are:

1. IP address ownership needs to be verified else redirection attacks will happen
· Traffic sent to a target redirected elsewhere

· Attacker can blackhole traffic to a victim

· Attacker can insert itself on-path as a Man-in-the-Middle

· Redirecting traffic for someone to a victim

·  Leads to (D)DoS (distributed denial of service) 3rd party bombing

· Consequently charging can be confused
2.  (D)Dos attack on mobility anchor
*** Second change ***

7.4.2 
NetLMM
<Following should be added at the end of section>

For NetLMM the countermeasure regarding the security threats in Section 7.1 are:
1. IP address ownership

· Enforce IP address ownership at network attachment. IP address is allocated by network (e.g., DHCP, PDP) over secure network attachment (e.g., 3G AKA). IP address binding is enforced during communication.

2. (D)DoS attack

· Attack on forwarding resources

· Requires knowledge of the network prefix allocated for MNs

· Outside Correspondent Node and MNs are aware

· Attack on control plane (NetLMM or MIPv6) endpoint resources

· Requires knowledge of the anchor point IP address

· NetLMM LMA IP address is hidden from MNs and outside CNs
· NetLMM shall be resilient to DoS because only the forwarding resources can be attacked. Those can be dealt with by over-provisioning the forwarding capacity.
*** End of changes ***
