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1. Introduction

This contribution discusses some principles for key management in relation to LTE/intra-3GPP access interworking, e.g. handovers between LTE and UTRAN.
2
Background
Attacks on GSM security in recent years have led us to not take security of legacy systems for granted. Moreover, it has been discovered that the (in)security of GSM somewhat effects also the security of UMTS. For instance, if a ciphering key is compromised in GERAN, a direct hand-over with security context transfer will, assuming key conversions of TS33.102 are applied, “leak” 64 bits out of the 256 bit combined Ck || Ik secret.  Even worse, if only a GSM security context is available, security is completely lost as the UMTS keys then depends only on the GSM Kc.
3
"Simple" Key Separation for LTE

Key separation, here meaning that different accesses use “cryptographically unrelated” keys is acknowledged as a good countermeasure to prevent insecurity spreading across accesses. Really, the only other alternative appears to be a key refresh, meaning a (full) AKA authentication, impairing the handover performance. Hence, a mechanism not requiring full AKA is desirable.
At the same time, it is easy to see that this key separation function cannot be implemented only in LTE. If we for a moment assume that LTE supports a strong key conversion function, f (stronger than the simple, XOR/concatenation used in GSM/UMTS interworking) the natural approach is to use 


Key_target_system = f(Key_LTE),

for some suitable cryptographic function f. This indeed means that handover from LTE to another 3GPP access leaves the LTE key secure. Without applying f, the key transferred could otherwise be “exposed” by its use as link layer ciphering key in a legacy network, thereby also compromising the LTE key.
However, consider now handover in the other direction. If only the target system (i.e. LTE) supports the strong function f, the result will be


Key_LTE = f(Key_source_system).

Thus, no matter which function f we use, a compromise of the source system key still renders LTE insecure as an attacker knowing Key_source_system can easily apply f as well.
The conclusion is that implementing new functionality in LTE only does not solve all relevant problems (the most pressing one, namely to hinder possible UMTS weaknesses to spread to LTE, is not solved).

4
Proposed Key Separation Principles 

With the above in mind, it seems that the only bullet proof solution is to upgrade all legacy 2G/3G SGSN/VLRs. "Upgrade" here would imply adding an extra key derivation layer, separating the transferred inter-access context keys from those actually used ("exposed") in the 2G/3G RBS/RNC. Upgrading all legacy systems in this way seems totally infeasible. However, we also can consider new, "yet-on-the-drawing-.board" releases such as a Rel8 SGSN.

Suppose that all Rel8 SGSN supports a strong key-separation function, f. Then, as long as handovers are only between Rel8 SGSN and MME, security is (backwards) maintained for both directions of handovers. Indeed, it seems likely that only Rel8 (or later) SGSNs will anyway support the interfaces needed to hand over to/from LTE. If restricted to Rel8/LTE only, then even forwards security seems possible by adding the aforementioned separation also between the context key and the access protection key, both in Rel8 SGSN and LTE MME.
It should be noted that we cannot exclude that, in a "chain" of handovers, there could also be Rel6- SGSNs involved, meaning that we would still have security problems. Nevertheless, supporting this strong key separation between Rel8 SGSN and LTE MME means that a "foot is put down", creating one system release that can provide an (in)security barrier for the future when systems are eventually upgraded.
5
Conclusion and Proposal
It is proposed that 3GPP adopts as a working assumption, and records in the "tracking" document 
· that LTE MME shall implement strong backwards key separation towards legacy systems,
· that Rel8 SGSNs shall implement strong backwards key separation towards LTE,
· that possibilities for forward security between Rel8 and LTE are to be further studied.
The exact details (signalling procedures, etc) are FFS.
























































































































