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	The UICC stores the last used USIM and ISIM identifier on the UICC at UE power off. When the UE is powered on again, a new UICC application (USIM or ISIM) may have been selected by the user or the UE for a specific Ua application in GBA, due to the non-capability to store all last used ISIM application identifiers on the UICC at UE power off. This is true for the use case when more than one ISIM is used in GBA. Then at UE power on - if the UE or user selects a new UICC application to be used with an Ua application in GBA and at the same time chooses to re-use the old GBA keys Ks (ext)_NAF, and the associated parameters B-TID and key lifetime (derived from an old UICC application different to the currently active UICC application) with a NAF, then when a new bootstrapping takes place the NAF can not use a new GBA key and B-TID derived from the currently active UICC application without releasing the connection between the NAF and UE, as the NAF can not map two different IMPI’s to the same UE and user.
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**** Begin of changes ****

4.4.11 Requirements on GBA keys and parameters handling

The ME shall delete all GBA related keys (i.e., Ks, and NAF specific keys) and the corresponding NAF_IDs, B-TID, and key lifetime when at least one of the conditions below is met:

1-
the key lifetime of the Ks, which was used to derive the NAF specific keys (Ks_(ext/int)_NAF), expires;

2-
the UICC is removed from the ME when the ME is in power on state;

3-
the ME is powered up and the ME discovers that another UICC has been inserted to the ME. For this, the ME needs to store in non-volatile memory the last inserted UICC-identity to be able to compare that with the used UICC-identity at UICC insertion and power up; or

4-
the ME is powered up and the ME discovers that no UICC has been inserted to the ME.

In the case of GBA_ME, the Key Ks shall be deleted from the ME when the ME is powered down. All other GBA keys (i.e. Ks_(ext)_NAF) may be deleted from the ME when the ME is powered down. If the ME does not delete these GBA keys at power down then the GBA keys (i.e. Ks_(ext)_NAF) together with the NAF_IDs, B-TID and key lifetime shall be stored in non-volatile memory. If the GBA keys are stored in non-volatile memory, then when the ME is powered up again, the ME needs to ensure that the same UICC application is selected for the Ua application, in order to allow to re-use the GBA keys (i.e. Ks_(ext)_NAF). For this, the ME needs to store also the IMPI in non-volatile memory. If the same UICC application can not be selected for a Ua application at UE power up, then the ME shall delete the GBA keys stored in non-volatile memory.
Whenever a UICC application is terminated (see section 4.4.8) the shared key Ks established from it in the protocol over the Ub reference point (according to clauses 4.5.2 and 5.3.2) shall be deleted.

NOTE:
In case the key Ks has been deleted, but the same UICC is still present (i.e. none of conditions 2, 3 or 4 is met), the Ua applications can continue using the NAF specific keys (Ks_(ext/int)_NAF) until the Ks lifetime expires.
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