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1 Introduction
A new WID is proposed to this SA3#45 meeting to start a new work item on the use case of “Key establishment between a UICC Hosting Device and a Remote Device. 
This discussion paper attempts to discuss the requirements and terminology to solve this usage scenario.
Attached to this discussion paper there is a pseudo-CR to a new Technical Specification for REL-7.
2 Terminology

UICC Hosting Device: 

The entity, which is physically connected to the UICC used for key establishment between UICC Hosting Device and Remote Device. The UICC Hosting Device may be the MT or the ME.

Remote Device:
A Remote Device is physically separated from the UICC Hosting Device (e.g. PNE as defined in TS 22.259 [4]). The Remote Device may host a UICC by itself but this UICC is not involved in the key establishment between the UICC Hosting Device and the Remote Device. For the purposes of the present document, the term Remote Device denotes a trusted device that can establish a shared key with a UICC Hosting Device. 

Established key

We propose to name the key established between the UICC Hosting Device and the Remote Device to “Ks_local_device”.

NAF for Key establishment – NAF Key Centre
We propose to have a dedicated NAF in charge of the establishment of the shared key Ks_local_device to establish between the UICC Hosting Device and the Remote Device. This NAF is named “NAF Key Centre” in this paper.
3 Reference model
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4 UICC Hosting Device – Remote Device communication (local interface)
The communication over the interface between the UICC Hosting Device and Remote Device, could take place via for example via Bluetooth, IR, USB or a serial cable. This interface is named the local interface. 
5 Remote Device - NAF Key Centre communication

Certificate based TLS communication provides mutual authentication of the Remote Device towards the NAF Key Centre and the communication is integrity and confidentiality protected. Moreover, TLS protection ensures that the Remote Device will be the only recipient of the Ks_local_device.
6 Remote Device
6.1 Remote Device type

The  Remote Device in this discussion paper may be either a TE, ME, MT, or a Peripheral Equipment (PE), connected to the UICC Hosting Device, via a local interface. This Remote Device could also correspond to a “Personal Network Element” (PNE) as defined in TS 22.259 which SA1 and SA2 is currently working with. 

6.2 Remote Device Identifier

If the Remote Device is a ME, MT or UE then the Remote Device identifier can be the IMEI. But there is no device identifier specified for a TE, PE or PNE. This is out of the scope of this work item. 

7 Ks_local_device: the established key

This section describes mechanisms associated to the key establishment.

7.1 Ks_local_device: per application or per platform
It should be considered for the key establishment whether the key should be agreed between the UICC Hosting Device and the Remote Device as monolithic devices, or between specific application on the UICC Hosting Device and specific application on the Remote Device. 

We propose that one key is established per UICC Hosting Device/Remote Device pair and not per application. 

The Ks_local_device key shall be stored in a secured environment in the UICC Hosting Device and the Remote Device. The Ks_local_device key may be used for further key derivations to be used at application layer, but this is out of this specification work.
Proposal:
The establishment of one Ks_local_device key per UICC Hosting Device and Remote Device pair is proposed in the companion pseudo-CR as described in this chapter.
7.2 Key lifetime of Ks_local_device
As soon as the Ks_local_device is provisioned on the UICC Hosting Device and the Remote Device, the network is no longer involved in the usage of the established key. The NAF Key Centre should be able to limit the key lifetime of the established key. 

Key lifetime in the Remote Device:

The NAF Key Centre shall send to the Remote Device the key Ks_local_device and an associated Ks_local_device key lifetime. This Ks_local_device key lifetime would correspond to an expiry date in order to invalidate Ks_local_device after a certain period of time. The check of the key lifetime would be under the control of the Remote Device. The Remote Device shall always delete Ks_local_device and the corresponding parameters when the key lifetime of Ks_local_device expires.  

Key lifetime in the UICC Hosting Device:

The BSF sends to the UICC Hosting Device a Ks lifetime associated to the Ks key at the bootstrapping procedure. The further derived key Ks_local_device within the UICC Hosting Device inherits this Ks lifetime. This Ks_local_device key lifetime would correspond to an expiry date in order to invalidate Ks_local_device after a certain period of time. The check of the key lifetime would be under the control of the UICC Hosting Device. The UICC Hosting Device shall always delete Ks_local_device and the corresponding parameters when the key lifetime of Ks_local_device expires.  

Proposal:

The Ks_local_device  key lifetime has not been implemented in the companion pseudo-CR as described in this chapter. This is FFS.
7.3 The use of Ks_local_device in  UICC Hosting Device and Remote Device
If the Remote Device has a Ks_local_device key stored for a particular UICC Hosting Device then it should attempt to use it with the UICC Hosting Device. The Remote Device does not know whether the UICC Hosting Device has deleted the Ks_local_device key or not. If the Remote Device receives an error due to the UICC Hosting Device not sharing the same key, then the Remote Device should attempt to initiate a request to the UICC Hosting Device to establish a new key. This has been implemented in the companion pseudo-CR as described in this chapter.
If the UICC Hosting Device has a Ks_local_device stored for a particular Remote Device then it should attempt to use it with the Remote Device. The UICC Hosting Device does not know whether the Remote Device has deleted the Ks_local_device key or not. If the UICC Hosting Device receives an error due to the Remote Device not sharing the same key, then the UICC Hosting Device should trigger the Remote Device to send a new request to the UICC Hosting Device to establish a new key. This has not been implemented in the companion pseudo-CR. This is FFS.
7.4 Derivation of Ks_local_device
Ks_local_device is derived by the UICC Hosting Device and the NAF Key Centre. 
The NAF Key Centre provides securely the Ks_local_device key via TLS to the Remote Device. The UICC Hosting Device stores the Ks_local_device locally and does not hand it out.
Ks_local_device is derived from the Ks_(ext)_NAF associated to the NAF Key Centre. 

The other input parameters to calculate Ks_local_device could be: NAF Key Centre Identifier (NAF_ID), B-TID and Device_ID. 

The association of NAF Key Centre ID (NAF_ID), B-TID and Device_ID would identify the Ks_local_device key in the UICC Hosting Device and Remote Device, shared between one specific UICC Hosting Device and one specific Remote Device. 

This has been implemented in the companion pseudo-CR.
7.5 Storage of Ks_local_device
Storage on the UICC Hosting Device:

The UICC Hosting Device stores the list of Ks_local_device-specific data associated to a Ks_local_device establishment. The Ks_local_device-specific data available for the UICC Hosting Device could be the following: 

	UICC identifier
	B-TID
	NAF_ID
	Ks_local_device 
Key Lifetime
	Device_ID


The UICC identifier identifies the UICC.

The UICC Hosting Device needs to store the UICC identifier in order to be able to delete all Ks_local_device specific data if a new UICC is inserted.

Storage on the Remote Device:
The Remote Device stores the Ks_local_device - specific data associated to a Ks_local_device establishment. The information available for a given key Ks_local_device could be the following: 

	B-TID
	NAF_ID
	Ks_local_device 
Key Lifetime


This has not been implemented in the companion pseudo-CR. This is FFS.
7.6 Remote Device identifier

As the Remote Device identifier (Device_ID) is used as input to calculation of Ks_local_device in the UICC Hosting Device and NAF Key Centre, the Remote Device identifier needs to be available in the NAF Key Centre and UICC Hosting Device. Therefore the Remote Device identifier needs to be sent to the UICC Hosting Device on the local interface and also to the NAF Key Centre on the Remote Device -NAF Key Centre interface. 

8 Overview of the Key Establishment procedure

8.1 Initiation of key establishment procedure

If the Remote Device has a Ks_local_device key stored for a particular UICC Hosting Device, then the Remote Device should attempt to use it with the UICC Hosting Device. If this fails due to the UICC Hosting Device not sharing the same Ks_local_device key, then the Remote Device shall initiate a new request to the UICC Hosting Device to establish a new key establishment procedure as described in chapter 8.3.

8.2 Availability of Ks and Ks_(ext)_NAF and selection of NAF-ID

8.2.1 Availability of Ks and Ks_(ext)_NAF

The UICC Hosting Device and the NAF Key Centre shall share a GBA_U or GBA_ME NAF-specific key, Ks_(ext)_NAF, to establish a shared key Ks_local_device between the UICC Hosting Device and the Remote Device. 
For the Ks availability we could foresee two scenarios depending on whether the UICC Hosting Device has a valid B-TID and Ks stored.:

Scenario_1: A complete GBA_ME or GBA_U run takes place
In this scenario the key establishment procedure requires a complete GBA_ME or GBA_U run to generate a new Ks and also a new Ks_(ext)_NAF associated to the NAF Key Centre. There is both a GBA Bootstrapping procedure and GBA_ME or GBA_U NAF key derivation procedure associated to the NAF Key Centre.

Scenario_2: No new GBA_ME or GBA_U run takes place as the UICC Hosting Device and BSF already has a valid Ks key available.
A complete GBA_ME or GBA_U run is not always required for the key establishment procedure. It depends on the presence of valid bootstrap key Ks within the UICC Hosting Device/UICC and BSF. 
Both of these scenarios are described in 8.3.
8.2.2 Selection of NAF-ID

The UICC Hosting Device and the Remote Device could have more than one NAF-ID stored with NAF Key Centre functionality. One or several NAF-ID’s could be configured in the UICC Hosting Device, or in the Remote Device or both
Either the UICC Hosting Device or the Remote Device could be in charge of selecting the NAF-ID. 
In the companion pseudo-CR we propose for this meeting that the UICC Hosting Device sends it’s NAF-ID’s of the NAF’s with key centre functionality to the Remote Device. The Remote Device then selects a NAF-ID from this list or proposes a NAF-ID of it’s own.

8.3 Detailed description of the key establishment procedure
1. The Remote Device has no valid Ks_local_device key stored.

2. The Remote Device sends a request to the UICC Hosting Device to send a  list of available NAF_ID’s with NAF Key Centre functionality stored in the UICC Hosting Device. 

3. The UICC Hosting Device sends its list of available NAF-ID’s with NAF Key Centre functionality to the Remote Device. 

4. The Remote Device selects a NAF-ID with NAF Key Centre functionality from the list provided by the UICC Hosting Device or proposes a NAF-ID stored in it’s own memory.
5. The Remote Device sends a request to the UICC Hosting Device for a B-TID. The Remote Device includes parameters NAF_ID and Device_ID in order for the UICC Hosting Device to be able to calculate a new Ks_(ext)_NAF and Ks_local_device key. 

6. If the UICC hosting device does not have a valid B-TID, then the UICC Hosting Device performs a new bootstrapping procedure. The UICC Hosting Device asks for a complete GBA run: a GBA bootstrapping procedure and a GBA_ME – or a GBA_U - NAF Derivation procedure.
7. When the GBA run has been completed then the UICC provides a Ks_ext_NAF key to the UICC Hosting Device if GBA_U has been used; or the CK and IK to the UICC Hosting Device if GBA_ME has been used. If GBA_ME has been used, then the UICC Hosting Device further derives Ks and Ks_NAF.

8. The UICC Hosting Device calculates the Ks_local_device key from the Ks_(ext)_NAF, B-TID, NAF_ID and Device_ID and stores it locally.

9. The UICC Hosting Device sends a response including the B-TID and NAF_ID to the Remote Device.
10. The Remote Device and the NAF Key Centre establishes a HTTPS tunnel with certificate based mutual authentication. Confer TS 33.222 section 5.5.
11. The Remote Device sends a “service request” message to the NAF Key Centre node in the mobile operator network. The message is sent within HTTPS tunnel.

The request contains the following payload: the identity (B_TID) and the Remote Device identifier (Device_ID) requiring the establishment of key Ks_local_device.
12. The NAF Key Centre contacts the BSF and sends the identity B_TID in a credential request. 
Editors Note: Authorization of the remote device in the NAF Key Centre is FFS.

13. The BSF returns the shared secret Ks_(ext)_NAF to the NAF Key Centre.

14. The NAF Key Centre calculates the Ks_local_device key from the Ks_(ext)_NAF, B-TID, NAF_ID and Device_ID and stores it locally.
15. The NAF Key Centre sends within HTTPS tunnel a request response message to the Remote Device with the following payload: B-TID, Ks_local_device, Key Lifetime.
16. The Remote Device stores Ks_local_device and associated Key Lifetime.
17. The Remote Device sends a response to the UICC Hosting Device to indicate that the key establishment procedure is now completed. 
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Figure 8-3-1: Key establishment procedure 

9 Conclusion 

SA3 is kindly invited to review the above proposals in order to agree on mechanisms to address the following items:

· Establishment of only one key Ks_local_device per UICC Hosting Device and Remote Device pair.
· Mechanisms to limit the usage of the established key Ks_local_device
· Derivation of Ks_local_device
· Initiation of the key establishment procedure

· Key establishment procedure
A companion pseudo-CR to a new Technical Specification for REL-7 is proposed.
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