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Introduction

In SA3 #44 meeting there was a discussion paper on the security of VCC. It was based on 3GPP TR 23.806 since there wasn’t enough content in TS23.206 to be referred when the contribution was prepared. Now TS23.206 v7.0.0 is approved by SA plenary. We can refresh the security study based on the TS.  In this discussion paper we provide the procedures to show in which order the SAs are set up in both directions of handover (i.e. from CS to IMS/WLAN and vice versa) based on TS23.206.
Discussion

Voice Call Continuity is a home IMS application that provides capabilities to transfer voice calls between the CS domain and the IMS. VCC provides functions for voice call originations, voice call terminations and for Domain Transfers between the CS domain and the IMS and vice versa.

The VCC application is implemented in the user's home network. Voice calls from and to a VCC UE are anchored at the VCC application in the home IMS to provide voice continuity for the user during transition between the CS domain and the IMS. VCC voice calls in either the CS domain or IMS are anchored at the VCC application in the home IMS using standard CS domain techniques available for rerouting calls at call establishment. A 3pcc (Third party call control) function is employed at the VCC application to facilitate inter domain mobility through the use of Domain Transfers between the CS domain and the IMS. 
Domain Transfer Function (DTF) is inserted in the signalling path of the voice call/session establishment in order to enable the capability of domain transfer for this call/session. Domain Transfer is the transfer of the access leg (the call control leg between the VCC UE and the DTF) of a voice call on a UE from CS domain to IMS and vice versa while maintaining active session.

Simultaneous registration is required for the initiation of the Domain Transfer procedure. When the VCC UE determines that Domain Transfer is desirable and possible, a registration is performed by the VCC UE in the transferring-in domain if the user is not already registered; and a new call context is established by the VCC UE toward the VCC application in the home IMS in order to allocate signalling and bearer resources in the transferring-in domain and to request transfer of the user's active session from the transferring-out domain. The VCC application in the home IMS executes Domain Transfer; resources in the transferring-out domain are subsequently released.
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 Figure 1 Procedure for CS to IMS Voice Call Continuity
Figure 1 describes how signalling and bearer paths are established for execution of CS to IMS VCC procedures. 
1. UE has mutual authentication with VLR.

2. UE sets up a SA with RNC (keys has been transferred to RNC) for secure data traffic.

3. CS call is anchored at VCC application as described in 6.2.2 of TS23.206.

4. UE decides to have domain transfer. If UE hasn’t registered in IMS domain, it should UE initiates Registration with IMS through step 5 to 8.

5. UE has mutual authentication with AAA server.

6. UE sets up a SA with PDG (I-WLAN scenario 3).
7. UE has mutual authentication with S-CSCF.

8. UE sets up a SA with P-CSCF.

9. The DTF in VCC application completes the establishment of the Access Leg via IMS.

10. The DTF performs the Domain Transfer by updating the Remote Leg with connection information of the newly established Access Leg using the Access Leg Update procedure as specified in 6.4.1.3 of TS23.206.

11. The source Access Leg which is the Access leg previously established over CS is subsequently released as specified in 6.4.1.4 of TS23.206.
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 Figure 2 Procedure for IMS to CS Voice Call Continuity
Figure 2 describes how signalling and bearer paths are established for execution of IMS to CS VCC procedures. Step 1 to 4 show the UE has access to IMS and registered in VCC application. When the UE wants to have domain transfer, it should have CS access first as shown in step 6 and 7.  Step 8 to 10 show the CS call session is anchored at VCC application and the DTF will update the access leg and release the IMS access leg. It’s for further study how to release the IMS access at P-CSCF and WLAN access at PDG.
Conclusions

We hope this contribution is helpful for SA3 in the task of handling security aspects of VCC. It is proposed to use these figures as a baseline in further discussions of VCC security.
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