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Introduction

In SA2 #54 meeting the details of the support for IMS Emergency Calls over I-WLAN is added to TS23.234. To keep the work align with SA2, SA3 need to start the according work to solve the security issues caused by IMS Emergency Calls.
Discussion

Emergency reports such as pulling down a fire alarm switch or calling 911 are generally treated seriously, and access is readily available to invoke the emergency alarm. Authorization is not needed before the alarm is sounded or contact is made to the emergency center. 
Emergencies need quick response. Wireless devices may not have reliable function or be used reliably during an emergency, such as entering passwords or other authentication processes.  They may be near a network or access network but not associated to that network. 

As specifically related to I-WLAN, IMS Emergency Calls over I-WLAN needs to be supported even when no session is currently active or no SIM/USIM is present in the device. WLAN UE access to an I-WLAN system needs to be allowed without steps through SIM&USIM based authentication and authorization procedures. This is particularly necessary where the user has no USIM/SIM card available.

For Direct IP access (Scenario 2) and 3GPP IP access (Scenario 3), EAP SIM/AKA procedure is used for authentication with authorization done based on subscription check against info held at the HSS. No mechanism currently exists in TS33.234 to indicate to the WLAN AN nor the 3GPP AAA Server that access is needed for emergency call. Thus user has no mechanism to indicate that this request should receive special treatment nor is their a mechanism currently defined to give the user that special treatment. 

For the specific I-WLAN emergency call case, during the Scenario 2 “attach” to the WLAN-AN, the UE can indicate a “username NAI” as an identity in the EAP signaling exchange. The realm part of the NAI is used to route the request to the relevant HPLMN for the user. The WLAN-AN, on recognizing the IMS emergency call string, forwards the request to a default 3GPP AAA Server in a default PLMN. 

In the case of a UICC-less UE, the user does not have access to the home realm, since it is info stored in the SIM. However, it is still desirable to allow connectivity but in this case only for IMS emergency call. 

For IMS Emergency Calls, the used EAP method must accommodate the emergency request. The IMS emergency call EAP method is effectively a "null" method that does not authenticate anything.  Alternatively, it could authenticate the AAA server, e.g., with a server certificate. This would prevent an attacker from impersonating as the emergency call service provider. The EAP method can be a one-round request/response exchange. The EAP master key can be either a fixed well-known key or be transmitted in the EAP method. The key is required so that the EAP method is technically similar to actual EAP methods. Another embodiment of the EAP method with server authentication would be to use an existing "tunnel" method such as protected EAP (PEAP). The inner method that is encapsulated within the tunnel method would then be a "null" method. In this case, the tunnel method would derive a key as usual. Since the inner method would not need to derive a key in this case, the inner method could also be an existing EAP method such as EAP-GTC with a well-known username and password. This new emergency call EAP method could be used for both scenario 2 and scenario 3 authentication.
The benefits of the emergency call EAP method is that it is transparent to existing AAA elements, WLAN access points and packet data gateways. No new emergency call related functionality is required in them, if the existing policy enforcement mechanisms are sufficient for restricting the service to emergency calls only.
Conclusions

The procedure of IMS Emergency Call over I-WLAN needs to be added into TS33.234 .
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