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1 Introduction

During the last SA3 #44 meeting, GBA PUSH architecture with a new Up reference point had been agreed. This Up reference point may be used to send GBA PUSH information, but no corresponding solution (called Up-based GBA PUSH solution) was presented. This contribution will introduce an Up-based GBA PUSH solution with a return channel to the BSF.
2 Discussion
2.1 Issues when without a return channel 
When sending GBA PUSH information over Up reference point, there are one possible solution without a return channel between the UE and the BSF:
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The UE must receive the following two messages in correct sequence: The first is the GBA PUSH information message from the BSF, the second is the actual PUSH service message from the NAF. 
But if the UE doesn’t have a return channel to the network entity (e.g. BSF), the following issues will come:
ISSUE a) It is possible that the following scenario will happen: The BSF sends the GBA PUSH information message to the UE via Up, and at the same time the BSF may send the key materials (e.g. Ks_ (ext/int)_NAF) to the NAF, then the NAF will sends the encrypted PUSH service message to the UE. If the encrypted PUSH service message from the NAF reaches the UE before the GBA PUSH information message from the BSF, the UE will not be able to decrypt the PUSH service message. 
ISSUE b) If a NAF wants to send several PUSH service messages in a bootstrapping 

session, but the GBA push information message is lost in the transmission path, the network 

entity (e.g. NAF) will not notice the fact that the UE will not be able to decrypt the PUSH service 

message, and will still send other PUSH service messages. So this will cause a deadlock. 
Furthermore, it will cause a loss of AV synchronization between the UE and BSF.
2.2 Up-based solution with a return channel 
Another possible Up-based solution is with a return channel between the UE and the BSF:
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When the UE receives the GBA PUSH information message from the BSF, it will send a response to the BSF indicating that the GBA PUSH information is successfully transmitted. Then the BSF will send the key materials (e.g. Ks_(ext/int)_NAF) to the NAF. In this way the UE can always receive the GBA PUSH information message from the BSF first, and then the actual PUSH service message from the NAF. So the above issues mentioned in sub clause 2.1 will not exist.
There are also some other possible solutions which can solve this issue, e.g. The UE has a 
return channel to the NAF. But this will require the UE to have a return channel to all NAFs which 
provide the PUSH services , so it is not aligned with OMA’s requirement.
2.3 Feasibility of Up-based solution with a return channel

There is an OMA requirement in subclause “4.3.1 General GBA Push Requirements” of 3GPP TS 

33.223 that:
“The mobile client SHOULD preferably not have to contact any network entity to be able to 
generate the security association and check the message.”

After studying the use cases presented in S3-0600043, we can make the following conclusion: Although it is preferably not allowed for the UE to have the ability to contact the network entity which provides the PUSH service (e.g. NAF), it is still be possible for the UE to have a return channel to other network entities (e.g. BSF) This return channel is only used to indicate that the GBA PUSH information message is successfully received, but not to generate the security association. So it is still align with the above OMA requirement.
In addition, mutual authentication between UE and the network (e.g. BSF) can be also achieved if an authentication response (RES) is added in step 6, thus it can prevent potential UE-fraud attack.
3 Proposal
We propose SA3 discuss and adopt the above Up-based GBA PUSH solution with a return channel to the BSF as an alternative solution. The corresponding CR is S3-060666.
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