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1. Introduction

This document addresses some of the subjects discussed in Section 10.2 of [1].  In general, the analysis already present in [1] assumes a straightforward EAP AKA, with few optimisations and without considering the effect of features currently in development.  The goal of this paper is to reassess the performance comparison of EAP AKA and UMTS AKA in the light of some features beyond the basic form of EAP.
2. Discussion

Any discussion of authentication protocols will have some dependency on architectural decisions yet to be taken in SA2.  For this discussion, we have tried to assume the most general architecture possible, with the MME, UPE, and AAA server all shown as separate nodes.  In fact some of them may be collocated; we have made no attempt to describe all possibilities, since the combinatorial explosion of different assumptions would make a comprehensive analysis impractical.

The performance analysis in [1] focuses mainly on the distinction, fundamental in 3GPP architectures, between procedures in the home and visited networks.  Accordingly, the nominal example in this paper is of a roaming user, served by the visited network’s AAA server (V-AAA); the largest performance bottleneck comes when procedures are needed that contact the home network, e.g., a full reauthentication requiring entirely new authentication vectors.

It should be noted that the key-exchange and authentication protocols that we will explore are independent.  There has been an implicit assumption in some quarters of a necessary connection between EAP for authentication transport and Diameter for key exchange.  In fact, not only can any key-exchange protocol be used prior to the start of the actual authentication container, but there is no intrinsic need to choose just one key-exchange protocol; since LTE networks will need to interact with other systems using both MAP and Diameter, the sensible approach may be for the MME to support both protocols and negotiate which protocol to use with the user’s home system.  The details are probably in SA2 scope rather than SA3; the point is that, when authentication starts, the V-AAA must already have received a set of authentication vectors by some means.
Throughout, we will display message flows with the assumption that derived keys, rather than the master session key (EAP) or the (CK,IK) pair (UMTS), are used for processing of traffic to and from the UE.  This assumption is already present in Section 10.3.2 of [1], where network entities are shown as using keys derived from the MME security context.  For the most part, this assumption does not relate directly to the comparison of AKA transport methods, but in one case it does allow EAP to operate more flexibly than it could otherwise.
2.1.  Authentication with EAP AKA

In the terminology of EAP, the UE acts as the peer and the V-AAA as the EAP server.  The natural entity to act as an authenticator is the MME, although other possibilities are imaginable (for instance, the UPE could act as the authenticator, provided that NAS signalling is routed through the UPE rather than delivered directly from the MME to the eNode B).
A high-level message flow for connection setup and authentication using EAP AKA is shown in Figure 1.  The figure assumes Diameter between MME and V-AAA; the protocol between V-AAA and HSS could be essentially anything.
[image: image1.emf]UE

(Peer)

UPE

MME

(Authenticator)

HSS

Connection setup

(L3 messaging)

Key Request

Key Response

Challenge

Response

EAP Success

MSK

EAP

V-AAA

(EAP Server)

(Diameter message)

AVs

Challenge

Response

EAP Success

Key delivery

(protocol TBD)

DSK1 DSK2

MSK


Figure 1: Authentication with EAP AKA
The EAP session starts only when a set of authentication vectors has been delivered to the V-AAA.  Historically, the session has been assumed to encompass additional EAP messaging to establish the identity of the UE; however, this information should already be available to the MME from NAS signalling, so it seems redundant to introduce additional messaging to carry it.  Rather, EAP is used here only for the authentication itself, beginning with the EAP server’s challenge of the peer and terminating with the delivery to the authenticator (via the EAP Success message—that is, we assume the Security Mode Command encapsulates the EAP Success message) of the master session key.
As noted above, we assume that the UPE and MME use derived keys for encryption and integrity rather than using the MSK directly; this means that the MSK is not compromised if a derived key is lost, and also avoids arbitrary difficulties that would otherwise be imposed by EAP’s prohibition on transferring the MSK outside the authenticator.
An additional set of keys would need to be derived and sent to the eNode B.  This portion of the procedure has not been shown, since it seems to have no bearing on the comparison between methods.

On mobility to a new MME (and perhaps to a new UPE) under the same V-AAA, if a new MSK is required, the procedure is much the same as shown above, except that (normally) no fresh key exchange is required and EAP can start immediately, using the authentication vectors already stored.
However, two additional points should be considered:

· It is not obvious that the scope of the derived session key needs to be limited to a single MME.
Historically, higher-layer network entities such as MMEs and UPEs have been able to consider one another trustworthy, at least within a PLMN; in UMTS, the (CK,IK) pair, the equivalent of the MSK, is routinely shared among multiple RNCs.  Although, as noted in [1], the EAP standard forbids such cavalier treatment of the MSK, it does not prevent derived keying material from being distributed.  In particular, at change of MME, the “old” DSKs could be used to allow secure communication until the network deems it convenient to perform a reauthentication.

· The ongoing work on EAP-ER and visited-domain EAP keying would allow fast reauthentications (though not USIM presence checks) within the visited domain, without the overhead of consulting the home network.

The subject of EAP-ER is necessarily somewhat speculative, since the specification work is not complete.  However, this sort of mobility is precisely the target of that work, and it seems quite safe to assume that the result will be an extended EAP in which transactions with the home network can be avoided in most situations, even when (fast) reauthentication is required.
Of course, mobility to a new V-AAA server still requires a full reauthentication; this is inevitable.  It should also be extremely infrequent.
2.2.  Authentication with UMTS AKA

It is not completely clear how to translate the terms of UMTS AKA into the SAE world.  In general, the UPE and MME share the rôle of the SRNC and some functions of the SGSN, and the V-AAA combines some SGSN and some VLR functionality.
The analysis that follows assumes that, as in Section 2.1, the “master” keys (CK,IK) are distributed to the MME, and the actual encryption and integrity procedures in both MME and UPE use session keys derived from the master set.  Again, derived keys for the eNode B are not shown.

The authentication procedure using UMTS AKA, under these assumptions, is shown in Figure 2.
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Figure 2: Authentication with UMTS AKA
At change of MME/UPE, there are several possibilities:

· Transfer (CK,IK) to the new serving MME;

· Re-key from the AAA server;

· Transfer DSK1 and DSK2 to the new serving MME.

The assumption in [1] seems to be that the first option will be used, transferring the “master” keys as in UMTS.  The derived keys shown in Figure 2 are not contemplated in [1], so transfer of CK and IK seems to be the only alternative to re-keying.  Referring to the argument above, however, the derivation of keys is already likely to be needed, and there is no evident reason not to take advantage of it for the slight gain in resilience against compromised keys.
As noted above for EAP, the derived keys could be used temporarily by the new serving MME/UPE, allowing the network to re-key from the AAA server at its leisure.

As with EAP, of course, a change of AAA server requires a full reauthentication.
2.3. Comparisons: Performance and Security
2.3.1. Performance
The performance differences between the two AKA methods depend upon assumptions.  For a full authentication they are minimal; the EAP version contains three additional messages between the MME and V-AAA, but these are within the serving network.  (As noted in [1], there may be a few additional messages between elements within the serving network, related purely to the EAP protocol rather than to AKA as such.)  However, EAP-ER holds out the possibility of avoiding the roundtrip to the home network, without the need for additional authentication vectors, in cases that would otherwise require HN involvement..
Change of MME, on the other hand, shows a difference in performance (per the analysis in [1]) if no keying material beyond the “sacred” MSK is used.  However, under the assumptions above involving derived keys, there is no reason why the EAP model cannot pass keying material “horizontally” within the network, and in this case the performance of both methods at a handover across MMEs becomes similar.
2.3.2. Security

The distribution of keying material through the network is the same with both methods, and the signalling over the air is essentially identical, which suggests (as indicated in [1]) that there are no gross security differences between the two methods.

At change of MME, the UE needs to identify itself to the new serving network, and the new eNode B generally will not be able to interpret the UE’s P-TMSI without assistance.  As a result, either the UE needs to send a permanent identity over the air before a security relationship can be established, or the new serving MME needs to contact the old one and retrieve enough information to identify the UE.  This tradeoff between security and performance is present in both models as they are shown; however, EAP-ER would allow the UE to use a temporary identity with the new MME and avoid the problem.

3. Conclusion

Conclusions:

· EAP and UMTS AKA offer similar security;
· They also offer similar performance if derived keys are distributed among network elements;
· EAP-ER and visited domain EAP keying offer a path towards better performance from EAP in the situations where the current state of EAP has its most significant bottlenecks.
The first conclusion is in accordance with [1].  We suggest that the document could be updated to reflect the other two conclusions.  A draft text proposal to this effect is attached.
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