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1. Introduction

Both SA2 ([1]) and CT1 ([2]) have sent LSs to SA3 on the issue of simultaneous IMS registrations. The SA2 LS (reviewed and acknowledged at the last meeting) requests both CT1 and SA3 to consider the feasibility of the attached solution for multiple registrations. The CT1 LS in response indicates that the support of simultaneous registrations is feasible, and requests SA3 to analyse the security implications of several proposed solutions contained in [3] (available as an attachment to [2]).
This contribution analyses the proposed solutions from a security perspective and suggests information that should be included in the response LS to both SA2 and CT1. A draft LS to CT1 and SA2 is attached. It is proposed that SA3 approve this draft as the response to the incoming LSs.
2. Simultaneous registrations

Registrations in IMS are identified uniquely by the pair (IMPU,IMPI). The current IMS procedures only allow a mobile to register its IMPUs at one IP address (assuming the mobile has only one IMPI). That is, a mobile that is connected to a WLAN, with assigned IP address IP_1, and a UMTS network, with assigned IP address IP_2, cannot register the same IMPUs at both IP addresses.; if the mobile is registered with (IMPU_A,IMPI_A,IP_1) in WLAN access, and then connects to the UMTS network and registers with (IMPU_A,IMPI_A,IP_2), the first registration will be overridden.

There are identified use cases (enumerated in [1]) in which such simultaneous registrations are desirable. In order to support such use cases, the IMS procedures are being enhanced, and SA2 and CT1 are asking for SA3’s opinion on the security issues associated with several proposed solutions. 
3. Analysis of solutions and proposed responses to SA2 and CT1
Three solutions for supporting simultaneous registrations were proposed in [3]:

· use a proposed SIP feature called Outbound to signal to the network that simultaneous registrations are required by the mobile;

· have the S-CSCF check connectivity via the previous P-CSCF using the reg-event package;

· allow the mobile to use a modified IMPI to perform simultaneous registrations.
From a high level perspective, the security of all the proposed solutions is the same, i.e., they all result in an Authentication Vector associated with the (original) IMPI being used to mutually authenticate the mobile and network and provide keys to establish security associations between the mobile and P-CSCF. (Note that a set of security associations needs to be maintained independently for each simultaneous registration). For all three solutions, it is possible to reauthenticate each registration independently of the others.  As the security of all the proposed solutions is effectively equivalent to the current IMS security, it is proposed that SA3 agree that all of these solutions provide acceptable security. 
Whilst the solutions are very similar from a high level, their differences have quite a significant impact in terms of the handling of security associations in the mobile and P-CSCF, as indicated in [3].
Currently the mobile and P-CSCF maintain sets of security associations that are associated solely with an IMPI. As a consequence, if a mobile successfully registers with the same IMPI and a different IP address, then any previous SAs related to that IMPI are deleted. The first two solutions propose using the same IMPI to establish multiple simultaneous registrations, and hence would require a change to the management of SAs in both the mobile and P-CSCF. The third solution proposes having a different IMPI for each simultaneous registration and so avoids this backward-compatibility problem.
Finally, it should be noted that the solutions are not incompatible with one another. In particular, the technique of generating a  new IMPI in solution 3 could be used to avoid the backward-compatibility issues between the mobile and P-CSCF, if either solution 1 or 2 is used by the S-CSCF to detect the mobiles request for simultaneous registrations.

Given the above analysis, we propose to include the following points in a response:
· All the solutions in [3] provide the same level of security;
· The level of security provided by the solutions is acceptable to SA3;
· Solutions 1 and 2 would not work with current P-CSCFs, absent changes to the security association handling in TS 33.203;
· Solution 3 could be combined with either solution 1 or 2 to avoid the backward-compatibility issue noted above. 

SA3 will need to know what solution is accepted by CT1 in order to make any changes to TS 33.203 that may be required. Hence it is proposed that SA3 ask CT1 to be kept informed of any decisions on this issue.
4. Conclusion
The points discussed above are included in the attached draft response LS. It proposed that SA3 approve the draft LS as the response to the incoming LS. 
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1. Overall Description

SA3 would like to thanks SA2 and CT1 for the referenced LSs.
SA3 have examined the three solutions for support of simultaneous registrations enumerated in document C1-061636, with the following conclusions: 

· All three solutions provide the same level of security;

· The level of security provided by the solutions is acceptable to SA3;

· Solutions 1 and 2 would not work with current P-CSCFs, absent changes to the security association handling in TS 33.203;

· Solution 3 could be combined with either solution 1 or 2 to avoid the backward-compatibility issue with P-CSCFs. 

Please note that SA3 will need to know what solution is accepted by CT1 in order to make any changes to TS 33.203 that may be required.
2. Actions

To SA2 :
· SA3 kindly request that SA2 take this analysis into account in their work in this area. 
To CT1 :

· SA3 kindly request that CT1 take this analysis into account, and keep SA3 informed of what decisions are taken and of any SA3 actions that are needed.
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