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Introduction

The fast re-authentication procedure is lighter from the resources utilization point view and results in much faster (up to several times faster) authentication procedure than EAP-SIM/AKA full authentication. One of the clauses in TS33.234 effectively prohibits such re-authentication.

Discussion

The identities used for fast re-authentication are different from the full authentication identities (pseudonym and permanent identities) and are changed on every authentication. Fast re-authentication identities are local to the EAP-server which created them. For deployments that consist of more than one EAP-server it is essential that the re-authentication request gets forwarded to the EAP-server that created the re-authentication identity, unless multiple EAP-servers are somehow able to share information between each other. Non the IETF, nor the 3GPP specifications specify such inter EAP-server communication.
The EAP-SIM and EAP-AKA RFC’s provision optional features to return explicit AAA routing information along with the fast re-authentication identity pointing to a specific EAP-server. The routing information is included in the fast re-authentication identity NAI realm part.
However, TS33.234 sub-clause 6.4.3 does not allow using realms returned from the 3GPP AAA Server along with the fast re-authentication identity that are different from the realms used with permanent user identities:

“NOTE:
A WLAN temporary user identity is formed as a NAI with the pseudonym

 or re-athentication identity as the username part and the same realm part as the

permanent user identity).”

The sub-clause above does not allow the WLAN UE to use the specific realm from the 3GPP AAA server. If the AAA Server that created the fast re-authentication identity cannot indicate exact realm pointing to it, the next authentication using fast re-authentication identity might be forwarded to a different 3GPP AAA Server. Thus the authentication would fall back to full authentication.
CT4 in its LS (C4-061344) is asking SA3 to review the need to have fast re-authentication and to allow using realms returned along with fast re-authentication identities. 

Conclusions and proposal

We kindly ask SA3 to allow fast re-authentication by removing the note in 3GPP TS33.234 sub-clause 6.4.3.
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