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1. Introduction

The January 2006 joint meeting of SA3, RAN2 and RAN3 has made recommendation to terminate LTE/SAE security associations for both UP traffic as well as for NAS at the node “above eNodeB”. Currently prevailing LTE/SAE architecture consists of eNodeB and aGW.
It is evident that every attack scenario and threat analyzed in previous SA3 contributions is pivoting around “physical insecurity of eNodeB”.
The purpose of this contribution is to present the following RRC-specific security threats and/or attacks:
· Multiple snooping and active DoS attacks targeting subscribers, as well as cell-sites;

· A simple list of techniques to steal service without compromising the MME; 

· A method for eavesdropping on a  targeted mobile conversations without compromising the UPE;

· A simple mechanism to compromise user anonymity and non-linkability requirements;

· An attack based on compromise of the management plane security;

The goal of this contribution is to add these threats/attacks and associated countermeasures to the SA3 TR Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution

(Release 7).
2. Security Associations and assumptions
The functional split between eNodeB and AGW creates the following security associations:

· Radio Resource Security Associations (RRC security) are established between the user’s access terminal and the eNodeB and are used to protect radio resource signaling messages. This association is established during connection setup. It involves the use of RRC integrity key associated with the mobile communication session; an optional RRC encryption key is also under evaluation.

· Link layer specific bearer packet encryption and integrity protection are provided using a security association between the user’s access terminal and the UPE. This association is also established during connection setup and involves the ciphering key associated with the mobile communication session.

· Another component of link layer security includes mobility management specific security associations that are established between the user’s access terminal and the MME. This includes layer-3 registrations and “binding updates” related to mobility with the layer-3 mobility anchor.

· In addition to the above security associations, multiple aggregated security associations are supported between network elements to distribute authentication and keying material. These are usually left to the implementation by the vendor and the provider, and often involve IP layer security mechanisms such as ESP (also known as IPsec).

· All security associations between the user’s access terminal and the network are 3GPP specific and are expected to be established using 3GPP-AKA or an evolution of that protocol.  

3. Threat model

The threat models utilized in this contribution are based on the reasoning captured by SA3 in the TR Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution (Release 7) [Rationale].
In this contribution we focus is on the ability to deal with the physical security considerations at the cell-site.  SA3 pointed out that physical security at the cell site, especially when combined with in-door pico-cellular deployments presents an issue: adversaries can open the enclosure and get access to the sensitive information by examining the base-station’s memory. In fact the adversary can be a “legitimate” entity (e.g., service technician) and be assumed to have extensive access to the network element at the cell-site. In addition adversaries can gain access to software modules, launch active and passive software attacks, as well as modify, add or delete software modules.  
While such a threat model assumes extensive skills, next generation wireless systems are required to provide protections against such attacks since they are being designed for use over the next decade or two.  
4. Practical LTE-specific attacks
The following Section lists LTE-specific attacks in no particular order.

4.1 Denial of Service attacks due to compromises at eNodeB

One of the fundamental changes between existing 3G systems and next generation systems is that radio resource control (RRC) signaling is now part of the base station (eNodeB) functionality. This necessitates the use of separate RRC integrity, and potentially encryption, keys for signaling messages terminated at the cell-site. These keys are different from the Ciphering and Integrity Keys used in 3G systems that are currently stored at the RNC. Under the assumption that a cell-site can be compromised, we outline some simple but powerful DoS attacks which exploit the loss of RRC keys at an eNodeB. The fundamental aspect of DoS attacks is that, they are no longer just a nuisance but are leading to significant loss of revenue to operators. 

The following will be possible, if a cell-site is compromised:

1. Adversary can plant a piece of code, which we will refer to as a “malicious entity” at cell-site, that has complete access and control of the eNodeB. In particular, malicious entity has access to all RRC signaling keys for all mobiles attached to that cell-site.

2. Even if RRC signaling is encrypted, malicious entity can snoop on signaling messages since RRC messages are terminated at the eNodeB.

4.1.1 Snoop attacks

If the eNodeB has been compromised then some of the snoop attacks include:

· Overload: If the malicious entity recognizes an RRC message from a mobile, requesting the establishment of a traffic channel then this can be “relayed” to an adversary through a back-door between the malicious entity and the adversary. Following this, an attacker (or multiple attackers) can send “duplicate” RRC messages requesting the same posing to be the same mobile. The attackers may need to replace sequence numbers (or related fields) to fool the eNodeB into thinking this is a new request. If there are “multiple requests” from the same mobile, the eNodeB is confused and may treat it as re-negotiation or “ignore” all requests. If this happens for a collection of mobiles, this would clearly cause processor overload and hence Denial of Service to all legitimate users.

· Spurious handovers: The network performs Handovers, between eNodeB’s, when the mobile reports pilot strength messages. These messages are expected to be signed using the RRC integrity key. Following receipt of these messages, the target eNodeB and aGW have to exchange “point of attachment” messages in order for the latter to route traffic. These update messages can be protected as well, but are expected to be protected using some kind of aggregated security association between the network elements. In the event the source eNodeB is compromised, it would be easy to create spurious handover messages when in fact the mobile is not ready for a handover. This can be used to disrupt service to the mobile and force the mobile to drop the call.  

· Compromising security associations: Since the malicious entity has access to all keys at a compromised eNodeB, all keys between the eNodeB and any other network element (including management plane keys) become at risk. This can leads to snoop attacks, which can compromise all security tunnels between the eNodeB and the rest of the network.

4.1.2 Active attacks

Some of the active attacks that the malicious entity can perform include:

· Black hole attacks: Dropping signaling messages without processing them.

· Manipulation/redirection: Redirect traffic from aGW to adversary (but destined for legitimate user). In the event user has not enabled encryption, adversary can eavesdrop on traffic as well. 

· Battery drain: Malicious entity can send bogus signaling messages to wake up idle mobiles with no traffic to send. This will force radio resources from the mobile to be expended which leads to battery drain

· Flood attacks at other network elements: Malicious entity at an eNodeB can create spurious inter network element messages which can create a signaling flood. This creates processor overload, thereby denying service to legitimate mobiles in cell sites that are not compromised. 

4.1.3 Remedial steps

The attacks described in Sections 4.11 and 4.1.2 can be prevented, only if the RRC security context (keys) is protected from the malicious entity and if the malicious entity is prevented from executing code. 
Utilization of physical/platform security secure tamper resistant hardware to handle (process/store) RRC keys and a secure computing environment where malicious software cannot operate at the eNodeB seems like a logical choice.

4.2 Service Theft without compromising MME
In this section we outline mechanisms to exploit compromised cell-sites to steal service. Loss of RRC integrity keys at a compromised cell-site can translate to loss of revenue for the operator.

The attack begins as earlier described: an adversary plants a piece of malicious code, which we will continue to refer to as a “malicious entity” at the eNodeB. That malicious entity has access to all RRC signaling keys for all mobiles attached to that cell-site. This leads to the following attack: 

1. Adversary can target a user who is idle, and reactivate that user’s connection without the knowledge of the user. This is feasible since the adversary knows the RRC integrity key, of the targeted user.

2. After the user’s connection has been re-activated, the adversary can send and receive packets “pretending to be the targeted user” as long as the targeted user has not requested encryption with the network. 

3. The victim mobile station will also receive downlink packets intended for the adversary. However, the victim mobile’s applications will not recognize the packets and will drop them. 

4. In fact, if the adversary spots a user who does not encrypt packets (by observing traffic streams and checking for certain known patterns in an IP packet header) then the adversary can actually drive the targeted user to dormancy and then reactivate the same connection. 

5. Such an attack cannot be launched within existing UMTS/HSPA systems since the RRC integrity keys are not stored at the cell-site. In order to re-activate a dormant HSPA connection, the adversary should have access to RRC integrity keys, which are stored at the RNC (deemed to be in a secure location, and hence are not vulnerable to exposure).

4.2.1 Circumstances applicable to theft of service attacks

Clearly, one of the pre-conditions for the above attack to work is that the targeted user should not have encryption or message authentication of traffic packets activated. In fact, it is only mandatory for network equipment to support encryption but it is not mandatory to invoke encryption. In reality there are multiple scenarios where air-interface encryption is not invoked:
· Users with end-to-end encryption enabled (for instance majority of enterprise data services today require end-to-end encryption) will not insist on encryption being turned on in the air-link. In fact a majority of such users prefer to turn air-link encryption off since double encryption only leads to extra complexity at the handset and causes battery drain. While this flexibility is good for the network (saves complexity at the network), it clearly leads to theft of service. 

· In certain countries, encryption over the air-interface is actually discouraged (and under certain circumstances forbidden). 
· Given choice, users with thin clients and limited computing power would opt for disabling encryption having preserving computing resources for other critical tasks as their goal.

Remarks: One could argue that, by making encryption mandatory all the above attacks can be thwarted. But this is not the role of encryption, and completely renders the role of integrity protection ineffective and redundant. In fact encryption is intended to provide privacy and all other “authentication” functions are outside the scope of encryption by design. Moreover, as seen in the next sub-section, mandating encryption is not a viable option for various reasons including backwards compatibility.

4.2.2 GSM roll-back attack to steal LTE service

Current efforts in 3GPP (related to LTE/SAE standardization) focus on developing standards that allow a seamless transition from current deployed technologies to the next generation. This is also expected to allow existing GSM operators (with little or no UMTS deployments) to leap frog a generation and go directly to LTE/SAE. This will be accomplished, by allowing GSM users to use equipment that is capable of both GSM and LTE air-interfaces. In addition the mobile handset will support both GSM-SIM and LTE-SIM applications. In such scenarios, the base station will support the GSM air-interface but the core network may very well be next generation SAE components. In this set-up, an adversary, who has control over a cell-site, can very easily steal LTE service. This is an example of a roll-back attack wherein an adversary will exploit weaknesses in earlier generations of technology, in next generation scenarios, intended to provide backward compatibility to tide over a transition phase. The specifics of the attack are as follows:

1. We begin by summarizing the current authentication procedures as applicable to 3GPP networks [TS 33.102].

a. When a user connects to a network the mobile station and the base station establish an RRC connection, which includes the former sending its security capabilities to the base station. 

b. Following this the mobile sends its TMSI to the network. If the network cannot map the TMSI to an IMSI, then the network requests the mobile to transmit its IMSI. While this is a possible violation of the user’s anonymity, this procedure is allowed in the standard to prevent inadvertent service denials (because of errors in the network) [TS 33.102].

c. With the help of the mobile’s IMSI, the visited network can then request the home network for an authentication vector. The home network returns (RAND, AUTN, XRES, IK, CK); for LTE networks the vector may be augmented with the RRC-IK (RRC integrity key) since RRC integrity functions will be performed at the cell-site in LTE (and for security reasons RRC-IK cannot be the same as the IK which will be used for integrity functions that reside in the aGW). Alternatively, the RRC-IK could be derived from IK by the aGW before it is transmitted to the eNodeB. Additionally the aGW may choose to derive new RRC-IK keys every time the mobile undergoes a handover from one eNodeB to another. 

d. The visited network then sends the RAND and AUTN to the mobile. The mobile station then verifies the validity of AUTN and if correct proceeds to generate a response to the challenge (RES). 

e. The network verifies if RES == XRES to validate the authenticity of the mobile. Following this the aGW decides which security algorithms to use based on the algorithms supported and the security mode requested by mobile.

f. The network then informs the mobile of the chosen algorithms in a message that contains the original request from the mobile (verbatim) and is integrity protected using IK. When a combination GSM-LTE mobile connects to a GSM system, this command cannot be integrity protected due to legacy reasons. In particular this message does not contain the original request made by the MN and only contains the security algorithms the network will use. This could be equal to “null” which translates to NO ENCRYPTION
.

2. The roll-back attack exploits the last mentioned point above. In the attack under consideration, the assumptions are as earlier, i.e., the adversary can compromise any eNodeB of his choice and has access to all RRC-integrity keys as well as has complete control of the base station. In addition we will assume that an adversary can pretend to be a “false GSM base station” when a new user tries to access the network.

3. When a new user with a hybrid GSM-LTE mobile requests an RRC connection, the compromised “eNodeB” behaves like a “GSM base station” temporarily. In the first step the mobile may request an encryption algorithm of it’s choice in the security mode request that is sent during the RRC connection setup phase (step 1.a above).

4. The adversary then changes the security mode request to “null” and forwards it to the home network via the aGW. 

5. Following this the network and mobile will proceed with authentication based on AKA (or extensions to AKA to support RRC-IK). Recall that, in order to protect LTE networks and subscribers from attacks applicable to GSM, dual mode handsets are expected to support next generation protocols unless the network is not capable of anything but GSM protocols. 

6. The visited aGW and the subscriber’s home network are not aware of the compromised eNodeB. Hence the network will return a security mode command, which includes “null” in the supported encryption algorithm field (in fact this message will be integrity protected using IK). See step 1.f above. In fact, upon successful authentication the visited aGW will deliver the RRC-IK to the compromised eNodeB. 

7. Following this, the “false base station” ignores the integrity protected security mode command from the aGW but instead creates a security mode with “null” message and sends it to the victim mobile station. Recall that, since the victim mobile thinks that the base station is part of a GSM network it is not expecting the security mode command to be integrity protected, and will accept “null” as a valid response from the network. 

8. This allows the adversary to successfully force a victim mobile station to pick “null” encryption. Following this, the adversary may wait for the victim’s “call” to complete or gradually turn the GSM power down and revert back to LTE. 

9. At this stage the network starts to behave as a legitimate eNodeB to the victim and the rest of the network; however, since the eNodeB is compromised and the RRC-IK of the victim mobile is available at the eNodeB the adversary can now “re-activate” the connection and start to get free service as explained earlier (since encryption has been turned off by rolling back to GSM). 

Remarks:
1. The above roll-back attack does not apply to LTE only mobiles. In fact, this attack can be thwarted by preventing roaming between GSM and LTE. However, that is not a practical option. Clearly, GSM is the most widely adopted global wireless technology, and in fact new GSM networks are continuing to get deployed in new spectrally limited markets. When LTE/SAE systems are ready for deployment several of the operators would be tempted to graduate to LTE/SAE directly from GSM due to cost and spectral efficiency reasons (and don’t require much more spectrum than current GSM if LTE is deployed in a 1.25 MHz carrier). However, upgrading networks to support next generation standards and migrating users to the new network is a gradual process and during this transition phase both GSM and LTE will have to coexist in the operator network for a large enough period. During this phase, the above roll-back attack is a reality that service provider’s have to deal with.
2. Using roll-back attacks to “turn encryption off” is not new [MITM, Patel ‘04]. The assumptions made in this section of our paper are identical to those made in [MITM, Patel ‘04], but the additional threat comes from the fact LTE systems store RRC keys at the cell-site. Also, earlier work focused on using roll-back attacks to eavesdrop on conversations. The attack that we outline above uses roll-back to turn encryption off with a view towards stealing service. This is enabled by the fact that RRC integrity keys are now stored in a vulnerable environment and can be completely compromised. However, it is important to note that the above attack is not applicable to existing UMTS/HSPA systems. Current UMTS/HSPA systems do not share the RRC integrity keys with the cell-site.
3. Another obvious consequence of this roll-back attack is that the victim’s conversations are now unencrypted and hence the user’s privacy is also completely compromised. 
4. This attack can be completely thwarted by using secure tamper resistant hardware, and a secure computing environment at the eNodeB.


4.3 Compromising linkability and anonymity

In exiting GSM and UMTS systems, with a view towards maintaining user anonymity, a number of temporary identifiers are in place. This includes the RNTI (Radio Network Temporary Identifier), the TMSI (temporary mobile subscriber identity), and the IP address of the mobile. For the purposes of this discussion, we will not make a distinction between TMSI and P-TMSI etc. The RNTI is local to the eNodeB, the TMSI is local to the MME (in the aGW), and the IP address is local to the Home Agent function at the Inter AS anchor and the UPE. In addition to RNTI at the eNodeB, there may be a MAC-ID – the difference being the former allows for addressing between the eNodeB and the UE at the RRC layer, whereas the latter allows for addressing at the MAC layer. For the purpose of this document we do not focus on the MAC-ID. In fact, both are local in scope and are allocated without protection. In addition to the use of temporary identifiers, there are specific requirements in the standards:

1. Non-linkability Requirement: It is required to “guarantee” a “sufficient” level of user identity confidentiality and the linkability between any temporary identifier and the IMSI (which is a permanent identifier) should be prevented. More generally, linkability between any two identifiers should be prevented.

2. Anonymity Requirement: Any given user’s identity, location, mobility patterns, and activity are required to be anonymous and should not be revealed. 

3. IMSI support requirement: Network can ask UE to reveal IMSI and re-register in order to ensure service continuity, if the visited network is unable to correlate the TMSI. This is supposed to be used very sparingly.

In what follows we will show that the non-linkability and anonymity requirements will be completely compromised, if an eNodeB is compromised even if the IMSI support requirement is invoked only once.

Under the above hypotheses, an adversary who has access to the eNodeB  (i.e., a legitimate cell-site service technician) can break the RNTI to IMSI non- linkability requirement. This also leads to a violation of the anonymity requirement.

We begin with the model that a service technician can play adversary. As an adversary the technician can “force” the eNodeB to request
 any targeted UE (identified using RNTI) to reveal IMSI. The adversary can accomplish this since the assumption is that the adversary is trusted to gain access to the eNodeB (e.g., legitimate service technician) and since the computing environment is not secure the adversary can invoke an external software module to request any targeted mobile to reveal the IMSI. The targeted mobile responds with the IMSI, and subsequently a re-registration procedure (including a new TMSI, and new RNTI) is completed. The adversary can now link the RNTI (both new and old) to the IMSI thereby compromising the linkability requirement. In addition, the adversary can link the new RNTI to the previous and every possible old RNTI of the same user that has been tracked. The adversary can track the subscriber in the future, as well as for the entire duration of the subscriber’s session (including mobility patterns, idle modes, active modes, durations, etc.). This is a violation of the anonymity requirement.

This attack does not require the compromised eNodeB to query the MME. It is not clear if the TMSI will be revealed in this process. However, the exact aGW that the targeted mobile is anchored with, will easily be revealed by monitoring “northbound” packets between the eNodeB and the aGW. The only circumstance under which TMSI will be revealed, is if there is a “cache” at the eNodeB that links RNTI to (TMSI, aGW) pairs for routing/tunneling purposes. 

Remarks

1. In legacy UMTS systems (Release 99 through HSPA systems) this attack is not applicable primarily due to the fact that RNTI assignment and reassignment are managed at the RNC, which is expected to be in a protected secure location;
2. Creating a chain of temporary identities that finally tie to a specific IMSI cannot countermeasure this attack;
3. Ensuring platform security, including secure computing environment, which warrant that adversaries cannot launch their code, will defend against this attack;

4.4 Compromising management plane security

The dramatic growth of commercial wireless networks has also led to an increase in complexity of managing these networks. More and more of the management operations are automated, and use IP based addressing and security mechanisms. For instance using IP based addressing, a network administrator can safely turn off insecure protocols such as telnet, ftp, rpc, JDBC, SNMP, etc., and replace them with SSH, IPSec, SNMPv3, etc., respectively. In order to successfully implement these secure protocols, it is imperative that network administrators use a scalable key management method wherein any two network elements are allowed to talk to each other. This necessitates the use of scalable key management protocols based on public key cryptography. Recall that, public key based methods such as RSA require a (public, private) key pair wherein the public key is actually certified by a certificate authority. Increasingly, network operators are embracing this technology due to the efficiency, ease of operation, and potential OPEX savings. However, one potential downside to the use of these techniques is the significant cost associated with key revocation mechanisms and subsequent key re-administration in the event keys are compromised.
Under the threat model that we have been using throughout the paper, it is clear that if a cell-site is compromised then all the management plane security keys are also compromised. In what follows we list a few consequences of such compromises:

· Expensive key revocation mechanisms have to be invoked followed by equally expensive key re-administration mechanisms. These procedures may have to be repeated often enough even if only one cell-site is compromised.

· Compromises of this nature are actually very hard to detect, making the administration procedures even more difficult.

· If keys are compromised, and no action is taken, then the adversary can pretend to be a “legitimate” network element to the rest of the network and in fact to the rest of the world if that network element is at the interface between service provider networks.

· Compromises can lead to adversaries even gaining access to valuable base station software updates. This is because, software upgrades to network elements is already being done via a secure tunnel between network elements and the element management system. This allows adversaries to easily launch false base station attacks – adversaries don’t even have to pay to launch such attacks!

· Almost all Operation, Administration, and Maintenance operations are compromised if management plane security keys are compromised. Adversaries can turn network elements “on” and “off” at will, creating random glitches in the network. Such glitches can lead to customer complaints and serious dissatisfaction and eventual drain on customer loyalty thereby leading to serious loss of revenue. 

· Additionally, “call usage records” are generated at the cell-site since radio resource control is managed at the cell-site. Recall that radio resource usage is based on the time the connection is active. These usage records will then be transported to the aGW for further processing before CDR’s are generated in the format applicable to the corresponding billing system. Next generation LTE/SAE systems are expected to provider richer class of service types, leading to complex billing models and usage formats. Hence there is an increased need to protect call usage records. These are not addressed by the standard and are often left to the implementations of the management plane to address the security aspects. In the event management security keys are compromised, call usage records are also under threat.

For all the above reasons, and many more that we have not discussed, vendors are already including cost-effective secure tamper resistant storage modules to network elements that are vulnerable or located in physically insecure locations. 
5. Summary
In this contribution we consider the vulnerabilities stemming from RRC security termination at the eNodeB:

1. Based on the threat model adopted by SA3 and used to design the security architecture in [NGMN-7’05], we present multiple attacks including:

· A series of snooping and active DoS attacks aimed at preventing targeted users as well as targeted cell-sites;
· A simple list of techniques to steal service without compromising the MME; in particular we present a new and practical roll-back attack which is very simple to execute and provides an effective mechanism to steal service,

· An eavesdropping attack on targeted mobile conversations without compromising the UPE,

· A mechanism to compromise user anonymity and non-linkability requirements, 

· Compromises on management plane security functions leading to, loss of revenue, and increased operational expenses;
2. None of these attacks are applicable to legacy UMTS systems. 
3. The countermeasures span physical and platform security of the eNodeB. They comprise secure tamper resistant hardware coupled with a secure computing environment at the eNodeB. 
6. Conclusions
We kindly ask SA3 to add the threats/attacks and associated countermeasures described in this contribution to the SA3 TR Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution (Release 7) [Rationale].
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7.1
Abbreviations

CAPEX
Capital Expenditure

eNodeB
Evolved NodeB

eUE

Evolved User Equipment

eUu

Evolved Uu-interface

MM

Mobility management

OPEX

Operational Expenditure

RRC

Radio Resource control

UP


User Plane




















































































































































































































































































































































































































































































































































� This attack will not only lead to theft of service, but targeted victim’s privacy is also completely compromised without any compromises to UPE.


� This problem was exploited in [MITM] and [Patel ‘04] as well. 


� This assumption is very standard and has proven to be practical. Recall that a mobile node connects to a network with the strongest signal. An attacker can easily set this up by transmitting with a relatively high power and drowning out other signals. It was precisely to deter false base station attacks, UMTS systems evolved from simple one-way authentication (using triplets) to mutually authenticated AKA. In our case, where the adversary has control of the eNodeB, the “transmit power” of the pilot can be tuned down temporarily by the malicious entity and simultaneously boosting the power of a false base station that is built by the adversary and can co-exist with the compromised eNodeB in the same cell-site.  These false base stations are easy to build and a flourishing grey market for such products already exists.


� Observe this is neither an active air-interface attack nor a false base station attack. In fact this attack does not assume that RRC integrity keys are compromised!





