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1. Introduction

This contribution re-introduces some the discussions on the architectural principles of the LTE security and also discusses solutions that could be used for encryption of the NAS messages.  

The goal of this contribution is to add this discussion and proposed solutions to the SA3 TR Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution (Release 7).

2. Discussion

2.1 Validity of the security association

RAN2 at its recent meeting confirmed their general understanding of the following:

A default bearer is established at the time of Attach. The relevant security context has to be established and started prior to the establishment of the default bearer.  The security association is then retained at the aGW and the UE for the NAS signalling and for the user data until the UE detaches from the network.  

The RRC security context is established and started whenever the RRC connection is established.  The security association is  retained and transferred from one eNB to another during handover until the RRC connection is released.

2.2  Start of Encryption and the Encryption of NAS message contents

In UMTS, encryption is started or reconfigured using an explicit Security Mode Command.  The use of explicit signalling messages adds to the delay in the establishment of the procedures.   This is perhaps more relevant when there is a reconfiguration.  

Since LTE encryption of the NAS messages in the MME is independent of the encryption of the user plane, it brings new flexibility,  In UMTS, RLC performs the encryption,  RLC treates signaling identically to UP.  In LTE MME does the encryption on its own and it only needs to encrypt NAS messages - so the encryption functionality can be tailored for this purpose..

Each LTE NAS message can be ciphered individually in the MME. , It is possible to have non-ciphered header information elements in each NAS message and a ciphered remainder of the NAS message.  This unciphered  header information elements can be used to carry information such as Start ciphering, Security algorithm being used etc.  So, for example, the new MME in its first NAS message could indicate to start ciphering and the security algorithm being used for this NAS message.  This not only eliminates the need for an explicit security mode command procedure but also gets around the problem of MME relocation involving a change in ciphering algorithm.  It also avoids the complexity of having to handle the Security mode command with a future activation time because the security is started on receipt of this message itself.

Similar principle could also be used for RRC messages.  This also provides RRC with the independence in terms of security configuration and can avoid interactions between NAS and RRC to control the start of RRC encryption, algorithms etc.

3. Proposal

This contribution discussed the security principles which could be used in LTE. It is proposed that SA3 evaluate if it sees any additional security risk from the proposal to have NAS or RRC messages which contain an unencrypted header portion to carry security context information (similar to start of security).  

We kindly ask SA3 to add the discussion and associated solutions described in this contribution to the SA3 TR Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution (Release 7).

