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******************************Begin of changes*********************************
Abbreviations

For the purposes of the present document, the following abbreviations apply:

aGW
Access Gateway

(D)DoS
(Distributed) Denial of Service

ENodeB
Evolved Node-B

LTE
Long Term Evolution

MAC
Media Access Control

MME
Mobility Management Entity

NAS
Non Access Stratum

RAN
Radio Access Network

RB
Radio Bearer
PDCP                  Packet Data Convergence Protocol
RRC
Radio Resource Control

SA
Security Association

SAE
System Architecture Evolution

SMC
Security Mode Command

UE
User Equipment

UPE
User Plane Entity

******************************Next change*********************************

3.2 Threat of UE tracking

3.2.1 Threats 

A) Tracking User temporary ID 
Even though it is not yet settled how temporary RAN identifiers are going to be used in LTE, it is close to certain that some thing along the lines of U-RNTI used in UMTS will be present. Depending on the security mechanisms applied to the assignment of these identifiers, it may be possible to track users.

There are two main threats to consider:

1. The attacker is able to track (and record actions taken by) a UE as it moves between ENodeBs, but cannot immediately determine the user ID from the temporary ID(s). At a later stage the UE may reveal information (e.g., it connects to a web-service owned by the attacker where the user is required to give his name). When this happens the attacker can correlate the temporary ID with the user's name, and will be able to deduce that the user performed the actions previously recorded.

2. The temporary ID is assigned in such a way that the attacker immediately can correlate the temporary ID to the user's ID. For example, the user reveals his IMSI during the attachment procedure, and gets the temporary identity assigned in the clear. UMTS has the possibility to re-assign the temporary ID after confidentiality protection is activated, which counters this threat.

Editor’s Note: there is other info other than ID which may give possibility of tracking.

 B) User tracking due to Linkability of IMSI/TMSI  and RNTI

A disadvantage of the 2G/3G temporary user identity confidentiality scheme is that a false network/eNodeB can always claim to have lost the TMSI and can ask the UE to reveal the IMSI upon registration. This will allow an attacker to record the usage of all (temporary) identifiers at the air-interface and then backwardly trace the UE behaviour when he succeeds in getting the IMSI correlated to the current TMSI. This attack may be difficult to prevent (See Section 3.1 IMSI catching) (only the successfulness to re-construct a UE’s behaviour backwards in time can be limited. Essential to this is that the RNTI shall be unlinkable to the TMSI for an outsider. 

In state LTE_IDLE and LTE_ACTIVE there exists a security association between the UE and MME, which can be used for protecting TMSI reallocations. But in LTE_IDLE the eNodeB does not possess a security association with the UE. The TMSI needs to be disclosed every time the UE has to contact MME from state LTE_IDLE (RNTI or similar identifier cannot be used to identify the requesting user to the MME).

This means that a passive attacker may be able to link the user’s behaviour between different active sessions when TMSI is kept fixed, following an unexpected IMSI-TMSI disclosure by the network. The active attacker does not need an accidental IMSI-TMSI disclosure but can remount his attacks again during each next idle period.

C) User tracking due to IP-address linkability towards TMSI/IMSI/RNTI

The UPE stores a UE context, e.g. parameters of the basic IP bearer service, keeps network internal routing information. The MME can store the UE context for long to allow for (re-)registration with temporary identity (user identity confidentiality). Within LTE the user gets an IP-address from the moment the registration (and authentication) has been successfully performed. 

TR 25.813 V101 of table 10.1 currently describes within a NOTE that the protocol stack layer in which the ciphering takes place is FFS. 

Assumed that user plane ciphering would be done at IP level than the initial assigned IP-address (allocated by confidentiality protected NAS signalling (requires UPE/MME cooperation)) would be disclosed when starting data transfers. 

Editor’s Note: It needs to be checked whether IP-addresses will be sent in clear text or not.

When the IP-address would be kept static for a long time, it could allow the passive attacker to correlate reallocated TMSI with these static IP-addresses, and this would weaken the TMSI re-allocation scheme.

AS the User plane ciphering is being performed below/integrated to the PDCP layer, cf. section 4.3, there is no need to require frequent IP-address allocation as the IP-packets are tunnelled and encrypted within ‘PDCP-ciphering’.  This also means that IP-address privacy mechanisms need not be used (e.g. MAC addresses in IPv6). However the identifier that is being used within ‘PDCP’ should then be re-assigned at least as frequently as the TMSI re-allocation. 

NOTE:  With user plane ciphering not activated, the passive attacker is not only able to observe the IP address of a user but might also be able to observe application layer identifiers, and as such be able to bypass TMSI-IMSI secure reallocation mechanisms.
D) Tracking based on new and old RNTI mapping

SA3 was notified in S3-060341 that C-RNTI will be used to identify a UE:

-
The C-RNTI provides a unique UE identification at the cell level.

-
It is assumed that this identity is used for scheduling unless the cost would turn out to be too high and the introduction of a separate MAC-Id is required.

RAN2 has agreed that C-RNTI is pre-allocated in the target eNB and transferred to the UE in Handover Command (see R2-061714). This means that a passive attacker can link new and old C-RNTIs together unless the allocation of C-RNTI itself is confidentiality protected.

E) Tracking based on handover signalling messages

Serving eNB commands UE to a target eNB with Handover Command message. UE sends Handover Confirm message to the target eNB. A passive attacker can map these messages together and conclude that a UE has changed eNB. This is just an example of what information an attacker can deduce from the RRC messages, which are not confidentiality protected. Note that identifying messages based on small differences in the message lengths is not obvious or most probably not even possible as the packets are sent in full frames etc.

F) Tracking based on cell level measurement reports

UE sends cell level measurement reports to the eNB within the RRC protocol. A passive attacker listening to the measurement reports from UEs can follow UE’s movements based on the reports and track the position of the UEs more accurately than the information of current cell location. Note also that the location/position based services may be based on the cell level measurement reports.

G) Tracking based on packet sequence numbers

If the user plane (RLC, PDCP) or control plane (RRC, NAS signalling) packet sequence numbers are continuous it is easy for a passive attacker (listening) to follow UEs with high possibility based on the packets only (i.e. following the sequence number sequences).
A passive attacker can listen to user and control plane (AS and NAS) packets and track the UE based on the continuity of the packet sequence numbers between handovers or idle-to-active mode transitions.

3.2.2 Countermeasures

A countermeasure against these attacks is to confidentiality protect the assignment procedure of the temporary identities. Note that to fully counter the threat, it may also be necessary to confidentiality protect the measurement reports from the UE to the NW, since otherwise an attacker can predict that the UE is about to handover to a new cell, and then follow the UE to the new cell.

There are other ways than ciphering all NAS signaling messages. Several alternative solutions are listed below:
Editor’s Note: The solutions 1 and 2 below are only a secondary choice under the assumption that there is no NAS confidentiality protection when sending temporary NAS identitis. Similar countermeasures may be also used for RNTI.
Solution 1:

Before generating a new temporary identity, network should share keys with user. These pre-shared keys are used to deduce a key which is used to cipher the user temporary identity. Some fresh parameters should be included in procedure of deducing key to ensure the freshness of key. In message of allocating user temporary identity, a ciphered temporary identity is sent. Fresh parameters are also sent. UE uses pre-shared keys and fresh parameters to deduce the key and use it to get the user temporary identity.
Solution 2:

Before generating a new temporary identity, network should share keys with user. A new temporary identity is deduced by using pre-shared keys both in network and UE. Some fresh parameters should be included in procedure of deducing key to ensure the freshness of user temporary identity. In message of allocating user temporary identity, only fresh parameters are sent.
Editor’s note: Since the length of TMSI is short, there may be hash collision. The value of fresh parameter needs to be clarified.
3.2.2.1 Countermeasures against unintentional disclosure of IMSI by UE and MME

Requirement-1: The TMSI on initial and re-allocation by the MME shall be transferred via NAS signaling (confidentiality and integrity protected) towards the UE.

Requirement-2: The MME shall store the TMSI sufficiently long after user de-registration (transition to LTE_DETACHED) or Tracking Area-update time-out, in order for the user to be able to register again with TMSI.

Editor’s Note:  The time for the MME to keep the TMSI value is implementation dependent. It needs to be clarified what is sufficiently long.

Requirement-3: The UE shall give priority to use the last received TMSI over IMSI/IMEI when identification towards MME is needed.

3.2.2.2 Countermeasures against tracking a user between different LTE_ACTIVE and LTE_IDLE sessions.

In order to prevent that a currently valid RNTI (which may be allocated insecurely) cannot be linked to the future TMSI i.e. via TMSI disclosures via MM-signalling in LTE_IDLE (e.g. periodic TA update) after the transition from LTE_ACTIVE to LTE_IDLE, it is necessary to perform TMSI reallocation after having activated NAS ciphering by the core network.

Requirement-4: The TMSI shall be re-allocated after each transition to LTE_ACTIVE transition when having activated NAS-security (and shall be transported confidentiality protected to the UE). 

Editor’s Note: It needs to be investigated whether it is sufficient to reallocate the TMSI on each cell change (rather than change to LTE_ACTIVE) in order to reduce NAS-signalling overhead. It needs also be studied how frequent these transitions can be.
In this case the RNTI can only be linked with the cleartext TMSI used within the MM-procedure that initiated the previous state transition to LTE_ACTIVE. This prevents backwards traceability as the attacker cannot ask the IMSI related to the old TMSI anymore.


[image: image1.emf] 

UE  

eNodeB  

aGW  

Pa ging/Signaling response with TMSI - a  

LTE_IDLE  

LTE_ACTIVE  

LTE_IDLE    

Ciphered allocation of TMSI - b    

Paging/Signaling response with TMSI - b  

Lifetime of RNTI,    TMSI - b not disclosed  

Unprotected disclosure of TMSI - a  

Unprotected disclosure of TMSI - b  

time  


Figure 1: IMSI Re-allocation in Time

The requirement 4 will result in isolation of the effects of user traceability against the passive attacker on accidental IMSI disclosure (e.g. TMSI mismatch)
.

Restriction: The active attacker however can successfully retry after the user enters LTE_IDLEs state, after the first MM-signalling (e.g Tracking Area Update) that needs to be identified by a TMSI and ask the user to identify himself with IMSI. This will allow the attacker tracing the user’s behaviour during the next LTE_ACTIVE period assuming the RNTI allocation is not secure. The attacker will not be able to trace the user behaviour passively after that period without remounting the active attack.

Another countermeasure is to disallow the IP-address visibility. But if IP-addresses are exchanged in cleartext then the reallocation of the IP-addresses shall be of a comparable frequency as the TMSI-reallocation.

Editor’s Note: Frequent IP-address changes may have undesirable affect on the layers above IP.

3.2.2.3 Countermeasures against user tracking via RNTI during LTE_ACTIVE

A secure RNTI reallocation mechanism might further help in limiting the traceability of a particular user. It needs to be investigated whether the complexity that comes with it, warrants an increase in ID-confidentiality. An active attacker can use the LTE_IDLE state for his attacks. A passive attacker needs to take advantage of accidental IMSI disclosure. Under these circumstances it may be acceptable that the RNTI is transported and allocated without requiring confidentiality protection.

There exist several secure RNTI re-allocation solutions, with different complexity. It is thereby assumed that the assignment of an initial RNTI (could also be an initial MAC-ID) is being performed by the eNodeB before it is possible to confidentiality protect the transport of the RNTI to the UE. Following two alternative countermeasures therefore are intended for the secure reallocation of the RNTI.

A) Use of RRC encryption: In that case the RNTI could be re-allocated after activation of air-interface security and transported confidentiality protected to the UE. (this concerns both the state transitions from LTE_IDLE and LTE_DETACHED to LTE_ACTIVE). 

B) Use of a derivation function at both the UE and the eNodeB to derive a secret subsequent RNTI that can be used without having to transfer the new RNTI-value. A potential problem with this is that collisions have to be avoided when generating the new value as the RNTI
 has a limited length. This can be prevented by using a RAND that is chosen by the eNodeB, potentially going through some iteration by re-choosing RAND at eNodeB, in order to generate an unused RNTI value. Such a derivation function may be:  new RNTI = HASH (old RNTI, RRC integrity key, RAND) and needs to be implemented on the ME en eNodeB.

Editor’s Note: These solutions would potentially help to defend against the threat where a person is first passively identified and located, and then his position is tracked via used radio identifiers.
3.2.2.4 Countermeasures against UE tracking based on the sequence numbers

we propose to have RRC ciphering, similar to the UTRAN:

a) RRC ciphering prevents attackers from mapping RRC messages together during handovers (like "Handover Command" with "Handover Confirm")

b) With RRC ciphering new C-RNTI, which is transferred in the Handover Command message can not be linked to the old/current C-RNTI 

c) With RRC ciphering an attacker can not track the UE based on the cell level measurement reports

3.2.2.5 Countermeasures against UE tracking based on packet sequence numbers

The packet sequence numbers must NOT be continuous over the air between handovers and possibly also between 
idle-to-active mode transitions: 

The user and control plane packet sequence number sequences must not be continuous over handovers and idle-to-active mode transitions in the over-the-air signalling. The sequence number must be continous for the ciphering function during a key lifetime. Thus, one possible solution is to use a random offset to make the user and control (AS and NAS) plane sequence numbers discontinuing in the over-the-air signalling. These random offsets are selected by the eNBs and carried along with the new C-RNTI to the UE via source eNB during the agreed handover procedure.

There are comments on this countermeasure as: 

Attacker may not trace the user successfully by listening packet sequence. 

If it is decided that sequence number should be discontinuous, above solution is just an alternative solution. There may be other solutions to mitigate the risk. 

If random offset solution is used, it can only be concluded that C-RNTI and random offset should be confidentially protected. Both C-RNTI and random offset are not long in size. Some solutions can be used to provide confidential protection to C-RNTI and random offset rather than ciphering all RRC signalling. 
The result from 3.2.2.4 and 3.2.2.5 is that a passive attacker can not track/follow the user based neither on control nor user plane packets.

3.2.3 Conclusion 

LTE/SAE shall support the same level of User Identity Confidentiality as today’s 3GPP system (e.g. Idle mode signalling and attach/re-attach with temporary user identities)

NOTE: This is from Section 5 of TR 23.882 (Requirements on the architecture):

3.2.4 Track of the decision
See the conclusion of 11 “MAC, RLC and RRC layer security “ on RRC ciphering.
******************************Next change*********************************
3.3 Forced handover 

3.3.1 Threats within LTE

Threat 1: 

In this threat we assume that the attacker is in possession of the currently used RRC keys because UE has previously been connected to the compromised eNodeB and the RRC keys have NOT changed since then.
The compromised eNodeB sends a false handover command message on behalf of its currently serving eNodeB to UE commanding UE to hand over to

a) the compromised eNodeB, which then drops the connection to UE.

b) another eNodeB within the same SAE/LTE access network that is not prepared to handle UE, which will again make the UEs connection drop. 

In both cases UE is denied service. 

Threat 2: 

A compromised eNodeB sends a powerful signal so that all UEs in its vicinity are handed over to the compromised eNodeB. Once the HO is complete, the compromised eNodeB drops the connection. As a consequence all UEs in the vicinity of the compromised eNodeB are denied service. 

3.3.2 Countermeasures

For threat 1:

The attacker is only able to address UE when connected to another eNodeB if he knows the RNTI assigned to UE. If the RNTI is assigned with NAS involvement, an attacker in possession of the RRC keys does not have access to the assigned RNTI unless he can guess it from time-relations or because there is a limited range of RNTIs. It is important to note that the RNTI assignment is not decided upon. However, it may be of interest to introduce an RNTI assignment in two steps such that an initial temporary RNTI is assigned without NAS involvement and then a more permanent RNTI is assigned with NAS involvement after the NAS security is established.
Even if the attacker is in possession of the RNTI and the currently serving eNodeB drops the connection to UE, UE will try to establish a new connection with the best available eNodeB. In case the same RRC keys are used after the establishment of the new connection the attacker may be able to repeat the same attack several times. In case new RRC keys are used on a non-compromised eNodeB after the establishment of the new connection, the attacker cannot mount the attack again. 

Furthermore, the above attack requires the attacker to send an individual false handover command message to each victim UE. As opposed to this a jamming of the corresponding radio frequencies of the currently serving eNodeB would affect all UEs in its vicinity at once.

The attacker can indeed extend the scope of his attack beyond a compromised eNodeB under his control, but the extension is fairly limited as the users must have been attached to the compromised eNodeB at one time. NAS involvement in the RNTI assignment would help to mitigate Threat 1, but may not completely prevent it.

For threat 2:

Threat 2 has a similar effect as Threat 1 as UEs are denied service. However, possible victims of the attacks previously described are only UEs that were at some point connected to the compromised eNodeB and the attacker has to explicitly address each victim UE. As opposed to this all UEs that are currently in the vicinity of the compromised eNodeB are possible victims of threat 6 and all of them can be denied access at once.

Threat 2 is one example for a threat that cannot be mitigated by the use of separate keys, but seems to be easier to mount and more effective than Threat 1. Furthermore, the use of separate keys seems much more complex than the use of common keys. As threat 6 shows, the security gain seems to be quite limited, which speaks in favour of using common keys.

 3.3.3 Conclusion
NAS signalling is used for local authentication, key agreement, algorithm negotiation, and negotiation of parameters that are needed for ciphering and integrity protection of NAS signalling and ciphering of U-plane (integrity protection of U-plane is FFS).
 3.3.4Track of the decision

******************************Next change*********************************
4.5 (D)DoS attacks against ENodeB from the network 

4.5.1Threats

A) A network node from the network, which is overtaken by an attacker, launches a logical (D)DoS attack against the ENodeB(s) by sending selected packets towards the ENodeB(s). 

4.5.2 Countermeasures

ENodeBs should not reserve any resources based on signaling without proper authentication. This would mean that the ENodeBs do not trust other ENodeBs without proper authentication. 

 4.5.3 Conclusion

 4.5.4 Track of the decision


******************************Next change*********************************
4.6 (D)DoS attacks against ENodeB from UEs 

4.6.1 Threats

A) The attacker impersonating a UE sends selected packets against the ENodeBs to deny ENodeB services from others. 

B) The attacker could launch a logical (D)DoS attack towards the ENodeBs from the RAN side. 

C) The attacker could send random radio signals that impede the physical layer communication (radio jamming)

4.6.2 Countermeasures

The countermeasure is to integrity protect signaling after successful authentication. Before the UE is successfully authenticated, protocols should be used that are not highly vulnerable to (D)DoS attacks (for example cookies to avoid blind DoS attacks).

Editor’s note: The countermeasures for detection and report against jamming attacks need to be further detail.

Threat B) can be mitigated with mutual authentication between UE and ENodeB based on ENodeB-specific session keys. There are two possible solutions after that:

· Session keys are bound to the ENodeB identity and the master key for deriving ENodeB specific session keys are stored only in the UE and the MME. Attackers cannot leverage compromise of one ENodeB to compromise other ENodeBs. ENodeBs do not contain long term UE session keys (ENodeB keys with the MME are there) and they can not derive or create keys for other ENodeBs. Using the UE-ENodeB session keys provides protection against logical DoS attacks based on mobility signalling between ENodeBs. Context transfers and/or handoff commands can be authenticated and thus resource depletion attacks are mitigated. Attackers can’t hijack UE’s application level protected sessions with a hijacked ENodeB. Attackers can’t hijack UE-MME session or initial access authentication key material with a hijacked ENodeB. Based on the ENodeB specific session keys attackers can’t hijack sessions with other ENodeB with a hijacked ENodeB. Because of the separate UE session keys with every ENodeB, an attacker can not hijack UE sessions moving out of the hijacked ENodeB. 
· After mutual authentication, rate limitation can be used to limit the amount of resources one UE can consume.
Radio jamming (threat C) attacks can be made with special hardware and countermeasures for these are not feasible to implement. However, jamming attacks may be detected and reported.

4.6.3 Conclusion

4.6.4 Track of the decision


Draft Report SA3#42: “So, at this stage there is no convincing argument that separate keys have significant benefit, but SA3 would like to reserve the right to continue study on it. It is understood that RAN still needs to go forward with the Handover, architecture and it was decided that RAN should be given the go ahead on common keys. “

******************************Next change*********************************
8. U-plane security 

8.1 Consequences of (not) applying user plane integrity protection

Issue-1: Adding MACs to each user plane packet reduces the available bandwidth.

While it could be supposed that LTE access should not have the bandwidth limitations of 2G/3G systems, it should still be a design goal to maximize the available air interface throughput and minimize delays. Applying integrity protection to short packets (e.g. VoIP), adds a non-negligible amount
 of overhead. 

As an example suppose a voice sample with length 40 bytes. It requires a 20 byte IP header, 8 bytes UDP header and a 12 byte RTP header to transport on an IP network. The IP/UDP/RTP header can be compressed (e.g. ROHC according to RFC3085).  Applying HMAC-SHA-1 produces a 160-bit MAC value which could be truncated e.g. to 128-bit (16 Byte). Suppose that the header compression succeeds in a 40 to 5 byte compression leading to a packet of 45 byte. Then adding a MAC of 16 bytes adds an overhead of 16 byte to the 45 byte and thus increases the packet size by 35%. If we decrease the MAC-length then adding integrity protection codes will consume less bandwidth but at a lower security level. Adding an 8 byte MAC code to each IP-packet, which could be seen as a minimum from a security point of view, would still expand the packet size by 17,5%.

Editor’s note: the length of the MAC could be much shorter, e.g, 4 bytes.
The calculation above assumes that there is one IP packet per PDCP PDU
. Possibly several short IP packets could be put into one PDCP PDU. This would reduce the MAC-overhead, but increase the effect of a bit error.
Issue-2: Most IP packets are small

The contribution R2-061858 to the RAN2adhoc in June concludes that it is important for an LTE access network to provide for efficient transmission of large fractions of small packets. We quote from that contribution: ‘ Internet traffic analysis studies (e.g., [1], [2]) highlight an important aspect that should be considered within the RAN groups in the context of LTE: more than 50 percent of all IP packets in the Internet are small (roughly 40 bytes or less). To a large extent those are the TCP acknowledgements and TCP connection management messages (SYNs / FINs). Note that a TCP receiver typically acknowledges every other data packet. Thus at least one third of the packets of a TCP-based bulk data transfers are TCP acknowledgements.

When assuming for an SAE/LTE access network a larger share of VoIP traffic then an even larger percentage of IP packets will be small. And when also assuming a wide use of IP‑based header compression within an SAE/LTE access network then those small IP packets will result in even smaller PDCP PDUs (e.g., roughly 5 bytes in the case of a TCP acknowledgement). ‘  
So we conclude here that adding integrity protection will cause a considerable overhead when performed at PDCP layer both for TCP and for VoIP traffic (cf. Issue-1).

Issue-3: Implications on conversational (real-time) voice.

Most audio/video encoding schemes will produce acceptable quality from the user point of view, even in the presence of bit errors. When applying integrity protection, a single bit error, either in the data portion of the packet or in the MAC portion, will cause a packet to be dropped. The effect may be non-acceptable voice-quality, dependent on the value of the BLER (Block Error Rate) that is expected to be higher at the cell-edges.

Editor’s note: the value of the BLER is an assumption of SA3, and that it needs to beconfirmed by RAN groups. 

Issue-4: Implication on streaming media.

In general on streaming media fewer problems are expected regarding quality when packets have to be thrown away at the receiver because of integrity check failures. This is due to the fact that packet buffering applies at the receiver and missing packets could be retrieved by the application before play-out (retransmission requests). Whether this can be done without noticeable effect on the application depends on the buffer size and the round-trip-delay.

Issue-5: Effects on information retrieval services (Bursty in nature).

The TCP layer provides the reliability for many upper layer applications/protocols (e.g. http), and thus ensures that missing packets are re-fetched. PDCP packet drops due to failed integrity protection would be corrected. However, using TCP results in the use of many short packets (issue-2).

Issue-6: Integrity services may be provided already at the upper layers.

Applications that require high security will use application layer security mechanisms (e.g. TLS) and these services mostly run on top of TCP (issue-5). However, SA3 decided that the security features of LTE should be developed as an independent toolbox without taking into account application layer security services.

Issue-7: The benefits for an attacker replaying/modifying encrypted packets are practically not so clear (no integrity protection)

It is well-known that encryption alone does not provide integrity protection features, but practically encryption alone may already increase the complexity to mount a successful attack. 

Considering the effects of packet modifications, it may not be so difficult for an attacker to meaningfully modify packets in the presence of encryption. Especially in the case of a stream cipher if the attacker knows e.g. the IP address of the target and the position of the IP address in the bit stream, the attacker can change it to any other IP address without having to break the stream cipher. This could be used in a redirection attack. Encryption of the UP traffic on one hand makes it more difficult for an attacker to determine the location of the IP header(s) within a PCDP PDU. In addition, in order to modify the destination address of an IP packet that is encrypted with a stream cipher, the attacker has to know the original destination address. A prudent security design would include user plane integrity protection in order to future-proof the system. 

Packet substitution or packet insertion of formerly sent (encrypted) packets will fail due to unmatched sequence numbering (SN)
 of the payload as this SN is used within the key stream generation (cf. UMTS).

Issue-8: The benefits for an attacker replaying/modifying unencrypted packets (no integrity protection)

As there is no packet authentication for user plane data in this case, this allows packet modifications (e.g. redirection attacks) and replays. When we assume that Network Domain Security is applied on the S1-U
 reference point in order to counteract S1 reference point threats, then the attacker needs to be active on the air-interface. In this case there is a benefit to apply user plane integrity protection. Dependent on the type of application this may reduce the perceived quality and available throughput (see issue-1/2)

Issue-9: Adding user plane integrity protection adds complexity/cost

Adding user plane integrity protection is not more costly from a performance point of view than ciphering alone. Assume that UIA1 and UEA1 can be reused then applying both ciphering and integrity protection seems to require twice as much cryptographic performance as for a UMTS UE. Keyed hashing can be done very fast. But for short packets integrity protection adds considerable overhead (cf. Issue-1/2). From an algorithm implementation point of view most implementation may be shared with the ciphering algorithm (e.g. UIA2, UEA2), but this is not the case generally. When we suppose that user plane ciphering is based on a stream cipher then most of the complexity, i.e. sequence number handling, is already there. Note that as described below, secure activation of integrity for user plane needs to be ensured.
Issue-10: Activating user plane integrity protection when optional for use
.

The network shall decide whether integrity protection shall be used. This decision may be taken by the network based on operator settings. These operator settings could describe e.g. that user plane integrity protection shall be activated if no user plane ciphering is activated or that e.g. for VoIP integrity protection shall not be activated. In the latter case the UPE needs to be involved in security activation. If this introduces complexity (so extra costs) is for ffs. In any case the UE needs to be informed securely about the network preference via NAS protected signaling.

Editor’s note: User plane integrity protection is FFS.
8.2 Conclusion


In case of separated MME and UPE, MME informs UPE about the security configuration for user plane ciphering.

******************************Next change*********************************

11 MAC, RLC and RRC layer security 


























11.1 MAC and RLC Security

In SAE/LTE the number of different MAC entities is reduced compared to UTRAN (e.g. MAC-d not needed in the absence of dedicated transport channels). The following analysis is under the assumption that there is no confidentiality or integrity protection at MAC layer.

In downlink (DL), anyone can receive the DL L1 control channel and find the DL time-frequency resource of a certain C-RNTI. Since TB is not encrypted, anyone can read TB to find the MAC C-PDU and D-PDU. Since C-PDU is not encrypted, anyone can read C-PDU. C-PDU in DL has the information only on ARQ, HARQ ((Hybrid) Automatic Request), not UE-specific information. Since D-PDU header is not encrypted, anyone can read sequence number, LCID (logical channel ID added by MAC), etc. If the plain text sequence number is NOT continuous in the handover, basically nothing can be followed. The payload is either RRC message or data from PDCP. The user data from PDCP is encrypted and resistant to confidentiality attack.

In uplink (UL) anyone can receive the UL L1 control channel and find the UL time-frequency resource of a certain C-RNTI. Because UL TB can be also received/demodulated/decoded in sub-frames, anyone can know the proper sequence number to be sent in the next sub-frame. But reusing that C-RNTI just collides with the transmission from the correct UE that has the C-RNTI. So, the only way to reuse C-RNTI is by requesting the capacity first by using the UL buffer status report MAC C-PDU. This C-PDU also does not have any UE ID inside, and the UE is supposed to be identified in L1. Thus, if UE is not properly checked in L1 (or if nothing is added in MAC), anyone can send UL buffer status report MAC C-PDU by reusing C-RNTI of other UE. 

Buffer status reports from UEs to the eNBs are not protected and may be used by an attacker to make the eNB believe that other UEs don't have anything to transmit and get more resources as a result. The attack may also result in faster initial access times for the attacker (for example a burst of packets). However, the real UE is also sending buffer status reports, although not during DRX period if there is no urgent uplink data in the UE. As a result there may be a conflict in the eNB if an attacker is also sending reports on behalf of other UEs. It may be difficult to launch this attack as the UEs must follow the allocation tables. If they do not follow the allocation tables, the eNB can not decode the packets (noise).

If buffer status reports are sent in a random access channel (RACH) the attack is easier. RACH is used, when the UE is attaching to the eNBs as well. Sending false attach requests may be possible. The attack is comparable to Denial-of-Service attack as the attacker needs to send attach requests fast enough to consume the resources in the RACH.

A smart attacker can affect packet scheduling, load balancing, and admission control with false buffer status reports, but analyzing the real threat from these is not possible without proper knowledge of the algorithms (e.g. if the packet scheduling algorithm uses only the latest buffer status report or multiple reports to make decisions). Possible case might be that an attacker attacks only few other UEs and thus makes the attack more difficult to trace or notice,  

The MAC header contains no sensitive data being mainly related to framing and segmentation. Apart form the MAC header, the only unprotected part of MAC is the peer-to-peer signalling, which is related to outer ARQ, retransmission window handling, and buffer status reporting. There is no confidential information in these messages. 

Message insertion, deletion or modifications are not useful to the attacker, because the only result is the deterioration of the service, which can be achieved by simpler means (e.g. a simple analog interference transmitter, radio jammer). The only exception here might be the unprotected buffer status report, which may be easier and more effective for an attacker to use than radio jamming.
11.2 Conclusions

If there is already confidentiality and integrity protection at layers above MAC, there is no need for confidentiality or integrity protection at MAC layer. The worst thing that can happen caused by attack against the MAC layer is deterioration of the QoS, which can be achieved by simpler means like with a radio jammer.

· MAC layer does not need integrity protection or ciphering as attacks on MAC layer are comparable to radio jamming attacks. An attacker can not map MAC level messages together during handovers.
RRC ciphering prevents multiple UE tracking threats.

· RRC must be ciphered to prevent UE tracking based on cell level measurement reports, handover message mapping, or cell level identity chaining when ciphering key is available. If seen necessary higher layers messages transferred with RRC messages do not have to ciphered, if they are protected in the higher layers.

Tracking of UE based on packet sequence numbers is a threat especially in the LTE

Editor's Note:
There is some concern on the cost of implementing RRC ciphering. If there is a low cost solution as a countermeasure to the threat above, SA3 is open to considering that solution. 

******************************End of changes*********************************





































































� We assume that an attacker (excluding compromised eNodeB’s) is not able to ask MME for the IMSI related to a traced TMSI within LTE_ACTIVE as MM-signaling shall be integrity protected on NAS level. Similarly the UE should not answer a paging request with IMSI or TMSI while in state LTE_ACTIVE�. The newly assigned TMSI is therefore protected from disclosure via an active attack during the LTE_ACTIVE session. 


We assume that the protected MM-signalling during LTE_IDLE is routed towards NAS via the eNodeB on the basis of an internally linked RNTI-TMSI table (S1-interface).


� This also assumes that the RNTI is not structured.


� Similar considerations (but less severe) apply when block cipher encryption is used as this may already cause packet expansion before even integrity protection is applied. 





� We assume that confidentiality & integrity protection is applied at the PDCP Layer.


� We assume here that the encryption layer is at PCDP i.e. below the IP layer such that it is hard for an attacker to perform meaningful and sustainable packet (including IP header e.g. for redirection attacks) modifications. 


� If encryption is applied in the way it is in 3G


� S1-User plane (between eNodeB and UPE) 


� MBMS has optional user plane integrity protection
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