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Introduction

SA3 Security Rationale document describes user plane integrity protection between eNB and UPE as one mitigation solution possibility for packet injection attack if the S1 interface is insecure. We will discuss the cost impact and severity of the threat in this contribution for the user plane.
Discussion

Integrity protection increases cost and decreases performance
Protecting S1 user plane with integrity protection (between eNBs and UPEs) adds a requirement for the eNB to start processing each user plane packet going through the eNB, both uplink and downlink. This adds to the cost of the eNB as additional hardware crypto chip is required. Taking into account the high bandwidth of LTE, the crypto hardware must be powerful enough making it unsuitable to use the same hardware as is currently used. 
Having S1 user plane integrity protection also increases the processing requirement of crypto hardware in the UPE for all user plane packets that are integrity protected on the S1 interface, both up and downlink. This adds to the cost of the whole LTE system. 
Adding integrity protection to the S1 user plane interface also increases the packet processing times on the system (first in eNBs and then in UPEs). Power consumption in the eNBs and UPEs also increases.

Having integrity protection between eNBs and UPEs in case of separated MME and UPE increases the number of Security Associations on the LTE system, as each eNB must then have also an SA to the UPEs (or worse, to separate security GWs). This has an impact to the total system performance and management of the SAs.
Note also that the NDS/IP and related specifications may need to be revised to support user plane packets.

Integrity protection does not solve the packet injection threat
Depending on the eNB implementation, it may drop some packets on the incoming S1 user plane interface in case the attacker is flooding packets with very high speed and the receiving buffers in the eNB are overflowing. Attacker having access to the S1 links means that she/he may also try to congest the link regardless if there is integrity protection or not. The result is service level degradation and possible packet drops. Integrity protection of S1 user plane packets does not solve these problems.
As a result the packet injection attack threat described in the security rationale document is high enough to justify S1 user plane packet integrity protection. The reason is that the threat does not pose high enough risk for the system and that the threat is not fully mitigated with this countermeasure. In the worst case the injected packets on the S1 interface go through the eNB to the air interface. However, the packet injector does not know the keys to create proper encrypted user plane packets, meaning that the UE will discard them. Thus, this attack is comparable to radio jamming attack, although the effectiveness depends on many factors.

Conclusions and proposal

Based on the analysis on this paper, we conclude that integrity protection on the S1 interface for user plane packets does not mitigate the threat of packet injection attack. Adding integrity protection for user plane packets on the S1 interface increases packet processing times both in eNBs and UPEs, increases their cost, and increases the number of SAs in the system considerably. Thus, having integrity protection for user plane packets on the S1 interface is clearly not justified.

We propose to add this description into the SA3 Security Rationale document and document the decision of not having user plane packet integrity protection between eNBs and UPEs.
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