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Introduction

In this contribution we discuss the two layer security approach followed in the LTE design and standardization. We make a remark about the signalling security between the two layers and identify an implicit principle for the protocol design in maintaining and improving the overall LTE security goals with minimal cost impacts. The principle strengthens the two layer security approach in SAE/LTE by minimizing the risk of compromised first layer (E-UTRAN) for the second layer (EPC). This contributes to the wellbeing of the operators and users as they have fewer things to worry about.
Layered Security Approach in LTE
The general direction in the LTE security has been to separate the security between AS (RRC security in eNB) and NAS signalling, as well as to terminate the user plane security above eNB. The requirement is also that the radio link and the core network must have cryptographically separate keys. 

The result is that LTE system has two layers of protection instead of one layer perimeter security like in UTRAN. First layer is the Evolved UTRAN (E-UTRAN) network (RRC security) and second layer is the Evolved Packet Core (EPC) network (NAS signalling security and user plane protection). 
The design target has been to minimize the effects of the compromised E-UTRAN security layer (1st) to the EPC security layer (2nd). This principle improves the overall system security and allows placement of eNBs into more vulnerable locations without high risks for the operators. It also makes the overall system security evaluation and analysis easier in case of multiple access technologies connected to the EPC. However, care must be taken when designing the interface between these two security layers, namely the S1-C and S1-U interfaces.
In case attacker is able to compromise the first security layer, the second layer is not compromised. However, it is important to evaluate how the compromise of the first layer affects the whole SAE/LTE system security. The goal is to make this effect low and local so that the risk of compromised first layer is as low as possible. As a result, the use case of a home eNB (identified scenario in LTE) becomes more realistic as well.
The S1 interface (consists of S1-C and S1-U), is the point where the two security layers interact (see Figure 1). Careful design must be applied for this interface to disallow high security risks because of possibly partially compromised first security layer. Thus, particularly the messages from eNBs towards the EPC network elements should be properly analyzed from security perspective. The threat to think about is to see what an attacker can do if she/he can send whatever S1-C/S1-U messages on behalf of a legit eNB.
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Figure 1 First and second security layers in LTE
S1-C interface security

For the interface between eNBs and MMEs (S1-C), NDS/IP or similar solution is used. SA is needed because the MME will provide confidential information like RRC keys and user profiles for the eNBs. This SA is independent of the first layer from security perspective.
Security analysis should be made for the messages originating from eNBs towards MMEs.

Security analysis should also be made for the key management inside the eNBs to minimize risk of compromised keys.

S1-U interface security

For the interface between eNBs and UPEs (S1-U), no security association is necessary for the user plane packets as concluded in Nokia contribution “S1 User Plane Interface Security” (S3-060651).
Security analysis should be made for the messages originating from eNBs towards UPEs, if any.

Example case: Direct Path Switch Message Security

There is a proposal to use direct path switch message from target eNB to the UPE for improving the handover performance (see contributions to RAN WG3). Securing the path switch message is essential as it would otherwise be open to attacks for mixing the user plane packet processing routes/rules on the UPE (assuming no NDS/IP for S1-U). 
Depending on the implementation the coverage with such an attack can be as broad as all the eNBs covered by all the UPEs the S1-U link is connected with. This is because with the S1 flex interface, the number of eNBs one UPE can control can be quite high. On the other hand one eNB can have connections to many UPEs based on the nature of the interface. Thus the impact of this attack can be high, making the risk of the attack high as well. Also, the attack is easy to launch as it requires only one message to the UPE per UE. Note that the attacker can also blindly generate the messages towards multiple UPEs. As a result it is vital to secure the path switch message from eNB to the UPE.
In case the attacker resides on the S1-U interface, the result can be that the UPE and MME loose synchronization of the UE’s location (assumed that the S1-C interface is secure). In best case the MME may resynchronize the UPE and the UE’s route is correct again.
In a more severe cases, the eNB is compromised (compare to the eNB in vulnerable locations), meaning that the attacker resides in the eNB, and can send arbitrary messages towards both the MMEs and the UPEs. In this case it is hard for the MMEs and UPEs to detect if the messages are sent because UE has moved or because the eNB is compromised. This makes the second security layer vulnerable in case the first layer is compromised, even with only one compromised eNB. 
Solution 1: Use NDS/IP between eNBs and UPEs for the path switch message only. This may be hard to achieve in case the path switch message is considered to be in-band signalling. Also, managing a separate SA for the path switch message only may not be cost efficient. This solution, however, does not protect MMEs and UPEs against the compromised eNBs.
Solution 2: As both the UE and the UPE/MME protect packets between them, the UE can also provide evidence of its movement to the target eNB for the UPE/MME and thus mitigate attacker’s attempts to mix the UE location in the UPE/MME on the S1 interface. We call this evidence as an authentication token originating from UE and based on the user plane keys in UE and UPE/MME. UE can give this token for the target eNB, which can then attach it to the path switch messages for the UPE/MME. As a result the threat of forged path switch messages towards the UPEs/MMEs is mitigated, even if the security layer 1 is compromised. 
Conclusion

Using security layer 2 keys for protecting messages affecting UEs between eNBs and the EPC is considered to be an implicit follow-up security requirement for the LTE system. It also makes the risk of compromised eNBs lower and localized. This means that eNB placement into vulnerable locations is more practical deployment scenario.
Conclusions and proposal

We propose to add the chapter “Layered Security Approach in LTE” into the SA3 Security Rationale document.
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