3GPP TSG SA WG3 Security — S3#45
Tdoc S3-060648
Dulles, US, 31 Oct – 3 Nov 2006

Source:



Nokia

Title:
Generation of separate keys for NAS/UP/RRC during initial access and handover 
Document for:
Discussion and Decision
Agenda Item:
 
SAE/LTE
Introduction 

This contribution discusses the need of separate keys in the SAE/LTE system and how to generate them for protection NAS, UP and RRC. It is considered as an independent issue with authentication method (UMTS AKA or EAP AKA) will be used in the system. However, examples provided with this contribution are based on UMTS AKA for easier to discuss. The key distribution during inter RAT handover and needed conversion function and derive function in different cases are also discussed.    

Discussion
1. Separate keys are needed for different purposes  
In Sophia Antipolis SA2#54 meeting (28 Aug-1 Sept), it was agreed that “S1 reference point shall enable the separation of MME and UPE, and also deployments with combined MME/UPE” (S2-063229). Thus in SAE security architecture design, NAS signalling protection and UP protection should also be considered with separate keys. It means that different keys for NAS signalling protection between UE and MME, for user plane (UP) protection between UE and UPE would be needed. In additional, a separate key for protecting RRC signalling used between eNB and UE is also needed.
2. Key generation during initial access   
Figure 1 shows an overview of SAE initial access authentication signalling and where the different keys are proposed to be generated. KDF (Key Derive Function) is used to derive different keys.  After successful authentication, MME and UE will use KDF to generate separate keys for NAS/UP/RRC based on CK, IK and RAND agreed during authentication procedure.
Many different KDF functions would be applicable for the purpose. Only two examples of them are listed:

1, Specified KDF function in TS 33.220 Annex B. 
SAE_keys = KDF (Ks, "static string", RAND, IMPI, SAE_Ids)
Where:

Ks is generated by concatenating CK and IK. IMPI could be obtained from the IMSI as specified in TS 23.003. SAE_ids could be e.g MME_id, eNB id and UPE_id or MME’s, eNB’s and UPE’s names. 
SAE_keys will express then MME_key, UP_key, RRC_key.
“static string” could be “LTE_CK” and “LTE_IK” to generate CKs and IKs.
2) Uses Milenage f3 and f4 to derive keys
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                                                              Figure 1, key generation for initial access
SAE_keys(K)=KDF(K, RAND XOR SAE_ids) 

Where: SAE_ids could be e.g. MME_id, eNB id and UPE_id or MME’s, eNB’s and UPE’s names.
When K=CK, SAE_keys(CK)= f3(K, RAND XOR SAE_ids)
When K=IK,  SAE_keys(IK)= f4(K, RAND XOR SAE_ids)

3. Key distribution during handover in inter-RAT
Continuous ciphered mode should be maintained during inter-RAT handover from E-UTRAN to UTRAN if ciphering has been activated and ongoing in E-UTRAN. The topic is current under discussion in RAN2. Thus, the distribution of security data (unused authentication vectors and/or current security context data, e.g. used CK, IK etc.) between SGSNs and MME should be discussed in SA3 as well. This contribution proposes to transfer security context in similar way as used between GERAN and UTRAN.

The following cases are distinguished related to the distribution of security data. 

· Case 1, Inter-RAT Handover : LTE to 3G (2G)
Authentication vectors (unused vectors, current vector used in authentication) could be transferred from MME to 3G SGSN. For 2G SGSN, MME could make conversion functions e.g. CK, IK->Kc and XRES->SES before transfer security data if required. 
· Case 2, Inter –RAT Handover : 3G/2G -> LTE
Authentication vectors could be transferred from 2G/3G SGSN to MME. After MME received security context, e.g. CK, IK, it should be able to derive SAE_keys=KDF. KDF could be one of two KDFs described in the chapter 2.1. 
Note: In addition to above cases, security context transfer from one MME to another MME in a PLMN might happen as well, however it is considered as rare case. Of course, security data could be distributed. In this case only SAE_key for NAS signaling needs to be updated with a new MME_id.
Conclusion

In summary, it is proposed:
1. SAE_keys (i.e. keys for NAS, UP and RRC in SAE/LTE system) are needed and could be derived with KDF function after successful authentication. Example of KDF is KDF used in 33.220.

2. When inter RAT handover, security context could be transferred from MME to 2G/3G SGSN or vice versa. Keys agreed in AKA should be distributed in the security context.  When it’s needed, conversion function used in UMTS system e.g. CK, IK->Kc could be done in MME before it distributes security data to 2G SGSN. 

3. After inter RAT handover from 2G/3G SGSN to MME, MME should be able to derive SAE_keys with KDF function for SAE/LTE use.
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