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Discussion

In the previous SA3 meetings there was a discussion paper on the reuse of UMTS AKA in LTE/SAE (S3-060251) and a comparison paper between UMTS AKA and EAP AKA for LTE/SAE (S3-060410).

Although both UMTS AKA and EAP AKA are secure and can fulfil the requirement for network access authentication, it is much easier to reuse UMTS AKA in LTE/SAE than EAP AKA from for example performance and complexity point of view. If EAP AKA is to be used for LTE/SAE, at least the following disadvantages need to be considered:

· EAP and EAP-AKA are different protocols (EAP-AKA runs on top of EAP). Using EAP introduces requirements for the carrying protocols. EAP protocol itself is not secure, but relies on the security of the EAP methods (no clear separation between EAP protocol and EAP methods). Reliable and in-order transport is in practice required for EAP (multiple round trips), as well as securing EAP Success/Failure messages (EAP method requirement). The complexity of supporting multiple authentication methods with EAP needs to be considered as otherwise it is not feasible to use EAP in the first place. Currently no requirement is seen to support more than one EAP method for LTE access authentication. 

· AAA server location: If moved to the visited network (VN), then the potential benefits of EAP over UMTS AKA are lost:

· the home network (HN) can not implement new authentication methods without the support in the VN. 
· Also EAP features like mutual authentication between UE and the HN is lost in case the AAA server is kept in VN. 
However, if kept in HN, the scalability becomes an issue as each authentication requires the involvement of the Home AAA-server and affects the authentication signaling delay. Also, the benefit of being able to pre-compute quintets and deliver them beforehand to the VNs is lost in case the AAA server is in the HN.

· UMTS AKA is optimized for 3GPP networks with mobility, simplicity, and security in mind. EAP on the other hand adds complexity, message size overhead, more round trips, and higher end-to-end packet transmission delays. In UTRAN for example the cipher suite negotiation (UE capabilities) and user identity request/response protocol are not part of AKA. Meaning also that they can be run in a modular fashion (favoring UMTS AKA). On the other hand if taking EAP into the picture, this modular design has to be re-thought. There is a good probability that this introduces duplicated functionality in the system. Also, EAP introduces an additional  protocol layer between EAP-AKA and the lower layers.
· The starting point or setup is built for UMTS AKA (standardization body, protocol worlds/suites, security architecture, roaming models, complexity, performance etc), meaning that adopting EAP AKA is not cost efficient solution and not a real alternative as it does not provide benefits to move away from AKA as currently used in UMTS.
Conclusions

We propose to reuse UTMS AKA in LTE/SAE authentication and record this as the baseline for the future work in the SA3 Security Rationale document.
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