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1 Introduction

At SA3#44 a requirement was accepted to allow for keys of size 128 or 256 (see section 2.1) in LTE. This contribution looks at the effects of introducing 256-bit keys in SAE/LTE. Two features can be identified, which can be realized separately. The first feature, which has not been discussed yet in SA3, is the generation and transport of a single 256-bit entropy key per AKA run. The second feature is the use of 256-bit keys within LTE in addition to 128-bit keys. The first feature is discussed in section 2 and 3, while for the latter one, the requirements are detailed in section 4. 

2 Overview

2.1 Requirements

Following requirements were incorporated into section 10.1.3 of [S3-060564] 
at SA3#44

"R0: The SAE CN and the SAE AN shall allow for keys of size 128 or 256 keys.

R3: LTE AKA SHALL be based on xSIM and (possible) extensions to UMTS AKA.

R4: LTE AKA SHALL produce keys forming a basis for UP/CP protection (ciphering, integrity)

R5: The LTE AKA keys of R4 SHALL be dependent on the algorithm with which they are used. 

R6: SAE key management SHALL be able to produce keys (CK, IK, Kc) from the LTE AKA keys, compatible with GSM and Rel-6 access networks. Knowledge of these keys (only) SHALL not expose the LTE keys."

2.2  USIM functions according to TS 33.102

The generation of authentication vectors is described in section 6.3.2 of TD 33.102

Figure 7 shows the generation of an authentication vector AV by the HE/AuC.
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Figure 7: Generation of authentication vectors

Also according to TS 33.102 section 6.3.7

· The authentication key (K) shall have a length of 128 bits.

· The random challenge (RAND) shall have a length of 128 bits.

· The cipher key (CK) shall have a length of 128 bits.

· The integrity key (IK) shall have a length of 128 bits.

· The authentication response (RES) shall have a variable length of 4‑16 octets.

3 The generation and transport of 256-bit keys.

In this section we consider the idea to maintain the parameter lengths of all authentication vector parameters but to redefine the semantics of CK, IK parameter i.e. one master session key of length 256 will be falling out of AKA, which is then split in two halves and carried in the fields for CK and IK. In that way the core network protocol impacts of current signalling protocols can be minimized and still the key entropy can be increased at whatever point in time when 256-bit capable smartcards and upgraded AuC are introduced in SAE/LTE. Realizing requirement R0 (The f3 and f4 functions producing outputs of 256 bit lengths each) in a way to expand all key lengths implies bigger MAP messages
. This could be avoided as described in the bold text above.

3.1 Authentication Algorithm impacts

The LTE USIM will need to have an authentication key K of length 256 bits in order to be able to generate 256-bit entropy keys (i.e. CK and IK). The keys for control plane and user plane security can also be generated at the MME/UPE on the basis of an additional key derivation procedure, such that the length of the messages between the HSS and the MME/LTE can be kept when re-using the UMTS AV signaling protocols in part or whole of the signaling path. An increase of 128 to 256 each for CK and IK would mean an increase in message length, which should be avoided if possible for the already long MAP messages that transport authentication vectors
. This can be avoided by redefining the f3 an f4 function for a LTE USIM (i.e. it could be a combined f3, f4 function AuC/UICC internally) such that the 256-bit output of that function is separated into CK and IK at the AuC and concatenated again at the MME/UPE.

We assume that keeping the RAND length to 128-bit is sufficient to cover enough key space out of the subscriber key K. ETSI SAGE may be consulted to clarify the RAND length in case 256-bit subscriber keys would be introduced. Further text in this section assumes that the RAND-length can be kept as within UMTS. Under this condition, the extension to UMTS AKA to produce 256-bit keys, will not have any effects on existing signaling protocols (and on ME-UICC interface) such that SAE can more easily reuse existing UMTS core protocols.

For this feature a new example AKA-algorithm
 needs to be defined to produce 256-bit keys. The UMTS MILENAGE algorithm could be used as basis for this work.

3.2 Impacts on GBA ?

The key to be used in key derivation for GBA is Ks which is based on a concatenation of CK and IK. The length of all derived keys Ks_NAF, Ks_ext_NAF and Ks_int_NAF is already 256-bit. The conclusion here is that the proposed upgrade to 256-bit key is transparent for GBA.

3.3 Impacts on EAP AKA ?

EAP AKA performs a first key derivation [RFC 4187] to construct master key MK via MK = SHA1(Identity|IK|CK). Subsequent key derivations all base on the MK with lengths of 256-bit. The conclusion here is that the proposed upgrade to 256-bit key is transparent for EAP AKA and the applications using these keys. This is useful for WLAN-type of access to SAE-CN.

3.4 Impacts on IMS AKA ?

IMS, after running IMS AKA, uses IK and CK as received by the P-CSCF. So the proposed change is transparent to IMS AKA. To provide confidentiality protection for IMS however only the CK is used, while for integrity protection only the IK is used (See Annex I of TS 33.203). This means that to take full advantage of 256-bit entropy keys, new key expansion functions have to be added (which then effect both IMS client and P-CSCF).

3.5 Impacts on the Mobile Equipment interfaces

The requirements on AuC/HSS can be transposed to the UE i.e. the UICC may reuse all known AUTHENTICATION procedures as the proposed change is the authentication algorithm that produces 256-bit keys. All other key derivations for LTE capable ME's will base on a concatenated CK||IK and be performed in the ME.

If we insert the 256-bit capable USIM in a UMTS ME, then this will make no difference for the Key handling as the UICC-ME interfaces are kept the same. GBA will even benefit from a stronger Ks.

If we insert the 256-bit capable USIM in a GSM ME, the same interworking & key conversion applies as with UMTS AKA/GSM AKA Key conversion which is then technically covered by TS 33.102.

4 Key derivation for LTE 256/128 bit keys

4.1 Requirements/impacts

According to R0, the key derivation function in the CN shall be able to produce 256-bit keys. These keys shall then be transferred towards the security endpoints (MME, UPE and eNB). If the algorithm at the security endpoint works on a 128-bit key and not a 256-key, the key shall then be pre-processed/adapted at the security endpoint before applying into the algorithm. 

Section 12 of [S3-060654] lists two possible solutions to generate and deliver keys for UP, NAS and AS security. Only the second option is seen as viable if the 'root key' is defined as CK||IK from the received Authentication Vector. Other constructs will increase the impacts of a future introduction of an LTE USIM to take advantage of 256-bit entropy keys.  

4.2 Proposed changes to R0

We propose that requirement R0 is reformulated into following set of requirements
:

· The MME shall be able to derive (key derivation function) keys of 256-bit length for CP, UP based on the information received in the Authentication vector (and potentially other information).

· The signalling protocols between the key derivation function in the MME and the key usage functions (i.e. the encryption and integrity protection functions) shall be able to transport keys of 256-bit and 128-bit length.

· The MME, UPE and eNodeB shall include Encryption and Integrity protection functions that are able to handle a key size of 128-bit. In case a 256-bit key is received then it needs to be truncated before interfacing with the security functions.

· The MME, UPE and eNodeB may include Encryption and Integrity protection functions that are able to handle a key size of 256-bit.

· Secure algorithm negotiation shall distinguish algorithms using 128 and 256-bit keys.

5 Conclusions

We propose that the requirements of section 4.2 are incorporated into the "Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution”. The generation of 256-bit entropy keys seems to be useful in order to prepare for 256-bit keys within LTE in addition to 128-bit keys. Impacts have to be further analysed.







� [S3-060564] ‘SA3#44: Updated version of “Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution” V0.0.3 (2006-07).


� The signaling protocol has not been decided yet (DIAMETER could as well be used in SAE, LTE). Independently of the chosen protocol, the transfer a 256-bit session key falling out of AKA should be considered and not two separate 128-bit entropy keys CK and IK.


� For UMTS one MAP message can carry at most one quintet. A MAP message with two quintets has to be segmented. Segmentation can be done either at MAP or at SCCP level.  


� 3GPP TS 35.206: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Specification of the MILENAGE Algorithm Set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*;�Document 2: Algorithm Specification"


� We deliberately used functional entity names in stead of the abstract names SAE CN and LTE AN. 
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