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1 Introduction

The 3GPP has defined the use of IPsec and TLS to secure various forms of IP-based inter-operator communication. In addition, 3GPP has defined an inter-operator PKI to facilitate the establishment of IPsec connections between operators. While 3GPP has an important role to play to define specifications for inter-operator security, organisations such as the GSM Association also have a role to play to define guidelines and recommendations for security over inter-operator networks. [S3-060512] analysed existing 3GPP specifications and GSM Association guidelines in the area of inter-operator security, identifies some issues and proposes how those issues should be resolved. The liaison statement [S3-060591] was written to highlight differences between 3GPP specifications and GSMA guidelines concerning the security of inter-operator IP-based communication. The liaison statement was agreed in SA3#44. This discussion paper analyses one of the issues, impact of the use of proxies/hubs within GRX/IPX on 3GPP specifications, in more detail.
2 Analysis
In NDS/IP [TS33210], the following security architecture is used:
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Figure 1: NDS architecture for IP-based protocols

In the context of NDS/IP, security domains are networks that are managed by a single administrative authority. Within a security domain the same level of security and usage of security services will be typical. The Za-interface covers all NDS/IP traffic between security domains. On the Za-interface, authentication/integrity protection is mandatory and encryption is recommended. ESP is used for providing authentication/integrity protection and encryption. The Zb-interface is located between SEGs and NEs and between NEs within the same security domain. The Zb-interface is optional for implementation.

In principle, it is allowed to use proxies/hubs between security domains if proxies/hubs belong to own security domain(s). During the NDS/IP specification work, it was assumed that Za interface will be used between operators i.e. there is a direct trust relationship between operators.

In case of proxies/hubs, the security domain A trusts the transit security domain B (a proxy/hub operator), and the transit security domain B trusts the security domain C:
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There can be cases, when trust is not transitive (i.e. A does not trust C). However, this should not be a problem if transit network(s) are trusted and IP security policies are checked properly in security gateways. In IPsec, a correct security association for the incoming IP packet is found using the security parameter index, the destination IP address and the security protocol (Authentication Header or Encapsulating Security Payload). After the IPsec processing (decryption and data integrity check), IPsec protocol verifies that the used security association(s) matches to the security policy as specified in the chapter 5.2.1 in [RFC2401]. For example: The operator C's SEGc sends an IP packet to the operator A's SEGa via the transit operator B's SEGb:
1. The SEGc finds a correct security policy and the corresponding security association(s) for the outgoing IP packet and performs IPsec processing (encryption and calculates an integrity check value).

2. The SEGc sends the packet to the SEGb.

3. The SEGb finds the correct security association for the incoming IP packet and performs IPsec processing (data integrity check and decryption).
4. The SEGb verifies that the used security association matches to the SEGb's security policy.

5. The SEGb finds the correct security association for the outgoing IP packet and performs IPsec processing.

6. The SEGa finds the correct security association for the incoming IP packet and performs IPsec processing (data integrity check and decryption).

7. The SEGa verifies that the used security association matches to the SEGb's security policy.

In the step 4, it is also guaranteed that the source IP address of the inner IP header matches to the security domain C. Thus the SEGa can drop the IP packet in the step 7 if the operator A does not trust the operator C.
3 Conclusions

Trust is not transitive in all cases, but this should not be a problem in the NDS/IP if the transit network(s) can be trusted. The destination security gateway performs own security policy check and can discard IP packets, which are coming from a non trusted source security domain. It is trusted that the transit security domains perform own security policy checks as specified in the [RFC2401], which automatically guarantees that the source IP address of the inner IP header belongs to the source security domain. However, the destination security gateway cannot check whether all transit networks were trusted or not. It can check only that the border transit security domain is trusted.
We propose that a clarification is added to the [TS33210] as proposed in the attached CR (S3-060618) so that transit security domains are allowed explicitly.
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