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Dear SA3,

No major drawbacks were encountered with SA3 input at the SA#33 plenary meeting in Palm Springs, USA 25-28 September 2006. However, quite many of our documents were modified in the meeting and one was sent back to SA3 for improvement. The main points with impact to SA3 are listed in the following:

1. All except one of our proposed CR’s were approved but the following ones were modified: 
· SA felt that a note proposed to be added in Rel-6 CR to 33.978 “Proposed changes to the Interworking cases section” (S3-060612) contained text that should be normative. A revision was created in SP-060646 where the correct procedure for both SIM and USIM/ISIM cases was made explicit in each interworking case;
· Similarly, Rel-7 CR to 33.246 “Addition of a "2G GBA allowed" flag in MBMS user service announcement” (S3-060547) contained an added note that was felt to be normative. A revision was created in SP-060649 were the word “note7” was removed from the CR;

· Category of two CR’s was changed from “D” to “F”. These were CR to 33.107 (S3-060560) and CR to 33.234 (S3-060610); 
· Three CR’s introduced so-called “hanging paragraphs” which are not acceptable. This phenomenon typically appears when subclauses are added to a clause where there have not been any subclauses before. The rule is that if a clause contains subclauses then there cannot be any text between the clause title and the title of the first subclause. The CR’s in question were: CR to 33.108 (S3-060559, revised to SP-060660), CR to 33.204 (S3-060587, revised to SP-060661) and CR to 33.919 (S3-060598, revised to SP-060662). Please consult also TR 21.801 for 3GPP specification drafting rules.
2. The CR sent back to us was the CR to 33.220 “Using pseudonyms over Zn to ensure service continuity” (S3-060604). The problem is that a long piece of text was added into a note while this added text seemed to contain several recommendations (i.e. sentences with the reserved word “should”). It did not seem to be obvious how to split out the normative text from the note, and therefore the CR was sent back to SA3 for re-formulation. In general, we have to be more cautious about what kind of text we add to notes, as notes are intended to be informative only. In particular, words like “shall”, “may” and “should” should be avoided in notes. Again, consult TR 21.801 for more information.
3. The WID “NDS Authentication Framework Extension for TLS” (S3-060592) was approved.
4. The TS 33.110 on “Key establishment between a UICC and a terminal” we submitted for information did not raise any comments at this phase.
5. GSMA SG have sent an LS to us about A5/2 removal situation (SP-060624). This LS had also been cc:ed to SA and there was some discussion about the issue. Anyway, we’ll discuss the LS in our next meeting.

6. Our LS about “Scope of SA3 work on Co-existence of authentication mechanisms for IMS” (S3-060577) caused quite a lot of discussion. Several companies highlighted the security problems with HTTP Digest solution while several other companies highlighted the importance of unity of IMS specifications. As a result, no LS was sent back to us but I was tasked to get the SA advice back to SA3: we need to study the interworking issues related to HTTP Digest but we are not allowed to include the text to the draft TR, at least not yet. In other words, SA postponed the decision about whether to include HTTP Digest to the point when SA3 is able to explicitly show what kind of interworking issues there are. It was also emphasized that our study should be limited to identifying these interworking issues and no further study on the security level of TISPAN-defined HTTP Digest is needed.  
7. Issues of interest in SA1 area:

· Inspired by our CR to 33.220 “Correction to the UICC selection procedure in GBA” (S3-060605/606), SA1 wanted to take a look at whether the case of on-the-fly change of USIM should also be supported. However, it was agreed that this would be a new service requirement. Therefore, the CR was approved and the further actions are at least now on the SA1 side;
· SA1 brought TR 22.868 on “Machine to Machine Communications” for information with non-trivial security section included;
· SA1 had also a new WID about “Centralised IMS Service Control” (SP-060590) with non-trivial content in the “Security aspects” section. In the new WID “Services Alignment” (SP-060677), security aspects were said to be “ffs”. In yet another WID “eCall Data Transfer – Requirements” (SP-060678) it was said that security aspects would be found during the work.
8. Issues of interest in SA2 area:

· It was agreed that a consolidated SAE/LTE project plan is needed. This is intended to be used at least for some time to complement the generic work plan. A draft of the SAE/LTE plan was created and the working groups (incl. SA3) were asked to complete their part (SP-060673); 
· SA2 brought TR 23.837 “Location Services (LCS) architecture for 3GPP system - Wireless Local Area Network (WLAN) interworking” for information. It contains an empty section about security considerations but also a section about OMA Secure User Plane.
9. Issues of interest in CT area:

· All of the TCAPsec gateway work has now been completed;
· They have also approved CRs to mitigate the risk of DoS attacks via non-integrity protected messages as requested by us;
· Based on SA3 request the CR to allow large authentication messages for MBMS was approved in Rel-6.
10. Issues of interest in RAN area:

· RAN has reminded SA and also us that RAN3 is intended to be involved in the network domain security aspects of SAE/LTE.
11. About the work plan: The work plan manager had a request for us to split our WID about FBI work to TISPAN Rel-1 and TISPAN Rel-2 –related parts (in order to track progress more easily). However, it was left for us to decide whether this would be useful thing to do.
12. The freezing date for Rel-7 stage 3 is March 2007. Stage 2 is already frozen except for explicit exceptions. See SP-060683 for a list of the exceptions. Working groups were also asked to bring accurate completion date estimates for the next meeting. 

13. The new CR template has now been approved by all TSGs and it is going to be in use from now on. 

Attached: my status report slides (SP-060487)
Best regards,

Valtteri Niemi

SA3 chairman
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	CR
	Rev
	Rel
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	Cat
	Old Vers
	New Vers
	SA Doc
	SA3 Doc
	Result

	33.107
	0058
	-
	Rel-7
	Editorial Update by rapporteur
	D
	7.3.0
	7.4.0
	SP-060508
	S3-060560
	Revised to 659

	33.107
	0058
	1
	Rel-7
	Editorial Update by rapporteur
	F
	7.3.0
	7.4.0
	SP-060659
	-
	Approved

	33.108
	0088
	-
	Rel-7
	TS 33.108 - WLAN Interworking Interception Details (v7.0)
	B
	7.4.0
	7.5.0
	SP-060509
	S3-060559
	Revised to 660

	33.108
	0088
	1
	Rel-7
	TS 33.108 - WLAN Interworking Interception Details (v7.0)
	B
	7.5.0
	7.6.0
	SP-060660
	-
	Approved

	33.203
	0093
	-
	Rel-6
	Correction of SIP Privacy reference errors
	F
	6.9.0
	6.10.0
	SP-060495
	S3-060580
	Approved

	33.203
	0094
	-
	Rel-7
	Correction of SIP Privacy reference errors
	A
	7.2.0
	7.3.0
	SP-060495
	S3-060581
	Approved

	33.203
	0095
	-
	Rel-7
	Removal of editor’s note
	D
	7.2.0
	7.3.0
	SP-060503
	S3-060582
	Approved

	33.203
	0096
	-
	Rel-5
	Check for duplicate (IP address, port) pairs also in re-registrations
	F
	5.10.0
	5.11.0
	SP-060489
	S3-060583
	Approved

	33.203
	0097
	-
	Rel-6
	Check for duplicate (IP address, port) pairs also in re-registrations
	A
	6.9.0
	6.10.0
	SP-060489
	S3-060584
	Approved

	33.203
	0098
	-
	Rel-7
	Check for duplicate (IP address, port) pairs also in re-registrations
	A
	7.2.0
	7.3.0
	SP-060489
	S3-060585
	Approved

	33.203
	0099
	-
	Rel-7
	Removing Confidentiality indication from SM8
	F
	7.2.0
	7.3.0
	SP-060503
	S3-060586
	Approved

	33.204
	0004
	-
	Rel-7
	Using TCAPsec within a hub-and-spoke architecture
	B
	7.1.0
	7.2.0
	SP-060499
	S3-060587
	Revised to 661

	33.204
	0004
	1
	Rel-7
	Using TCAPsec within a hub-and-spoke architecture
	B
	7.1.0
	7.2.0
	SP-060661
	-
	Approved

	33.210
	0018
	-
	Rel-6
	Clarifying the use of RFC3554
	F
	6.5.0
	6.6.0
	SP-060492
	S3-060589
	Approved

	33.210
	0019
	-
	Rel-7
	Clarifying the use of RFC3554
	A
	7.0.0
	7.1.0
	SP-060492
	S3-060590
	Approved

	33.220
	0096
	-
	Rel-7
	Clarification of notes
	F
	7.4.0
	7.5.0
	SP-060500
	S3-060600
	Approved

	33.220
	0097
	-
	Rel-7
	Corrections of some incorrect reference
	F
	7.4.0
	7.5.0
	SP-060500
	S3-060601
	Approved

	33.220
	0098
	-
	Rel-6
	Sending FQDN over Zn
	F
	6.9.0
	6.10.0
	SP-060493
	S3-060602
	Approved

	33.220
	0099
	-
	Rel-7
	Sending FQDN over Zn
	A
	7.4.0
	7.5.0
	SP-060493
	S3-060603
	Approved

	33.220
	0100
	-
	Rel-6
	Correction to the UICC selection procedure in GBA
	F
	6.9.0
	6.10.0
	SP-060496
	S3-060605
	Approved

	33.220
	0101
	-
	Rel-7
	Correction to the UICC selection procedure in GBA
	A
	7.4.0
	7.5.0
	SP-060496
	S3-060606
	Approved

	33.220
	0102
	-
	Rel-7
	Using pseudonyms over Zn to ensure service continuity
	F
	7.4.0
	7.5.0
	SP-060500
	S3-060604
	Rejected

	33.222
	0026
	-
	Rel-7
	Clarification of using HTTP digest with HTTPS
	F
	7.1.0
	7.2.0
	SP-060501
	S3-060607
	Approved

	33.234
	0081
	-
	Rel-7
	Correction to protocol used in Wx reference point
	F
	7.1.0
	7.2.0
	SP-060498
	S3-060540
	Approved

	33.234
	0082
	-
	Rel-7
	Corrections and updates of references
	D
	7.1.0
	7.2.0
	SP-060498
	S3-060610
	Revised to 652

	33.234
	0082
	1
	Rel-7
	Corrections and updates of references
	F
	7.1.0
	7.2.0
	SP-060652
	-
	Approved

	33.246
	0087
	-
	Rel-7
	BM-SC chooses MUK lifetime less than corresponding GBA Key lifetime
	F
	7.0.0
	7.1.0
	SP-060497
	S3-060544
	Approved

	33.246
	0088
	-
	Rel-6
	Correcting http syntax of key management procedures
	F
	6.7.0
	6.8.0
	SP-060490
	S3-060545
	Approved

	33.246
	0089
	-
	Rel-7
	Correcting http syntax of key management procedures
	A
	7.0.0
	7.1.0
	SP-060490
	S3-060546
	Approved

	33.246
	0090
	-
	Rel-7
	Correction of incorrect description of  BM-SC
	F
	7.0.0
	7.1.0
	SP-060497
	S3-060549
	Approved

	33.246
	0091
	-
	Rel-7
	Correction of possible key ID values
	F
	7.0.0
	7.1.0
	SP-060497
	S3-060552
	Approved

	33.246
	0092
	-
	Rel-7
	Removal of MIKEY internal keys
	F
	7.0.0
	7.1.0
	SP-060497
	S3-060553
	Approved

	33.246
	0093
	-
	Rel-6
	Removing TAG and MKI length from Service Announcement
	F
	6.7.0
	6.8.0
	SP-060491
	S3-060550
	Approved

	33.246
	0094
	-
	Rel-7
	Removing TAG and MKI length from Service Announcement
	A
	7.0.0
	7.1.0
	SP-060491
	S3-060551
	Approved

	33.246
	0095
	-
	Rel-7
	Addition of a "2G GBA allowed" flag in MBMS user service announcement
	B
	7.0.0
	7.1.0
	SP-060497
	S3-060547
	Revised to 649

	33.246
	0095
	1
	Rel-7
	Addition of a "2G GBA allowed" flag in MBMS user service announcement
	B
	7.0.0
	7.1.0
	SP-060649
	-
	Approved

	33.310
	0005
	-
	Rel-7
	Extending NDS/AF to support TLS
	B
	7.0.0
	7.1.0
	SP-060507
	S3-060593
	Approved

	33.310
	0006
	-
	Rel-7
	Clarifications and corrections
	F
	7.0.0
	7.1.0
	SP-060504
	S3-060594
	Approved

	33.919
	0006
	-
	Rel-7
	Verification of UE information and key management
	B
	7.0.0
	7.1.0
	SP-060502
	S3-060598
	Revised to 662 to correct HP

	33.919
	0006
	1
	Rel-7
	Verification of UE information and key management
	B
	7.0.0
	7.1.0
	SP-060662
	-
	Approved

	33.919
	0007
	-
	Rel-7
	Event monitoring principles for GAA/GBA
	B
	7.0.0
	7.1.0
	SP-060502
	S3-060599
	Approved

	33.978
	0014
	-
	Rel-6
	Correction of statement on use of temporary public user identities
	F
	6.4.0
	6.5.0
	SP-060494
	S3-060574
	Approved

	33.978
	0015
	-
	Rel-6
	Correction of text on check of IP addresses
	F
	6.4.0
	6.5.0
	SP-060494
	S3-060579
	Approved

	33.978
	0016
	-
	Rel-6
	Proposed changes to the Interworking cases section
	F
	6.4.0
	6.5.0
	SP-060494
	S3-060612
	Revised to 646

	33.978
	0016
	1
	Rel-6
	Proposed changes to the Interworking cases section
	F
	6.4.0
	6.5.0
	SP-060646
	-
	Approved

	33.980
	0005
	-
	Rel-7
	Usage of HTTP POST method
	F
	7.1.0
	7.2.0
	SP-060506
	S3-060555
	Approved

	33.980
	0006
	-
	Rel-7
	Service based data management
	F
	7.1.0
	7.2.0
	SP-060506
	S3-060556
	Approved

	33.980
	0007
	-
	Rel-7
	Liberty ID-WSF and GBA interworking architecture
	F
	7.1.0
	7.2.0
	SP-060506
	S3-060557
	Approved

	33.980
	0008
	-
	Rel-7
	Clarifications and corrections
	F
	7.1.0
	7.2.0
	SP-060506
	S3-060558
	Approved


Results of WIs presented by SA3

	SA Doc
	Title
	Source
	Doc Type
	DocFor
	Result

	SP-060507
	WID and CR to 33.110 NDS Authentication Framework Extension for TLS (Rel-7)
	SA WG3
	WID
	Approval
	Approved


Results of TSs and TRs presented by SA3

	SA Doc
	Title
	Source
	Doc Type
	DocFor
	Result

	SP-060505
	TS 33.110 on Key establishment between a UICC and a terminal
	SA WG3
	TS
	Information
	Noted


