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1
Opening of the meeting

The SA WG3 Chairman, Mr. V. Niemi opened the meeting which was hosted by EF3 in Tallinn, Estonia, 11 - 14 July 2006.
Apologies were received from Mr Rajavelsamy Rajadurai from Samsung. 

2
Agreement of the agenda and meeting objectives

TD S3-060386: Draft Agenda for SA WG3 meeting #44; introduced by SA WG3 Chairman was approved.
The meeting objectives were:

-
A major objective of the meeting is to try to complete the stage 2 work we believe should fit into Release 7;

-
Related to the previous objective, we should explicitly identify the remaining Release 7 work (if we cannot complete all). This is important for at least two reasons: (a) SA plenary would probably ask for this; (b) We have only one more meeting planned for 2006 and therefore we need contributions for all open issues at latest in SA3#45;

-
A secondary objective is to progress work that we believe would end into Release 8.

The draft agenda was then approved.

2.1
3GPP IPR Declaration

The SA WG3 Chairman reminded delegates of their companies' obligations under their SDO's IPR policies:

IPR Declaration:
The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-
to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

-
to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/ipr/).
3
Assignment of input documents

The documents available at the beginning of the meeting were allocated to their appropriate agenda items, which are reflected in the document list.

4
Meeting reports

4.1
Approval of the report of SA3#43
TD S3-060387: Draft Report of SA WG3 meeting #43; introduced by SA WG3 Secretary.
There were some minor changes related to the colouring of “not approved” and the time of finishing of the meeting. It was revised to TD S3-060534 and was approved.
AP 43.01
Karl Norrman to contact the contact person from CT4 listed in TD S3-060203 and inform him that the conclusions from CT4 are acceptable. 

Closed:
Done
AP 43.02
Peter Howard to extract the non-TLS related changes in TD S3-060308 into a separate CR for provision to the next meeting. This is not for email approval but may be discussed on email.

Closed:
See TD S3-060510 in 6.4.
AP 43.03
Karl Norrman to add the information from section 2 of TD S3-060277 to the TR in 33.801.

Closed:
See TD S3-060535 in 6.6.
AP 43.04
The IETF co-ordinator to be informed about the introduced dependency with the IETF draft by Mr Dajiang Zhang.

Closed:
Done, the IETF draft was been added to the list.
AP 43.05
CR to be prepared to update the references for the draft RFCs by Mr. Alec Brusilovsky for 33.234.

Closed:
Done, see TD S3-060439 in 6.10.
AP 43.06
The contact person in TD S3-060209 to be informed that the review is positive by Vesa Lehtovirta.

Closed:
Done.
AP 43.07
All to provide comments on the SA3 workplan items in TD S3-060240 by 26th May. This has been determined by the workplan manager and is not under control of the secretary and so is not extendable.

Closed:
Done inputs received, but not from all.
4.2
Report from SA

TD S3-060388: Report from SA#32 plenary; introduced by SA WG3 Chairman. It was noted that the CR template has changed but would not be used for this meeting since it needed to be ratified by GERAN. This was done. The change is to add a field for the orginal source. It was approved.
4.3
LI meetings
TD S3-060480: Meeting Report of 3GPP SA3 LI#22; introduced by Rapporteur. It was noted that this was a duplicate of TD S3-060528 and so TD S3-060480 was withdrawn. TD S3-060538 was noted.
TD S3-060526: SA3-LI report Lisbon; introduced by Rapporteur was noted.
TD S3-060470: LS on NGN-LI development and new WI on internal LI stage 3 interfaces; introduced by BMWA on behalf of the SA3 LI chairman (SA3LI0685). 3GPP SA3-LI has been informed by means of Tdoc S3LI06083 that in ETSI OCG the TISPAN representative endorsed the proposal that TC LI will take the work on NGN-LI on board. So far, both ETSI TC-LI and 3GPP SA3-LI have had common view and worked in close cooperation. In particular the network internal interfaces for LI on stage 2 level have been specified, without specifying stage 3 details and protocols, which have been instead left to the LI handover interface specified in ETSI TS 101 671 and 3GPP TS 33.108. Now, it appears that something different is occurring and LI is asking some questions regarding this. It was noted.
TD S3-060474: LS on LI implications for “One Tunnel Solution”; introduced by BMWA on behalf of the SA3 LI chairman (SA3LI0686r1). 3GPP SA3-LI has made a preliminary analysis from LI perspective of the different currently proposed architectures for One Tunnel Solution, based on TR 23.809 v.0.2.0 and is providing TSG SA WG2 with some comments. It was noted that SA2 was meeting in the same week and it was asked if there was a response from SA2. There appeared to be a response in S2-062555. TD S3-060474 was noted.
TD S3-060473: CR to 33.107 on WLAN Interworking Interception Details (v7.0); introduced by BMWA on behalf of the SA3 LI chairman. It was noted that the CR number was incorrect and so it was revised to TD S3-060559 and allocated CR number 0088. It was sent for email approval.
TD S3-060471: CR to 33.108 on Missing ETSI parameter on HI2; introduced by BMWA on behalf of the SA3 LI chairman. The document seemed to have been implemented already. It was withdrawn.

TD S3-060472: CR to 33.107 with editorial updates; introduced by BMWA on behalf of the SA3 LI chairman. It was noted that the CR number was wrong. It was revised to S1-060560 and was allocated CR number 058. It was sent for email approval.
5
Reports and Liaisons from other groups

5.1
3GPP working groups

TD S3-060424: Liaison Statement on the Vocabulary TR, TR 21.905; introduced by Motorola on behalf of SA1 (S1-060658). SA3 is being asked to review the proposed changes to this LS.  In the past, there has been some concern and debate over the definitions of certain elements within the UTRAN/GERAN systems, and because of this, SA1 feel it would be wise to consult across the UTRAN/GERAN groups in order to reach consensus.
There was as contribution in TD S3-060465 that could have had an impact on this. This needed to be checked (see section 6.27). It was suggested that the TR in section 6.27 be sent to SA1 indicating that, for the purposes of security specifications, a definition already exists. 

It was noted that the there are some problems with the definition in 21.905 and it was noted that the CR from SA1 goes a long way to solving this. But the definition appeared to indicated that the ME could be more than one physical device and it was not sure if this was correct. It was decided to respond back with this question since the definition in the CR is a tad circular. 
The response was provided in TD S3-060571. It was agreed to send this liaison statement. 
5.2
IETF

There was no IETIF since the last meeting. 
5.3
ETSI SAGE

There was nothing to report exception the re-election of Steve Babbage as chairman. 

5.4
GSMA

Charles Brookson gave a review of GSMA Security Group activities. Progress was being made on the 2006 work items:

-
Withdrawal of A5/2 from GSM handsets and networks

-
Distribution of New UMTS Cipher and Integrity Algorithm

-
Develop Wireless Emergency Response Service (WERS)

-
Development of Secure Use of Mobile Phones Public Portal

-
Legal framework to sanction mobile virus writers

-
Secure migration from IPv4 to IPv6

-
Define security risk analysis methodology for emerging services and Security framework for next generation network migration.

Additional items that were covered in the last SG meeting were

-
GPRS IST Work Item, this was still a SA3 work item, and support for this activity was asked for.

-
Consumer protection against spam and malware, GSMA has produced extensive guidelines to protect customers, and this has been deployed by major operators.

-
Viruses were becoming of increasing interest, and some Commwarrior.B Analysis reports were studied.

-
advice for operators on introduction of G-Milenage, and an Authentication Testing Proposal to cover those operators who were not using A3/8!

-
On A5 Issues, support for A5/3, GCF requirements and testing, and the A5/2 Communications Plan.

-
Further work on handset theft and security, CLI spoofing, Blocking Child Abuse Content

The next meeting will be Prague on 11-12 September, a joint meeting with the GSMA Fraud Forum.

In response to questions raised the “Industry Initiative to Withdraw A5/2 Briefing Paper Version 3.0” was tabled to SA3 (Document Number TD S3-060541).

It was asked if there were any comments in relation to the comments made in SA. It was noted that some manufacturers are reluctant to remove A5/2 from their mobiles as some operators were still using it. The answer was that work is still ongoing to convince operators, mainly from North America, that A5/2 should be removed. 
There is still some confusion and Mr Brookson indicated that there were some briefing documents that have been made available its members and publically to manufacturers. It was not certain if there could be a wider audience, but Mr Brookson agreed to check if these documents could be presented to SA to explain the situation and quell some of the comments.

AP 44.01
Charles Brookson to check if the GSMA briefing documents could be made available to SA and to brief his GSMA delegate to SA.
TD S3-060541: Industry Initiative to Withdraw A5/2 - Briefing Paper; introduced by the SG chairman on behalf of GSMA. This was noted and will be provided to SA for information.

5.5
3GPP2

3GPP2 Security group (3GPP2 TSG-S WG4) has met three times since SA3#43. 

Work was on-going to develop security mechanisms for Network Firewall Control & Configuration (NFCC). 

Some inconsistencies were identified in the "Enhanced Cryptographic Algorithms" spec (S.S0055-A v3.0) between the textual description & reference implementation of some AKA functions (e.g., f3). A new point release (S.S0055-A v4.0) correcting this (basically stating that when there are inconsistencies, the reference implementation would take precedence) would be published. 

Two new work items were approved: One is to develop guidelines for 3GPP2 recommended or preferred cryptographic profiles (PCP) for TLS & IPSec. Another WI is for the enhancements & optimizations of GBA.

It was asked if 3GPP2 was aware of similar work in the OMA. The answer was that this would need to be checked. Another question was to what extent the GBA work is being adopted in 3GPP2. The answer was that there is a work item, and nothing has changed since the presentation at an earlier meeting. For 3G-GBA the design is the same at the Ua interface leve, but for 2G-GBA it is completely different. 
5.6
OMA

There was nobody to report from the OMA.
5.7
TR-45 AHAG

There was no TR-45 AHAG since the last meeting. A joint session was needed with AHAG the next time SA3 meets in North America. 
5.8
TCG

The documents the group is working on are named at the moment:

-
TCG Mobile Commands and Structures

-
TCG Mobile Reference Architecture
Both documents have been worked on hard and matured. Currently, they hope to release Commands and Structures document in early autumn. The Reference architecture may take slightly longer. Work is progressing well and likely will be visible before the next SA3 meeting.

5.9
Other groups

TD S3-060417: Guideline on Security Architecture for Message Security in Mobile Web Services. COM 17–LS 107–E: ITU-T Study Group 17 (Security, Languages and Telecommunication Software) would like to inform SA3 of a new activity in the area of message security architecture for mobile web services. 

It was asked why there was an  extra security element between terminal and the mobile services gateway. It was answered that this was a gateway for the SOAP messages. On this baisis, it made sense, but is out of scope for SA3. It was commented that there could have been a potential link with the liberty 3GPP inteworking work. It was answered that this was not really the same. And the relation was that they both dealt with web services security. 
Nonetheless, it was decided to send the lastest version of the Liberty Aliance interworking specification to the group. A response liaison statement was provided in TD S3-060536. 
TD S3-060536: Guideline on Security Architecture for Message Security in Mobile Web Services; introduced by T-Mobil. It was agreed to send this liaison statement. 
6
Work areas

6.1
IP multimedia subsystem (IMS)

6.1.1
TS 33.203 issues

TD S3-060426: Response LS on “Use of temporary public user identity in registration procedures”; introduced by Ericsson on behalf of SA2. S2-061967: SA2 is informing CT1 (copied to SA3) that it has agreed CRs from Rel-5 and onwards, aligning 23.228 with 24.229 regarding the usage of temporary public user identity in registration procedures.

TD S3-060511: CR to 33.987: Deletion of a NOTE regarding the use of the temporary public user identity; introduced by Vodafone on behalf of Vodafone and Nortel. In the LS in S3-060426, SA2 have agreed with the CT1 request to relax SA2 specifications to allow a barred temporary public user identity to be used in all registration requests (i.e., initial registration, re-registration and de-registration). This was in-line with the SA3 LS in S3-060352 which says that SA3 have found no security problem with using the temporary public user identity in all registration requests. Another proposal was provided in TD S3-060479.
TD S3-060479: Correction of statement on use of temporary public user identities; introduced by Siemens. The current specification contained an incorrect statement about the use of temporary public user identities. If not corrected the current specification would be in contradiction to TS 24.229 for no good reason, cf. also the reply LS S3-060352 from SA3 to CT1 sent from SA3#43 on this issue. Furthermore, the current text is in a note, but should be normative text (as indicated by the use of the word “shall”).
It was revised to TD S3-060574 and it was agreed to be sent to SA for approval as CR 014.
TD S3-060533: Support of multiple simultaneous IMS registrations; introduced by Ericsson on behalf of SA2 (S2-062556). SA2 is asking SA1 if some use cases are correct. As a result of the changes for these use cases, the IMS specification may need to allow for a UE with a single set of user credentials to register with <IP-address-1, IMPU-1> and with IP-address-2, IMPU-1> simultaneously and are asking SA3 comments on this and the to the response from SA1 (which was on email approval until the 18th August). 
It was noted that this is probably this is for Rel-8 and there is not much that could be done at this meeting. There are impacts on security, however, and so a response was provided in TD S3-060575. It was agreed to send this liaison statement. 
TD S3-060413: LS on UDP encapsulation of IPSec; introduced by CT1 (C1-061090). CT1 is inviting TISPAN WG3 and WG7 (copied to SA3) to review the attached CR and give feedback on the proposed solution. 3GPP CT1 informs TISPAN WG3 and WG7 that already existing procedures that allow for the NAT traversal of unprotected messages are retained in Annex F.4. 3GPP CT1 would like to get feedback on whether or not TISPAN WG3 and WG7 see a need for keeping these procedures in TS 24.229. It was copied to SA3 and was noted. Happily the SA3 CR to 33.203 has been implemented to 24.229. A reponse was provided in TD S3-060521.
TD S3-060521: LS Response on UDP encapsulation of IPsec; introduced by TISPAN WG 7, WG3 (10tTD354r5). TISPAN are commenting on a CR in an LS from CT1 to 24.229 on UDP encapsulation. TISPAN believes that the secure NAT traversal solution with the enhancements as defined in TS 33.203 and in TS 24.229 do adequately meet its TISPAN NGN release 1 security requirements and that the procedures for unprotected NAT traversal should be kept in 24.229. Happily noted.
TD S3-060522: LS on coexistence of NASS-IMS bundled authentication; introduced by TISPAN WG 7 (10tTD380r1). TISPAN WG7 is seeking feedback on issue#2 (see 10tTD387 “Summary Table on NBA issues”) and from from SA3 and from CT4 on the analysis of issue#5 where attached 10tTD272r1 provides further information. We solicit feedback from CT4 on the use of “unknown” in the TISPAN environment. In the attachment in 10tTD387 and, in particular a table. The problems related to SA3 are 1 Legacy P-CSCF and 5 Authentication method determined by S-CSCF.
There were no contributions on issue 2 and TISPAN had not made a decision on this. There was support for both the configuration based and the protocol based solutions. A minor majority of SA3 supported the configuration based solution as it would not affect the headers. This will be communicated back.
On issue 5 and Authentication method determined by S-CSCF. There were a number of documents that covered this issue. 
TD S3-060438: Pseudo-CR on NBA issues to 'Coexistence' TR; introduced by Nokia on behalf of Nokia and Huawei. The pseudo-CR to the draft TR on Coexistence between TISPAN and 3GPP authentication schemes was contained in the zip-pack.  The pseudo-CR is based on the attachment 10tTD387 “Summary Table on NBA issues” in the LS on Coexistence of NASS-IMS bundled authentication (10tTD380r1, S3-060xxx) from TISPAN WG7.  However, the attached pseudo-CR is a company contribution from Nokia and Huawei to SA3 and has not been reviewed by TISPAN WG7. 

TD S3-060573: Presentation of S3-060485 on selection of IMS authentication methods and open issue; introduced by Siemens. It was noted.
TD S3-060485: Selection among 3GPP and TISPAN authentication methods by S-CSCF; introduced by Siemens. The document proposed sending a liaison statement to TISPAN WG7 with the findings in this document, and to incorporate the preferred solution from section 2, together with the explanatory text in section 2, in an updated version of the TR “Coexistence between TISPAN and 3GPP authentication schemes ” (current version in S3-060385).

TD S3-060525: Comments to S3-060485 Selection among 3GPP and TISPAN authentication methods by S-CSCF; introduced by Nokia. There was some considerable debate between the user of HTTP digest or NBA to S-CSCF. It would appear that TISPAN tended to favour HTTP digest, but this is not something SA3 can control. HTTP digest has been rejected by SA3 in the past and now there is a request to put it into the TR. This would need to be confirmed by SA. One comment was that the unity of authentication on IMS needs to be maintained and perhaps this would mean that HTTP digest should be included in the coexistance TR. It was decided that this question should be put to SA. 
A liaison statement to TISPAN in response to TD S3-060522 was provided in document TD S3-060576. It was agreed to send this liaison statement. 
It was noted that with the approval of the text in the liaison statement, this should be inserted into the co-existence TR. The text will be inserted into to TD S3-060611 which contained an updated baseline for the co-existence TR. It was noted as the baseline for next meeting.
A liaison statement to ask this of SA was provided in document TD S3-060577. It was agreed to send this liaison statement. 
TD S3-060453: Open-issues-on-coexistence-between-TISPAN-and-3GPP authentication; introduced by Huawei. The document identifies some open issues on “coexistence between TISPAN and 3GPP authentication” together with the TISPAN WG7 LS, and decide whether they should be considered for further study. It was commented that on open issue 1 it was suggested that the answer should be yes and on issue 2 the comment was that the integrity protected flag may be used, but with some other values. Also the answers to issue 1 and 2 do not lead to the conclusion by the author. If 1 and 2 are solved, then issue 3 went away. 
It was suggested that this document should be sent to SA to show that there are other methods other than NBA and HTTP digest. There was some concern over this. (See TD S3-060577 for the result.)
TD S3-060406: Correction of SIP Privacy Ref. errors (Rel-6); introduced by Nortel, CableLabs. Currently, the clause on SIP Privacy handling in IMS networks references wrong IETF RFCs. Also, SIP Privacy related IETF RFCs are missing from the references section. It was revised to TD S3-060580 and it was agreed to be sent to SA for approval as CR 093
TD S3-060407: Correction of SIP Privacy reference errors (Rel-7); introduced by Nortel, CableLabs. It was revised to TD S3-060581 and it was agreed to be sent to SA for approval as CR 0094.
TD S3-060481: Removal of editor’s note; introduced by Siemens. This CR proposed the deletion of an editor’s noted. It was revised to TD S3-060582 and it was agreed to be sent to SA for approval as CR 0095.
TD S3-060482: Check for duplicate (IP address, port) pairs also in re-registrations Rel5; introduced by Siemens. The current version of TS 33.203 mandates that the P-CSCF checks upon receipt of an initial registration that the pair (UE_IP_address, UE_protected_client_port) is not already in use. But it was apparently overlooked that this check is also required for re-registrations. It was revised to TD S3-060583 and it was agreed to be sent to SA for approval as CR 0096.
TD S3-060483: Check for duplicate (IP address, port) pairs also in re-registrations Rel6; introduced by Siemens. It was revised to TD S3-060584 and it was agreed to be sent to SA for approval as CR 0097.
TD S3-060484: Check for duplicate (IP address, port) pairs also in re-registrations Rel7; introduced by Siemens. It was revised to TD S3-060585 and it was agreed to be sent to SA for approval as CR 0098.
TD S3-060500: Removing Confidentiality indication from SM8; introduced by Ericsson. There is no apparent reason why the P-CSCF should indicate to S-CSCF if confidentiality protection has been used between UE and P-CSCF or not. Also, TS 24.229 does not state any stage 3 details of this parameter. Therefore it is concluded that this parameter is not needed and it should be removed. Also, clause 6.1.5 species only integrity protection indication. It was not sure why it was introduced in the first place, but it was introduced in the first CR. It was revised to TD S3-060586 and it was agreed to be sent to SA for approval as CR 0099.
TD S3-060516: Requirements for IMS user plane security; introduced by Vodafone. This contribution proposes some requirements for IMS user plane security. It was asked what was meant in point 17. The intention there was to avoid upgrading of Smart Card. It was clarified that use should be made of existing infrastructure where possible. Regarding point 16, it was asked which non-smartcard based solutions were being anticipated. The answer was that the intention was to give some latitude for the future.  There was general support for this document. The list was taken as the basis for further discussions. A requirement that is not in the list is that any solution should be access independent. It was reiterated that this is the starting point and the the plan is to improve the requirements in the future. It was noted and contributions were invited. It was asked if a work item is to be derived from this. The answer was that there is already a work item that mentions user plane (although it was not sure which one it was). 
TD S3-060460: Security study of VCC; introduced by NOKIA. TS 3GPP TR 23.806 studies the Voice Call Continuity between CS and IMS. In 6.3.6 the call continuity scenarios are described and the procedures of handover between CS an IMS are drawn. However there is no complete description of how to do handovers between CS and IMS/WLAN which makes it more difficult to figure out how security should operate. In this discussion paper we have added the procedures to show in which order SAs are set up in both directions of handover (i.e. from CS to IMS/WLAN and vice versa) and to show the messages related with security.

It was noted that 23.806 has been frozen and been replaced with 23.206. Therefore, this document will need to be updated in line with 23.206 since there are some significant differences. This was acknowleged and the figure will need to be updated. It was proposed that the TS is developed in line with this document with the update of the figures. It was noted and contributions were invited. 
6.1.2
Security for early IMS

TD S3-060405: Proposed improvements to the Early IMS TR (TR 33.978); introduced by Telecom Italia. During the SA #32 in Warsaw, TD SP-060416 on SIM-based authentication in IMS was presented. Based on this, SA#32 conclueded that if Telecom Italia have determined a co-existence problem with different authentication mechanisms in the same network, then this should be contributed to the Early IMS TR (but later this was changed to go into the Co-existance TR). 

The CRs in TD S3-060401, TD S3-060402 and TD S3-060403 proposed a way forward to avoid possible misunderstandings when both EIS and Full IMS security are implemented in the same network. 
The intention of these CRs is not really to change the EIS solution, nor to “override“ the 3GPP official one, but just to add guidances/clarifications to help the coexistance in the same network of the above-mentioned IMS authentication methods. 

Also TD S3-060404 proposed to modify the behaviour currently expected by the TR 33.978 for the Interworking cases. Even if the change is triggered by the interworking case #5 (i.e. Mobile equipment and IMS network support both, UE contains a SIM), for consistance reasons the proposed solution has been applied for all the interworking cases, when applicable. The intention of this CR is to avoid a 2G User being systematically rejected by the IMS network, i.e. when the UE, supporting both IMS authentication methods, implements the criterion “Full IMS access security first, regardless of the smartcard in use“. 
TD S3-060401: Adding clarifications to “Impact on IMS registration and authentication procedures”; introduced by Telecom Italia. It was asked what fully compiant IMS means. It means that this is not early IMS. It was considered that this should really be in the Co-existance TR and not the Early IMS TR. The group was reminded that in 33.203 there is an annex K which indicates this and so this may not be needed. 
It was suggested that the interworking between early and full IMS needs to be document somewhere and that the co-existance TR is probably the right place. This was countered with the comment that this co-existance TR was between TISPAN and 3GPP IMS, and it wasn’t sure that the co-existance TR was the best place. However, it was further explained that the co-existance TR is for the co-existance of IMS and other things not just TISPAN related stuff. It was decided that this will be put into the co-existance at the next meeting. 
TD S3-060402: Clarification about the applicability of the Cx procedures; introduced by Telecom Italia. It was decided that this will be put into the co-existance at the next meeting.
TD S3-060403: Adding a clarification to “Security mechanism for HTTP services”.; introduced by Telecom Italia. It was decided that this will be put into the co-existance at the next meeting.
TD S3-060404: Proposed changes to the Interworking cases section; it was revised to TD S3-060520 prior to presentation.

TD S3-060520: Proposed changes to the Interworking cases section (update of TD S3-060404); introduced by Telecom Italia. This CR proposed to mandate the ME supporting both Early IMS and full IMS to check the smartcard it contains (SIM versus USIM/ISIM), prior deciding the IMS authentication method to attempt first.
There was some concern that point 5 should not be deleted. It was decided to take this CR off line. A revision was provided in TD S3-060578. It was revised to TD S3-060612 and it was agreed to be sent to SA for approval as CR 016.
TD S3-060478: Correction of text on check of IP addresses; introduced by Siemens. The current specification contains text on the checking of IP addresses, which states that always the full IP address is checked. This does not take into account that, in the case of IPv6, addresses may be assigned in GPRS where only the prefix of the address is associated with a PDP context. The part of the specification addressing the Cx-interface (section 6.2.5) already correctly takes into account the effects of IPv6.
It was revised to TD S3-060579 and it was agreed to be sent to SA for approval as CR 015.
6.2
Network domain security: TCAP layer (NDS/TCAPsec)

TD S3-060399: CR 33.204 (Rel-7): Using TCAPsec within a Hub-and-spoke architecture; introduced by Siemens. The CR was proposed to add the possibility to use SS7SEGs in a hub-and-spoke architecture. It was revised to TD S3-060587 and it was agreed to be sent to SA for approval as CR 004.
6.3
Network domain security: IP layer (NDS/IP)
TD S3-060415: LS on Security mechanism on Mc Interface; introduced Siemens on behalf of CT4 (C4-060815). CT4 has discussed the issue if Mc-Interface can be seen as a Zb interface but could not agree and so would like to request SA3's opinion. It should be noted that no sensitive authentication data is transferred over the Mc interface (unlike IMS, GTP or RAN interfaces). 
It was noted that the reason to split the MCS into a control function and media gateway was so that it could be distributed. It was not sure that in all cases that Mc is inside the same security domain since the operator can divide the network in to several domains. But assuming this, then the SA3 had the same understanding as CT4. However, it is not the role of SA3 to determine the physical location of the elements. On item 2, it was noted that just because there is not authentication data transferred over the Mc interface, does not mean that there is not any sensitive data. A response was provided in TD S3-060588. It was agreed to send this liaison statement. 
TD S3-060530: Reply LS on Inter-operator Diameter interfaces; introduced by Nokia on behalf of SA2 (S2-062007). SA2 is answering the questions posed by SA3 in S3-060339. Essentially, If a 3rd party controlled AS is able to use Sh interface, then according to SA2 understanding this AS belongs within the Operator's trusted" domain and can use the Sh/Si interface. Also, there are no Diameter interfaces to the HSS that be accessed from outside the operators security domain". It was noted and, as a consequend, the CR provided to the last meeting in TD S3-060321 was not needed. 
TD S3-060400: Effect of new IPsec on NDS/IP; introduced by Nokia on behalf of Nokia and Telenor. Network Domain Security for IP based protocols (NDS/IP) defines the security architecture for the UMTS network domain IP based control plane [TS33210]. It covers the control signaling on selected interfaces between UMTS network elements. It uses IETF's IP security (IPsec) protocol family to provide needed security services. IETF IPsec working group has updated the most important IPsec RFC documents after the 3GPP has specified the NDS/IP. This document studied changes between IPsec version 2 and new IPsec RFC documents and possible effects on NDS/IP if new IPsec RFCs are taken into use in NDS/IP. The overall conclusion that the newo protocols from IETF are not needed at this time by 3GPP. So a new version of NDS/IP is not required. 
TD S3-060463: CR to TS 33.210 (Rel-6): Clarifying the use of RFC3554; introduced by Siemens on behalf of Siemens, Ericsson and Telenor. The CR was provided to clarify some points on the Use of Stream Control Transmission Protocol (SCTP) with IPsec. It was revised to TD S3-060589 and it was agreed to be sent to SA for approval as CR 018.
TD S3-060464: CR to TS 33.210 (Rel-7): Clarifying the use of RFC3554; introduced by Siemens on behalf of Siemens, Ericsson and Telenor. It is a mirror to the previous document. It was revised to TD S3-060590 and it was agreed to be sent to SA for approval as CR 019.
TD S3-060512: Issues regarding security specifications for inter-operator IP-based communications; introduced by Vodafone. 3GPP has defined the use of IPsec and TLS to secure various forms of IP-based inter-operator communication. In addition, 3GPP has defined an inter-operator PKI to facilitate the establishment of IPsec connections between operators. While 3GPP has an important role to play to define specifications for inter-operator security, organisations such as the GSM Association also have a role to play to define guidelines and recommendations for security over inter-operator networks. This contribution analysed existing 3GPP specifications and GSM Association guidelines in the area of inter-operator security, identifies some issues and proposes how those issues should be resolved. A similar document has been provided to the GSMA SG where it was well received. Another point made was the relationship between this and what is ongoing in TISPAN. The other groups involved in this were IREG packet and the GRX group. 
The Vodafone delegate received a metaphorical slap on the back and was asked to write a liaison statement to send this document to the groups identified. The liaison statement was provided in TD S3-060591. It was agreed to send this liaison statement. 
6.4
Network domain security: Authentication Framework (NDS/AF)
TD S3-060507: Justification for extending NDS/AF to support TLS; introduced by Vodafone on behalf of Vodafone, Nokia, Nortel and Rogers Wireless. At SA3#43 Vodafone and Nokia presented S3-060308 which proposed to extend the 3GPP NDS/AF standard, TS 33.310, to support TLS. During the discussion it was felt by SA3 that more justification was needed before the proposal could be accepted. This document provides further justification in support of the proposal. A WID and CR are also presented for approval. 

TD S3-060508: NDS Authentication Framework Extension for TLS; introduced by Vodafone on behalf of Nokia, Vodafone, Nortel and Rogers Wireless. This document contained the WID. It was agreed to be sent to SA for approval in TD S3-060592. 
TD S3-060509: CR to 33.310: Extending NDS/AF to support TLS; introduced by Vodafone on behalf of Vodafone, Nokia, Nortel, Rogers Wireless. This document contained the CR to implement the work. It was revised to TD S3-060593. It was agreed to be sent to SA for approval as CR 005.
TD S3-060510: CR to 33.310: Clarifications and corrections; introduced by Vodafone. CMPv2 has been published as an RFC, so corresponding changes are needed to text referring to CMP. Also it was necessary to mark certificate profiles and non-critical for implementation and the CRL distribution point extension should have been non-critical. In 6.1.3 it was asked if the profile requirements of draft-ietf-pki4ipsec-ikecert-profile-10 conflict with the TS 33.310requirements. This needed to be checked and was covered in an Editor’s Note. The CRwas revised to TD S3-060594. It was agreed to be sent to SA for approval as CR 006.
6.5
UTRAN network access security
TD S3-060412: CT1 response on DoS attacks through NAS Registration Reject messages; introduced by Samsung on behalf of CT1 (C1-061089). CT1 is asking SA3 to consider the analysis on DoS attacks through NAS Registration Reject messages in the LS and provide guidance on how wide ranging action CT1 should take to close vulnerabilities to DoS attacks. This is in response to TD S3-060340. An analysis of the issue was provided in TD S3-060428. 
TD S3-060428: Discussion on CT1 response on DoS attacks through NAS Registration Reject messages; introduced by Samsung Electronics. The analysis put forward the opinion that a a pragmatic though cautious approach should be adopted, whereby gaps that clearly lead to a persistent DoS attack wherein the user is not given any MMI indications should be closed. In addition, it should be pointed out to CT1 that CT1 in any future protocol design should take care not to remotely provide parameters through unprotected over the air messages that can be abused by any false base station however remote the chances might be.
A response liaison statement to CT1 was provided in TD S3-060595. It was agreed to send this liaison statement. 
TD S3-060420: LS to SA3 on additional RAB combinations; introduced by Vodafone on behalf of RAN2 (R2-061813). RAN2 is asking SA3 to provide, if any, the list of requirements and scenario for the support of the new security algorithms UEA2/UIA2. An input paper was provided to address this liaison statement. 
TD S3-060514: Requirements for UMTS encryption/integrity algorithm change; introduced by Vodafone. The document determined that Encryption/integrity algorithm change at SRNC relocation with hard handover is considered to be essential to support if UEA2 and UIA2. Also, RAN2 should be asked to review the impact of introducing Encryption/integrity algorithm change at "UE not involved" SRNC relocation before a decision is reached about whether or not the feature should be added to the specifications. The point was that for feature 2, there could be a chance that handovers would be affected. This is not tolerable, but it was pointed out that the main issue was to get the algorithms out in the mobiles and there would be time to update the RNCs before the existing Kasumi based algorithms were to be compromised.
A response liaison statement was provided in TD S3-060596. It was agreed to send this liaison statement. 
6.6
GERAN network access security
TD S3-060535: Draft TR 33.801 on Access Security Review; introduced by the Rapporteur. It was noted. 

TD S3-060475: Inclusion of ETSI SAGE's assessment of GERAN encryption algorithms strengths; introduced by Ericsson. ETSI SAGE provided an assessment of the currently used encryption algorithms in GERAN in the reply LS S3-060093, and this assessment is proposed to be included in the access security review. It was approved.
TD S3-060503: Addition of attack graph to TR 33.801; introduced by Ericsson. It was considered that the relation between the attacks and threats was not clear enough to allow for a comparison of the proposed countermeasures and this document fixes the problem. There was some concern that some useful information would be lost if the orignal text were to be deleted. Better would be to put this into an annex. 
An updated version of the TR33.801 v1.2.0 was provided in TD S3-060597. It was noted.  
6.7
Immediate service termination (IST)
There was no input on this item.

6.8
Fraud information gathering system (FIGS)
There was no input on this item.

6.9
GAA and support for subscriber certificates
There was no input on this item.
6.9.1
TR 33.919 GAA
TD S3-060389: Verification of UE information; introduced by Nokia on behalf of Nokia and Ericsson. Some Ua protocols would benefit from following some guidelines for key management and user identity checking. This does not necessarily apply to all Ua applications, hence these recommendations are proposed to be validated by possible implementors. 

It was suggested that section 7.x.1 is not required since this is covered really in 33.220. It was answered that this Ua protocol specific and so this goes slightly above what 33.220 defines. This was accepted, but it was decided to delete the last sentence. It was revised to TD S3-060598 and it was agreed to be sent to SA for approval as CR 006.
TD S3-060391: Discussion paper event monitoring principles for GAA/GBA; introduced by Nokia. Generic authentication architecture (GAA) enables authentication of subscribers to new services. This authentication is automatic, access-independent, and is applicable to a wide range of services. This document proposes that monitoring of GAA related events should be considered during an early phase of the GAA setup and development. GAA usage monitoring can build the baseline for statistics of service usage, acouting, scalability, load balancing or routing optimization. This is particularly relevant after GAA is deployed, cellular network operators may exploit their investements into the authentication infrastructure and offer authentication as a service to other service providers, and thus increase their revenues. The CR to implment this was provided in TD S3-060390.
TD S3-060390: Event monitoring principles for GAA/GBA; introduced by Nokia. NAF and BSF implementors should be aware of the event monitoring and possible charging possibilities for GAA / GBA. It was revised to TD S3-060599 and it was agreed to be sent to SA for approval as CR 007.

6.9.2
TS 33.220 GBA
TD S3-060518: Clarification of notes; introduced by Ericsson. The document proposed some update of the notes in 4.2.3 since the NAF should not have a direct link to HSS as the BSF is always used in between. Also, the meaning of note 2 is unclear. It was revised to TD S3-060600 and it was agreed to be sent to SA for approval as CR 096.
TD S3-060446: Corrections of some incorrect reference_R7; introduced by Huawei. This CR proposed to correct some references. It was revised to TD S3-060601 and it was agreed to be sent to SA for approval as CR 097.
TD S3-060450: Protection of IMPI over Ub reference point; introduced by Huawei. The CR was proposed to stop an attacker from easily knowing the correlation between the B-TID and permanent user identifier from the two messages. Without this, and even if B-TID is used at Ua and Zn reference points, the attacker is still able to know which NAFs the user accesses. It was noted that there is not mechanism for the mobile to indicate to the network which release it is. The answer was that this is not required and rather the network is indicating to the mobile which release it is (although not directly). The point is that if the fields are not there, then they would be ignored.
It became clear that some time was required to check this and perhaps it would need to be brought to the next meeting. A more fundamental question was if this was required in the first place. This change would have an impact on the Liberty sessions.
It was note that TD S3-060295 presented at the last meeting indicated that the protection of the IMPI is important and question is if a change is required whereby the IMPI is never revealed. The gain of this CR was that if there is a situation where the bearer network does not provide encryption, then it is possible for an attacker to pair an IMPI and a B-TID. Hence, if the same B-TID is used to access another application function then it is possible for an attacker to know which services have been accessed by the user. It is a privacy issue. Of course, if there is an issue with privacy in this instance then perhaps HTTPS.
A comment was received that the need for this should be determined. At the last meeting it was decided that if a low cost mechanism could be found, then it may be adopted. The point is to have a comparison of cost versus benefit. Now a proposal is on the table and this second analysis could be done. One issue was to protect the relationship of IMPI to IP address but this proposal did not solve the problem since IMPI is exposed on first contact. However, this was one of the conclusions in TD S3-060295 in that total protection of the IMPI would not be feasible. 
There was agreement on the conclusion in S3-060295, that is:
In current GBA the IMPI is sent in the clear over Ub, as the underlying network was considered sufficiently secure. But, on the other hand, there may be a certain ulnerability, so the need for countermeasures should be discussed a bit further. And as the encryption on radio access is not mandated, so the underlying network was considered not sufficiently secure and therefore IMPI protection is needed.
It was decided that the analysis should be done over email. 
TD S3-060497: Sending FQDN over Zn; introduced by Ericsson. The current text in TS 33.220 [1] includes contradictory text regarding the sending of the FQDN over Zn. This contribution clarified the sending of FQDN over Zn reference point. 
The Rel-6 CR was allocated TD S3-060602 and it was agreed to be sent to SA for approval as CR 098. The Rel-6 CR was allocated TD S3-060603 and it was agreed to be sent to SA for approval as CR 099.
TD S3-060496: Using pseudonyms over Zn to ensure service continuity; introduced by Ericsson. The contribution S3-050778 in SA3#41 discussed correlated B-TIDs in anonymous access and analyzed two possible solutions, Zn centric and Ua centric solution, for the issue of service continuity. However, neither of the solutions were agreed. The present contribution elaborates on proposal and proposes that a user identifier (e.g. IMPI, user pseudonym or other) is always sent from BSF to NAF with key material to ensure that NAF is able to update keys for a Ua session when the UE has bootstrapped and contacts the NAF with a new B-TID. 
It was noted that the change in Rel-6 to delete a “may” and to insert a “shall” is a big change of requirements. Also, it was commented that it is not really needed. Also, there may be NAFs for which the home network may not decide to provide service continuity; for instance because it is a one-time service.

In the end, it was decided only to have the Rel-7 CR, which was provided in TD S3-060604. It was agreed to be sent to SA for approval as CR 0102.
TD S3-060416: Reply LS on 'UICC presence detection mechanism'; introduced by Motorola on behalf of CT6 (C6-060325). SA3 sent an LS regarding UICC presence detection mechanism.After intensive discussion, CT6 came to the conclusion that the requirements in TS 33.220 clause 4.4.11 are already very clear as they stand and its implementation can be left up to the terminal manufacturers.  It was succinct and it was noted. 
TD S3-060493: Correction to the UICC selection procedure in GBA - Rel6; introduced by Ericsson on behalf of Ericsson and Siemens. This CR corrects some issues in chapter 4.4.8 in TS 33.220. Without it, the UICC selection procedure in GBA contradicts TS 31.101 and, furthermore, may lead to erroneous implementations. It was revised to TD S3-060605 and it was agreed to be sent to SA for approval as CR 100.
TD S3-060494: Correction to the UICC selection procedure in GBA - Rel7; introduced by Ericsson. This contained the mirror CR to TD S3-060493. It was revised to TD S3-060606 and it was agreed to be sent to SA for approval as CR 101.
TD S3-060515: Reuse of Ks_(ext)_NAF after UE power off/UE power on; introduced by Ericsson. The document  dealt with the use of NAF specific keys (Ks_(ext)_NAF) even after Ks has been deleted due to that a UICC application has been terminated in the UE, for example in the use case when the UE is powered off and then powered on again.

It was commented that this is probably not enforceable. Another point made was that there is only really space for one ISIM in the last used field and hence this is the ISIM that is powered up. It was decided that this needs to be considered a little more and so it should be brought back to the next meeting. It was agreed that the IMPI needs to be stored. 
GBA Push

TD S3-060498: GBA Push: Architecture and reference point requirements; introduced by Siemens. This document provided input to the draft TS ‘Generic Bootstrapping Architecture (GBA) Push Function’ section 4 ‘GBA Push Architecture’, and focuses on the proposed architecture and requirements of existing and new reference points.
It was agreed to be put into the TR on GBA Push.
TD S3-060395: GBA Push - UE deletes boostrapping session - Discussion Paper; introduced by Nokia. This document introduced the update of 33. 923 in TD S3-060394.

TD S3-060394: GBA Push - UE deletes boostrapping session P-CR; introduced by Nokia contained a pseudo-CR. The changes in section 4 were probably obsolete based on the proposal in TD S3-060498. There were some comments on section 5. It was noted that it is still to be decided whether the solution illustrated in the first sentence after figure 5.1 is valid. An editor’s note will be added as whether this function would be pursued. The changes in section 5 were left out at this time. The document was noted. 
TD S3-060499: Issues in GBA Push; introduced by Ericsson. This document dealt with some outstanding issues on GBA Push. There were some comments on all findings in the conclusions and so these needed to be dealt with before the next meeting. It was noted. 
TD S3-060448: Open issues for GAA Push Technical Solution; introduced by Huawei. GAA push solution has been discussed in the last three meetings and a baseline document was also created. However, there are still some open issues need to be discussed. In this contribution, some of these issues were brought forward. 

TD S3-060523: Comments to S3-060448 - Open issues for GAA Push Technical Solution; introduced by Nokia. In open issue 3, there can be cases were there may be a return channel and so this could be put into the TR. Also, on open issue 1, contribution text was welcome. The document was noted. 
TD S3-060447: P-CR to 33.xxx GBA push-delete notes; introduced by Huawei. It was considered that the propose changes are too early. It needed to be decided if the reuse is required. It was noted. 
TD S3-060443: PCR-Bootstrapping Renegotiation procedure in GBA push; introduced by Huawei. This P-CR corresponded to one of the requirements identified. It was commented that, however, a decision on re-use is required. The document was noted. 
TD S3-060608: TR 33.923 on Generic Bootstrapping Architecture (GBA) Push Function; Introduced by the Rapporteur. It will be provided after the meeting (after the Rapporteur’s holiday).
6.9.3
TS 33.221 Subscriber certificates
There was no input on this Item.
6.9.4
TS 33.222 HTTPS-based services
TD S3-060492: Clarification of using HTTP digest with HTTPS; introduced by Ericsson. This CR sought to clarify that the NAF key is used in the Digest calculations and not sent in the response message. The need for this CR was questioned. It was revised to TD S3-060607 and it was agreed to be sent to SA for approval as CR 026.
6.10 WLAN interworking
TD S3-060531: Reply LS on Continuing dialogue regarding IEEE 802.11u requirements; introduced by T-Mobile International AG on behalf of SA2
S2-062008: SA2 is trying to align with SA3, to determine if a further clarification towards IEEE 802.11u is necessary. Furthermore, SA2 is requesting to clarify, where a device could act as a router, directly routing traffic coming out of the network of one service provider into the network of the other service provider can be seen as potential security threat.
This was discussed at the last meeting, but no security threat was discovered. This was also looked at in conjuction with a similar threat in GPRS and some changes were proposed to CT4. Also, some work was done to restrict subscriptions on differnent APNs at the same time. The threat, if any, would appear to be to the user and not the operator. The proposed response provided in TD S3-060537. It was commented that the draft liaison statement could be read to indicate there is more than one home operator. It edited on line and it was agreed to send this liaison statement. 
TD S3-060414: LS on support for simultaneous WLAN direct IP access sessions; introduced by Nokia on behalf of CT4 (C4-060727). CT4 isinforming SA3 that it has concluded its discussions on the technical issues pertaining to lack of RADIUS redirect functionality and that the assumption that one user (represented by one SIM/USIM) would be served by only one 3GPP AAA server at a given point in time does, indeed, still hold true.
This confirmed the view of SA3 and there are consequences on the security review. It was noted. 
TD S3-060532: Extension of protocol used on Ww interface; introduced by France Telecom on behalf of SA2
S2-062010: SA2 is informing SA3 of some CRs to TS 23.234 that have been approved, which allow other security protocols than IEEE 802.1x to be used on the Ww interface. This follows the previous extension of the scope of TS 23.234 to other IP based Access Network supporting the same capabilities as WLAN, which might use other security protocols.    SA2 would like to have SA3 feedback on the proposed changes, and also if SA3 has any recommendations on the protocols that should be used on that interface.
It was noted that the liaison statement indicated that the CRs were both proposed and approved. This caused a little confusion as did the text in the CR that the interface ‘is out of scope of 3GPP’.  A response was provided in TD S3-060538. It was agreed to send this liaison statement. 
TD S3-060439: Corrections and updates of references; introduced by Lucent
This document contained a CR to correct references in 33.234 per action item from the last SA3 meeting in Athens. It was noted that some of the references have not been renewed and it has expired. The only exceptions were those documents that will, or have, become RFCs. 
AP 44.02
Fredrik Lindholm to contact the authors of the expired documents identified in TD S3-060439 (particularly [37]) to determine if the document should be renewed in IETF. 

In the meantime, some corrections were identified and it was revised to TD S3-060539. It was revised to TD S3-060610 and it was agreed to be sent to SA for approval as CR 082.
TD S3-060441: Correction to protocol used in Wx reference point; introduced by Huawei Nokia In the CT4 specification 29.234, clause 6.2, it can be seen that protocol used in Wx reference point is Diameter based. But in SA3 specification 33.234, it is descripted that the protocol used in Wx reference point is either MAP or Diameter based. This is not in line with specification 29.234.
AP 44.03
Chairman to ask SA if the correction in S1-060540 should be extended to Rel-6.

TD S3-060441 was revised to TD S3-060540 and it was agreed to be sent to SA for approval as CR 81.

TD S3-060491: Removing the need for PDG certificates in I-WLAN 3GPP IP access?; introduced by Ericsson, Siemens. TS 33.234 requires the use of PDG certificates in setting up the IPsec tunnel between UE and PDG in 3GPP IP access. Work at the IETF now opens the possibility to avoid the use of these certificates. This contribution was provided so that discussion in SA3 could start, and SA3 could decide whether it is worth while to pursue this route further. Any new feature in TS 33.234 would be for Release 8 and would probably require a new work item. This WI would be provided for the next SA3 meeting, in case this contribution is received favourably.
The document was presented to get some opinions. The chairman did not note enthusiastic support except for two companies. The meeting agreed to inform the authors of the internet drafts that there did not appear to be a need to add this mechanism to WLAN but perhaps there could other uses in other areas in Rel-8. The authors could continue, but there would be no gaurantee that it would be used in 3GPP. It was noted.
AP 44.04
Guenther to inform the authors of the internet drafts identified in TD S3-060491 that there did not appear to be a need to add this mechanism to WLAN but perhaps there could other uses in other areas in Rel-8. The 

6.11
Visibility and configurability of security
There was no input on this item.
6.12
Push
There was no input on this item.

6.13
Priority
There was no input on this item.

6.14
Location services (LCS)
There was no input on this item.

6.15
Feasibility Study on (U)SIM Security Reuse by Peripheral Devices 
There was no input on this item.

6.16
Open service architecture (OSA)
There was no input on this item.

6.17
Generic user profile (GUP)
There was no input on this item.

6.18
Presence
There was no input on this item.

6.19
User equipment management (UEM)
There was no input on this item.

6.20
Multimedia broadcast/multicast service (MBMS)
TD S3-060418: BCAST LS to 3GPP SA3 and ETSCI SCP on Secure Authenticated Channel; introduced by France Telecom on behalf of OMA BAC (2006-0481R01). OMA is informing SA3 that work in OMA BAC has a dependence on work that is ongoing in SA3 (33.110) and would appreciate SA3’s feedback on the progress of the work items. The date for the feedback was the 24th May. This was strange since the liaison statement was written on 16th May, but it was not indicated which year it was. 
It was noted that the terminal is a trust endpoint for decryption, but it was not clear why are the keys stored on the USIM. On the question asked there is nothing on this in Rel-6 in 3G. As for Rel-7, it had not been discussed at the time of the meeting. The work in SA3 on secure authenticated channel was a more generic work item and there was no plan to make specific changes to the authenticated channel to make it specific to MBMS. Also this channel is an optional feature. 
To answer the first question, it was proposed to send the draft TR. It was noted that this liaison statement was not seen at the SCP which was a week earlier than this meeting; the next meeting on SCP was September. 
AP 44.05
Nigel Barnes to make ETSI SCP aware of the liaison statement from OMA in TD S3-060418. 

The liaison statement was noted, response in TD S3-060542. It was agreed to send this liaison statement (with TD S3-060572 attached). 
TD S3-060542: BCAST LS to 3GPP SA3 and ETSCI SCP on Secure Authenticated Channel; introduced by France Telecom on behalf of SA3. It was agreed to send this liaison statement (with TD S3-060572 attached).. 
TD S3-060421: LS on “MBMS Broadcast mode for Mobile TV”; introduced by Vodafone on behalf of RAN3
R3-060838: TSG RAN WG3 is informing SA3 of discussions in RAN3 on specification impacts required to support MBMS broadcast mode for Mobile TV applications. In the current design of MBMS, a Mobile TV deployment can either maintain channel efficiency, or can minimize the times to activate or switch between MBMS Services, but both are important for a successful deployment of Mobile TV over MBMS. SA
The security risk is that the RNC is not able to authenticate the UEs that it is counting. A malicious UE, can force a type of denial of service in that more resources would be used. The question to SA3 was what sort of risk there is of this. It was noted that the RNC does not know what users are authenticated to use the service; this is done by the MBMS server. This does not result in service theft and the denial of service risk is low.
SA3 was of the opinion that there was no specific security mechanisms needed because the existing security mechanisms are implemented on a higher layer. A response was provided in TD S3-060543.
TD S3-060543: LS on “MBMS Broadcast mode for Mobile TV”; introduced by Vodafone. It was agreed to send this liaison statement. 
TD S3-060425: Liaison Statement on Radio efficiency in MBMS broadcast mode; introduced by Vodafone on behalf of SA2 (S2-061932). SA2 is asking RAN2 and RAN3 groups to continue to discuss the topic of radio efficiency optimisations for non-joined MBMS multicast services that use an MBMS broadcast bearer service to identify what is feasible and reasonable from a complexity point of view by limiting the solution to RAN. (copied to SA3) It was noted.
TD S3-060396: CR 33.246 (Rel-7): BM-SC chooses MUK lifetime less than corresponding GBA Key lifetime; introduced by Siemens
According to TS 33.220 section 4.4.6, the NAF is allowed to restrict the MUK lifetime below the lifetime of the corresponding GBA-keys which lifetime is assumed by the UE. When the BM-SC restricts the MUK lifetime, a consequence is that MSK delivery  procedures (MIKEY push to the UE) cannot be executed from BM-SC viewpoint even if the MUK lifetime has not expired according to the UE. The BM-SC solicited pull procedure provides a way to recover from this situation. It was revised to TD S3-060544 and it was agreed to be sent to SA for approval as CR 0087.
TD S3-060397: CR 33.246 (Rel-6): Correcting http syntax of key management procedures
TD S3-060398: CR 33.246 (Rel-7): Correcting http syntax of key management procedures; introduced by Siemens
The http syntax and format of key management procedures contains duplicate and incorrect parameters in examples and normative formats.
Result:
TD S3-060397 was revised to S3-060545 and it was agreed to be sent to SA for approval as CR 088
TD S3-060398 was revised to S3-060546 and it was agreed to be sent to SA for approval as CR 089
TD S3-060427: Addition of a '2G GBA allowed' flag in MBMS user service announcement; introduced by Orange, Gemalto. Optimization is provided in situations where the UE can only run 2G GBA (i.e. when the UE is equipped with a SIM) but the MBMS user service requires 3G GBA. Another solution was proposed in TD S3-060408 where a change was made to TR 33.905.
TD S3-060408: Key Quality – Pseudo-CR to TR 33.905; introduced by Nokia. During SA3#43 it was discussed, how the the load in the network could be reduced, for the case that the subscriber is not allowed to use a service, because of insufficient baseline security or quality for the application specific credentials. During the discussion, it was noted, that with the architecture outlined in TR 33.905, any application (downloaded or not) would not be aware what kind of baseline security has been used.  Therefore, it was suggested to add to TR 33.905, the possiblity that the application obtains knowledge about the security quality level of the corresponding GBA credentials. 
The two proposals appeared to be complimentary. There was some concern to introduce different flags for all interfaces by doing it via CRs to 33.246. The flag is generic flag and should not be used for the MBMS. Another point was that the flag is service and operator specific and so maybe the text in TD S3-060427 should really be in all relevant TSs. 
Another issue was what would happen when the user roams. In the cases where there are different policies between home and visited networks, then optimisation would not be achieved.
TD S3-060427 was revised to TD S3-060547 and it was agreed to be sent to SA for approval as CR 0095.
TD S3-060408 was revised to TD S3-060548. it was approved and will be put into the next version of 33.905 with some changes to the changes in 4.1.1.
TD S3-060444: Correction of incorrect description of BM-SC_R6; introduced by Huawei. In section 6.2.1.2, it describes” The BM-SC shall implement Bootstrapping procedure over Ub……” , which is not correct as BM-SC acts as a NAF, not a BSF. 

It was commented that this CR is to Rel-6 and should be an essential correction and there would be a real failure if it is not implemented. This does not appear to be the case. If the BM-SC would implement the extra functionality it would not harm. It was suggested to make the change to Rel-7. Noted, Rel-7 in TD S3-060445 taken only.
TD S3-060445: Correction of incorrect description of BM-SC_R7; introduced by Huawei. It was revised to TD S3-060549 and it was agreed to be sent to SA for approval as CR 090.
TD S3-060501: Removing TAG and MKI length from Service Announcement; introduced by Ericsson, Siemens
TS 33.246 specifies that SRTP authentication tag length and SRTP MKI length are indicated in the Service protection description. These are included so that the UE would be able to request the MSK required for a received SRTP packet even before the UE has received the security policy in MIKEY MSK message. This contribution illustrates that the UE is able to request the required MSK even though the SRTP authentication tag length and SRTP MKI length would not be included in Service protection description. 
Transferring the IMPI on Ub permits an eavesdropper to find out which users are active in the part of the network he is eavesdropping on and so users could be traced. This threat is similar to the threat in UMTS against the user’s identity privacy. If  IMPI is eavesdropped on the GBA layer on Ub reference point, whatever is done to protect the user’s identity privacy in UMTS would be in Vain.
There were too attachements with CRs in them to 33.246 in the zipped file. 

The Rel-6 CR allocated S3-060550 and it was agreed to be sent to SA for approval as CR 093. The Rel-7 was allocated S3-060551 and it was agreed to be sent to SA for approval as CR 094. CRs in TD S3-060550 and TD S3-060551 agreed to be sent to SA for approval.
TD S3-060502: Correction of possible key ID values; introduced by Ericsson. Clause 6.4.4 includes overlapping and partly contradicting information with clauses 6.3.2.1 and 6.3.3.1 as they both specify what values the key IDs Key Domain ID, MSK ID and MTK ID can have. In addition, the maximum number of possible MTKs is incorrectly specified as 2n – 1, but since clause 6.4.5.1 disallows the use of the maximum value for MTK IDs, the correct value is 2n – 2. It was revised to TD S3-060552 and it was agreed to be sent to SA for approval as CR 091.
TD S3-060513: CR to 33.246: Removal of the terms MUK_I and MUK_C; introduced by Vodafone. The terms MUK_I and MUK_C are confusing because it is not specified anywhere in the TS how these keys are derived. The keys MUK_I and MUK_C represent keys that are internal to MIKEY. Therefore there is no need to mention these keys in the TS. Instead it is sufficient to say that MUK is used as the pre-shared key in MIKEY – which is already specified in section 6.4.2. It was revised to TD S3-060553 and it was agreed to be sent to SA for approval as CR 092.
TD S3-060572: TS 33.110 on Key establishment between a UICC and a terminal; introduced by the Rapporteur. TD S3-060609: Cover sheet for 33.110 for presentation to SA; introduced by the Rapporteur. TD S3-060572 and TD S3-060609 were agreed to be sent to SA for information. 
6.21
Key Management of group keys for Voice Group Call Services
There was not input on this item.
6.22
Guide to 3G security (TR 33.900)
There was not input on this item.

6.23
Selective disabling of UE capabilities
TD S3-060411: Reply LS on selective disabling of UE capabilities; introduced by Lucent on behalf of CT1
C1-060953: 3GPP WG CT1 is asking SA3 group to indicate their preferences in regard how general restrictions relating to selective disabling of UE capabilities should be documented if 3GPP should proceed with extension of this concept to all 3GPP impacting management objects. Also, if interaction is required with OMA DM, to initiate that exchange. CT1 will take no action until it has the 3GPP WG SA2 and 3GPP WG SA3 position.
There were three options of which option 2 was to provide a generic document mandating how OMA DM is used within 3GPP environment. Would this belong to 3GPP WG SA3 or 3GPP WG CT1. It was suggested that this is the way forward. However, option 4 would be to have a normative annex in the existing TS 24.167. This last option was agreed by the meeting. A response in TD S3-060554.
TD S3-060554: Reply LS on selective disabling of UE capabilities; introduced by Gemalto. It was agreed to send this liaison statement. 
6.24
Trust requirements for open platforms
There was not input on this item.

6.25
Liberty-3GPP security interworking
TD S3-060392: Usage of HTTP POST method; introduced by Nokia. A check was made with TS 24.109 has been performed and the usage of the POST method is mentioned in Annex B3, so no conflict between TR33.980 and TS24.109. 4.3.4 contained an editor’s note on further study of need for additional GBA related data in the artefact transfer, none was identified. It was revised to TD S3-060555 and it was agreed to be sent to SA for approval as CR 005
TD S3-060393: Service based data management; introduced by Nokia. No data items have been identified, but indication was given during discussions, that data may be managed with operator specific methods. A corresponding note is added. It was revised to TD S3-060556 and it was agreed to be sent to SA for approval as CR 006.
TD S3-060451: Liberty-ID-WSF-and-GBA-interworking-architecture; introduced by Huawei. In last SA3 #43 meeting in Athens, TD S3-060314 contained a discussion document on Liberty Alliance ID-WSF and GBA architecture.  The conclusion was that according the Liberty Aliance specifications, the single sign-on may be co-located, but this need not be mandated. The CR indicates that according to Liberty Aliance the SSOS “should” be co-located. The CR was noted at the last meeting while off-line checking could be done. This was done and the document was updated for this meeting.

The attachement was allocated TD S3-060557, which was agreed to be sent to SA for approval as CR 007.
TD S3-060452: Liberty-ID-WSF-GBA-interworking-with-artifact-transfer; introduced by Huawei. Currently there are both response transfer mode and artifact transfer mode for ID-FF-GBA interworking. But there is no artifact transfer mode for ID-WSF-GBA interworking. This contribution added more descriptions for the relationship between the ID-WSF with artifact transfer mode and GBA, which will made the Liberty-3GPP interworking more complete and more clear.

It was noted that the size of the data structures will be relatively large and so to optimise this would appear to be a little obsolete. Also, there are some elements that have not been specified by the Liberty Alliance (e.g. retrieval). It was commented that this use case was not in the Liberty Alliance specifications and so it was suggested that it should be taken to the Liberty Alliance and, when accepted and documented there, be brought back to SA3. It was noted.
TD S3-060506: CR to 33.980: Clarifications and corrections; introduced by Vodafone on behalf of Vodafone, Nokia, Siemens. This document contained some editorial clarifications. It was revised to TD S3-060558 and it was agreed to be sent to SA for approval as CR 008.
6.26
SAE/LTE security
Architecture: 

TD S3-060434: Clarification on Security Termination in LTE/SAE; introduced by Lucent on behalf of Lucent, Intel, Sprint
The document proposes a liaison statement to SA2, clarifying SA3 statement regarding termination for the SAE/LTE Security Associations for user plane traffic, mobility management signaling, and radio resource signaling. Current SAE/LTE architecture consists of eNodeB, MME/UPE, and Inter-AS Anchor and it is not clear how many of these elements are collapsed into one box. In particular, the liaison statement should clarify if some implementation/depolyment options are precluded. 
It was commented that the understanding was only the logical elements are specified and so how they are implemented is an implementation option. However, there is the issue of efficiency of implementation versus the impact on security. The question should be if the RNC and eNodeB could be collapsed at the cellsite and if this has an impact on the security. One is that the hardware could be put into a tamper-resistant box. It was also noted that the basis for the current security architecture was based on what could be physically located in a secure operator environment and what could not. However, it was commented that LTE/SAE is to be for the next 10 to 15 years and to restrict the future implementation based on today’s technology. What should be really done is to determine which functions have to be physically protected. How this is done, is not the concern of SA3. Another concern would be to allow too many options in the standard. Another point was that of the requirements for lawful interception and the confidentiality therein.
SA3 agreed that there is nothing in current specifications that would prohibit such collocation. SA3 will no longer entertain this issue, unless there is a request from the SA2. Noted; no support for sending a liaison statement.
TD S3-060437: Collocating the eNodeB and MME/UPE; introduced by ATIS on behalf of Lucent. The presentation in this document identified more reasoning for co-locating the eNodeB and the MME/UPE. It was Noted.
TD S3-060436: SAE/LTE: on the Termination point for Security Associations; introduced by Lucent. The document indicates that it evident that every attack scenario and threat analyzed in previous SA3 contributions is pivoting around “physical insecurity of eNodeB”. The author’s opinion that in reality it is possible to adequately secure the cell site.  In fact, similar decisions were made by 3GPP a while back regarding requirement for a tamper-proof “vault” in another “insecure” node – the mobile station. Such requirement led to a wide deployment of secure SIM card, which mostly mitigated worries about physical insecurity of mobile stations. There was another point regarding stealing the device versus getting into the device. It was noted. 
TD S3-060435: SAE/LTE: Security advantages of the maximally flat-IP architecture; introduced by Lucent. The point of this contribution was to amplify overall benefits of the maximally flat-IP architecture and elaborate on its specific security advantages. This contribution was a companion contribution to the S3-060434, “Clarification on Security Termination in LTE/SAE”, S3-060436; “SAE/LTE: on the Termination point for Security Associations” and S3-060437, “Collocating the eNodeB and MME/UPE”. It was noted.
Interworking: 

TD S3-060487: How to progress the work on “Security aspects for inter-access mobility between non 3GPP and 3GPP access network”; introduced by Siemens
At the last meeting TD S3-060257 contained a proposed baseline for the document on Security aspects for inter-access mobility between non 3GPP and 3GPP access network. At the time it was asked if this is based on the latest version of SA2 documents and the answer was that it was not. The document was endorsed with an editor’s note that SA3 intend to minimise the overlap with the TR in SA2 and another on how the GBA interfaces are used in this context. There has been some limited email discussion, but it did not result in changes to the baseline text. This contribution points to several problems with the current baseline and a way how to resolve them. A companion contribution proposes a modified baseline document which was provided in TD S3-060488. It was noted; see TD S3-060488.
TD S3-060488: Proposal for a modified structure for baseline document “Security aspects for inter-access mobility between non 3GPP and 3GPP access network”; Introduced by Siemens. 
TD S3-060487 explained what was to be achieved and this contribution proposed to modify the  structure of  the baseline document “Security aspects for inter-access mobility between non 3GPP and 3GPP access network”. Some section headings were added with some preliminary text indicating what kind of material could go into these sections. 
It was commented that section 4 could be left out since was being constantly updated. This was agreed. Some of the titles for sections 5.1 to 5.3 were changed to make them more generic. There was some debate on the details of the use of EAP-AKA over LTE. It was noted that a previous decision was to use UMTS-AKA over UTRAN and that EAP-AKA was for further study, and this section merely records this decision. It was decided to add an editor’s note that it will be decided when the TR is finalised whether sections 5.2 is requried. 
There was a comment that the focus of this document is for security between 3GPP and non-3GPP access systems. However, this may not always be the case as it evolves. There was some agreement reached on the new structure (proposed by Siemens), but it was acknowledged that this could mean that the timescales identified may not be maintained. However, this should not preclude SA2 being made aware of the progress at an early stage.
TD S3-060519: Network based mobility in S3-06257; introduced by DoCoMo. The pseudo CR to S3-06257 proposed changes in structure of the document and adds a section on network based mobility. It was noted that referencing an eight hundred TR is not a good idea since they never get published. Of course, this TR itself is an 800 series CR and so it probably does not matter. It was decided to add this Pseudo-CR, with the note that the first change is obsolete.
TD S3-060459: Authentication mothed for MIPv4; introduced by NOKIA. The baseline document ‘Security aspects for inter-access mobility between non 3GPP and 3GPP access network’ agreed in SA3#43 meeting specified an authentication method i.e. alternative solution 1 for MIPv4. However, the solution isn’t completed in the document.  Thus, a PCR, attached to this discussion document gave a complete version of the alternative authentication solution 1 for MIPv4. Meanwhile, another alternative authentication method i.e. alternative solution 2 for MIPv4 is also described in the PCR. It was noted that the it is not indicated where the IP address is allocated and from where. The answer was that it is assumed an IP address is already allocated and the MIP registration is run over IP. Another question was in step 2 (MIP RLQ) and if B-TID is required and if the RFC needs to be changed. The B-TID may be need to included and how this is done is open. An editor’s note was added to this affect. It was decided to add this Pseudo-CR with the comments. 
TD S3-060486: Comments on S3-060257 on “Security aspects for inter-access mobility between non 3GPP and 3GPP access network”; introduced by Siemens. This document was noted as it contained comments on the old baseline document and has been superceded by other inputs at this meeting. It was taken offline with the rapporteur. The liaison statement was provided in S1-060561. It was noted that there is an attachment was TD S3-060562. It was agreed to send this liaison statement conditional on TD S3-060562 being agreed. 

TD S3-060562: New baseline version of TR on Security aspects for inter-access mobility between non 3GPP and 3GPP access network; Introduced by Nokia. The new baseline was provided in TD S3-060562. It was agreed that this would go on email agreement. (Dates to be provided by Mr Dajiang Zhang).

TD S3-060489: Using a partial Generic Bootstrapping Architecture to bootstrap Mobile IP security parameters; introduced by Siemens. Section 8 of the modified baseline document deals with the bootstrapping of Mobile IP parameters. Two methods,  the use of RFC3957 and the use of GBA, were contained therein. In this document a third method is proposed, namely the use of a partial GBA, which does not require Zn and Ua interfaces.

On the first case, it may be useful to configure the name directly. Also, it was suspected that some problems could introduce some hidden problems in respect of key-lifetimes. The answer was to study this further. It was decided to add this Pseudo-CR with the comments.
TD S3-060458: Message authentication of MIP signalling; introduced by Nokia on behalf of NOKIA and HUAWEI. The baseline document defined a scope of the MIP security studies. One of security aspects is integrity protection of MIP signalling and this document was a discussion of integrity protection of MIP signalling. There was a little confusion since the key generation and usage is in the same diagram. It was decided to split the picture into two. Alternately, the picture from TD S3-060459 could be used. It was decided to do a mixture of the two solutions. It was decided to add this Pseudo-CR with the comments.
At this point, the chairman asked if the work had progressed enough to send a version of the TR to SA2. One question to SA2 could be if this should be a part of their TR or a stand-alone document. The SA3 preference is a stand-alone document. 
AKA/EAP: 

TD S3-060410: On the Use of AKA (UMTS AKA or EAP AKA); introduced by Siemens.  SA3, at its last meeting, agreed to use a USIM (on a UICC) for SAE/LTE access authentication. It was left open whether the authentication procedures between aGW and UE would be performed via UMTS layer 3 protocols (NAS procedures according to TS 24.008) or whether EAP-AKA (cf. WLAN-3GPP interworking) would be used. Beside the security characteristics of both alternatives, also some non-security advantages/disadvantages are investigated to get a more complete set of arguments to base a decision on. There was also some standardization efforts which are outstanding are listed and section 2.4 includes a comparison table.

The proposal was to invite groups to comment on this analysis in order to prepare for a decision between EAP AKA and UMTS AKA at SA3#45. In pariticular it was requested to have a liaison statement to SA2 on this document. It was also proposed that the analysis of Section 3 be incorporated in the document "Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution".

Both proposals were agreed. The way to add the text was taken off line. The liaison statement to SA2 was provided in TD S3-060563. It was agreed to send this liaison statement conditional on the approval of TD S3-060564. 
TD S3-060564: New baseline for TR on Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution; introduced by Nokia. Some more comments were received in the meeting. It was noted and will provided on email. Formatting comments will be accepted and will be finally available 21st July. 
TD S3-060429: Authentication and Key Distribution Procedure for LTE/SAE; introduced by Samsung Electronics. The document presents the initial authentication procedure in LTE/SAE. In the last SA3#43 meeting, UMTS AKA was agreed to be re-used in SAE.  Adopting UMTS AKA for SAE may not need modification; however security mode command, key generation and distribution need to be defined for SAE. This contribution proposes the authentication flow and key distribution for SAE.  Some parts are dependant on the decsion to take AKA or EAP-AKA. Steps from 4 to 15 seemed to apply to both cases. Nethertheless, the information was too detailed at this time and Samsung was invited to submit them later. It was noted. 
TD S3-060476: Requirements on SAE/LTE AKA; introduced by Ericsson. This document dealt with the comparison of UMTS AKA and EAP-AKA. Whichever is chosen, it seemed likely that some extensions will be needed. Both of these options appear to have advantages/disadvantages that needed further study. However, to advance the work, it was felt that some fundamental requirements would be possible to agree on. These requirements in turn, could serve as a basis when deciding which of the two options (or yet other alternatives) would be best suited. This contribution proposed a set of such requirements.

On requirement 2, it was commented that the issue needed to be discussed in SA1. It was noted that SA1 would likely answer that the SIM access to LTE would be required. At some time, a break is needed from the SIM. At least when 2G GBA was discussed in SA, there was a decision to phase out the SIM. Therefore, the decision could already have been made. Another point, if this is a security issue, then SA3 has the remit to make a decision. An editor’s note could be inserted into the TR that other groups may need to be consulted. However, this was countered with the comment that such a decision should be made at the beginning rather than to leave it until the last minute. It was suggested that the question should be sent directly to SA. It was decided to put this in the report with the editor’s note that it needs to be confirmed, and then ask the question of SA with the view that SA3 would like to keep the requirement (of not allowing access via the SIM to LTE).
Another point was that R99 USIM SHOULD be allowed access to LTE. This related to requirement 3 which could, with the mention of extensions, hint that R99 USIMs could be excluded. It was confirmed that this was not the case. In addition, 256 bit keys should not be excluded either. On required 1, an editor’s note was added that this has to be reconsidered when some decision on which non-3GPP access are to be catered for.

The document was noted and the requirements were added to the TR with comments.

Key handling: 

TD S3-060440: AKA usage in LTE/SAE; introduced by Huawei. In last SA3 meeting, it was agreed that UMTS AKA is a trusted protocol for authentication and the signalling sequence in high-level for AKA in UMTS could be reused in LTE/SAE also. However, some issues should be studied carefully when AKA is introduced to LTE/SAE. One of these issues is that how to generate and deliver enough keys to network entities. This contribution discussed this issue with two possible solutions. 
The document was agreed to be added to the TR with the long name with comments. 
TD S3-060430: Key Derivation for LTE/SAE; introduced by Samsung Electronics. In the last SA3#43 meeting, SA3 sent a reply LS to RAN WG2 and RAN WG3 agreeing to the assumption that common keys would be used for LTE/SAE. This contribution proposed different alternatives for common Key derivation to be discussed and decided in SA3. The document leaned toward alternative 1. It was commented that it is a little too early for key derivation functions. Nonetheless, the material should not be lost and perhaps could be put in an annex. It was noted for the time being and the authors were requested to bring it back later with feedback. There was some leaning toward alternative 1.
TD S3-060461: Considerations on Security Architecture for SAE/LTE; introduced by LG Electronics. According to the currently agreed SAE/LTE architecture, security functions for different planes / layers needed to be allocated in different entities – NAS C-plane in MME, U-plane in UPE and RRC in NodeB. This contribution contained some considerations on Security architecture. It was noted that using the same key for integrity and ciphering and this is not a good idea and not good security practice. It was suggested that some time should be given to think about this. There was a suggestion in the document that the same count value is used and this was questioned. It was noted for the time being. It should not be lost though.
Signalling security: 

TD S3-060457: IMSI Catching Attack Mitigation; introduced by NOKIA. In the 3GPP RAN2, RAN3, and SA3  meetings  possible IMSI catching attacks have been discussed e.g. in the context of GBA user service identifiers. The IMSI can be obtained by a malicious entity, since  the UE sends the IMSI in plain text to an unauthenticated network if the network only claims it does not have any identities for the user. This attack provides a mechanism for an attacker to automatically collect IMSIs for example in an area or place(s). This threat is considered to be a higher threat than physically following the user (e.g. automatically collecting IMSIs on airports). The document provided a possibility to mitigate the threat of an unauthenticated network querying UE’s permanent identity. This was taken with TD S3-060517: Requirements for identity and location confidentiality in LTE/SAE; introduced by Vodafone. This document related to TD S3-060457 and provided an analysis of identity and location confidentiality in LTE/SAE. The contribution is restricted to consideration of attacks on the radio interface. 
It was noted if the decision to send the IMSI in the clear is left with the mobile, then perhaps the threat could be mitigated somewhat. However, this should not be extended to the user him/her/itself. It was decided to include the description of the threat into the report with the long name, but also to endorse the conclusion in TD S3-060517 that it should not be overly costly to do it. Both documents were noted. 
TD S3-060456: MAC, RLC, and RRC Layer Security; introduced by NOKIA, ERICSSON. In the RAN2/3-SA3 joint meeting in January 2006 SA3 was asked to study the MAC/RLC security and RRC ciphering (RRC integrity protection is a working assumption). It was assumed that UE can be in LTE_ACTIVE state for long time periods (several hours). This contribution analysed the security of these and proposed to have a requirement for RRC ciphering and sequence number discontinuity between handovers. TD S3-060526: Comments to MAC, RLC, and RRC Layer Security; introduced by HUAWEI. This comments on TD S3-060456. 
The proposal was to put a description into the SA3 SAE/LTE Security Rationale document and that RAN groups be informed about these conclusions and decisions with a LS accompanying this document. The LS to the RAN groups should also mention the issue of unprotected buffer status reports.

It was noted that the attacks appear to be related to some form of physical security on the base station. It was answered that these attacks, while annoying, are not as serious as something like denial of service. It was decided that the first proposal of TD S3-060456 was endorsed. Regarding the RLC ciphering, there was some concern on the cost of this although this should be added to the TR. It was decided that RLC ciphering would be a working proposal unless a lower cost solution could be found to mitigate the effect. This would apply to all messages with some exceptions, but the exceptions must be justified. Regarding the third conclusion, the threat of UE tracking will be put into the TR. In the meantime it was decided to ask RAN2, RAN3 about the RLC ciphering. This was done in TD S3-060565. It was agreed to send this liaison statement with TD S3-060456 attached. 
TD S3-060462: Threat related to broadcast of system information; introduced by LG Electronics. At the last meeting it was agreed that all the possible threats related to broadcast and multicast in SAE/LTE should be identified that might affect the design of the system. In this contribution dealt with threats related to unprotected broadcast of system information, which were described and some countermeasures were proposed. Whilst the threat was acknowledged, the counter measure is not bulletproof. It was decided to add the threat and the countermeasures with the note that some work needs to be done on the countermeasures. 
TD S3-060419: LS on User and Control Plane Security Layer for E-UTRAN; introduced by Ericsson in behalf of RAN2 (R2-061793). RAN2 is asking SA3 for guidance on the order integrity protection and ciphering should be applied, if integrity protection should be applied before ciphering, should the MAC-I be ciphered and if the same principles for integrity protection and ciphering used in Rel-6 apply to E-UTRAN or are improvements required (and if so which).
On question 1, it was noted that integritiy and ciphering are in a different order than in IPSec. If they are both in the same layer, then the order did not matter. In the event, there was no clear preference. This issue has been discussed for about twenty years and from a cryptographic point of view, there is no difference. For question 2, it is OK to cipher the MAC-I. Finally on question 3, it was not sure what the principles being identified in the question is, but a reference to the key length in the document with the long name could be made. 
A response was provided in TD S3-060566. It was agreed to send this liaison statement with TD S3-06064 attached.
User plane security: 

TD S3-060409: User Plane integrity protection; introduced by Siemens. The document analysed the effects of user plane integrity protection. From a theoretical point of view, the use of the user plane integrity protection is a must in order to be able to protect against user plane packet modifications. When only user plane encryption is activated, from a practical point of view it is already harder for an attacker to mount sustainable attacks. Given that, dependent on the application type, there may be big data overhead costs and there may also be delay effects (see issues 1/2/3), the use of user plane integrity protection probably should not be mandated. As consequences of analysed issues are not the competence of SA3, it is then proposed to invite other groups to comment before taking a decision.

TD S3-060477: LTE User Plane Integrity; introduced by Ericsson. This is on the same issue as TD S3-060409. It is proposed that SA3 adopts the working assumption that LTE shall have the possibility to integrity protect the user plane. That is, the feature should be mandatory to implement but optional to use.
It was decided that TD S3-060409 would be put into the TR (with the long name). In the meantime, a liaison statement to RAN2, RAN3 and SA4 was provided in document TD S3-060567. It was agreed to send this liaison statement. 
TD S3-060422: LS on Security aspects on S1 interface; introduced by Nokia on behalf of RAN3 (R3-060964). RAN WG3 kindly asks SA WG3 to answer the questions on security aspects of the S1 interface. Due to some urgency of the work in RAN WG3 to complete the Study Item on UTRA/UTRAN Long Term Evolution, RAN WG3 would like to encourage SA WG3 to provide even partial answer provided that some of the questions could not be answered during one meeting.
TD S3-060455: Security of S1-U; introduced by NOKIA. In relation to question 4, it was noted that RAN WG3 considers the MME and UPE as separate nodes, terminating the S1 Control plane (S1-C) and S1 User plane (S1-U), correspondingly. Furthermore, the decision on MME and UPE, whether separate or integrated, is expected in SA WG2.

TD S3-060505: Draft Reply LS on Security aspects on S1 interface; introduced by Ericsson. This draft liaison statement gives proposed answers to all of the questions. There were a number issues with question 4. However, the other answers in TD S3-060505 were acceptable. It was suggested to replace the answer with that in TD S3-060455. This was not agreed. There was a sitiuation where the eNodeB is malicious and attempts an attack on the UPE. It was decided to mention in the liaison statement that some discussion has been held in SA3 and have an offline hash of the answer to question four. The result was provided in TD S3-060568. It was agreed to send this liaison statement. 
TD S3-060454: User plane security; introduced by NOKIA. There has been a 3GPP decision, U-plane ciphering/Header compression functions will be terminated to UPE. This document concentrated on security aspects with U-plane header compression and ciphering (or integrity protection if required) functions. NAS signalling protection is not in the scope. However, the principle of key set delivery from MME to the UPE is proposed in the paper as well. RAN working group 2 has decided that ciphering function will reside in the PDCP layer (see R2-061793). The proposition was to add some text be added to the TR. The points were edited on line and the result will be seen in the TR with the long name. 
TD S3-060490: Layer for User Plane Protection; introduced by Siemens. The document with the long name (a.k.a. “Rationale and track of security decisions in LTA/SAE”), does not contain an explicit decision on the layer at which user plane protection is to take place (although there is an implicit reference to it). This document proposes that SA3 makes a decision in favour of user plane protection at or below the PDCP layer and documents it in a new version the TR. It was agreed to add this pseudo-CR. 
6.27
Key establishment between UICC and terminal
TD S3-060465: Key establishment between a UICC and a terminal, terminal aspects; introduced by Gemalto (Axalto), Gemalto (Gemplus). The goal of the document was to address the issues arising from the SA1 liaison statement with the CR to 21.905. The P-CR to implement the conclusion of the document was provided in TD S3-060466. After some discussion, tt was decided that only implmentation option 2 would be considered.
TD S3-060466: Pseudo CR to TS 33.110: Terminal definition update; introduced by Gemalto (Axalto), Gemalto (Gemplus). The document proposed the addition of an editor's note in section 3.1 reads as follows: "A more detailed definition of the terminal should be provided resulting from further studies". It also implemented the recommendations of S3-060465 to resolve this editor's note. It was revised to TD S3-060569 and it was approved for inclusion into TR.
TD S3-060468: Pseudo-CR to 33.110: changes against steps in key establishment procedure; introduced by Gemalto (Axalto) Gemalto (Gemplus). The terminal does not need to receive the complete list of NAF_ID and B-TID associated to GBA_U NAF Derivation as proposed in Step_2 and Step_3. The terminal only needs to receive the B-TID associated to the NAF_ID of the NAF Key Center. SA3#43 agreed that Step_11 and Step_12 in the Key Establishment procedure could be put before if the derivation parameters are all available to allow this. Consequently, Step 2, Step_3, Step_11 and Step_12 need to be updated.
On the terminal application identifier, it was asked if it was generated ad hoc between the terminals and what happened in the case of a laptop. This needs to be determined. The idea of the CR was to cover the editor’s note added at the last meeting. It was approved..eventually. 
There was a comment that the UICC ID is being used in the P-CR and this is not specified by 3GPP but rather SCP. Also, there is not real control of the ID other than the industry identifier of 89 for telecommunications. It was stated that this could not be used in the the TR as 3GPP has no control. It was decided to add a question on this to the liaison statement to SCP in TD S3-060570. It was agreed to send this liaison statement. 
TD S3-060442: The correction of the Ks_local establishment procedure; introduced by Huawei. In the current TS, a complete GBA_U run is always required in the key establishment procedure, although actually this is unnecessary. Whether a new GBA_U run is needed should depend on the presence in the UICC of the valid bootstrapping key Ks or Ks_int _NAF. That is, if there is one valid Ks or Ks_int _NAF in the UICC, the existing Ks or Ks_int _NAF should be used, and thus new bootstrapping procedure is not needed. In this way, the key establishment procedure can reuse the existing Ks or Ks_int_NAF, and it can reduce the times of the complete GBA run, and thus to save the time of key establishment and also save some network resourse at a certain extent.
It was suggested that this be taken off line and merged with the TD S3-060569. 
TD S3-060431: Key establishment between a UICC and a terminal: Ks_local derivation; introduced by Gemalto (Axalto) Gemalto (Gemplus). This document detailed the key derivation of the key Ks_local shared between a UICC and a terminal. The Pseudo-CR to implement this was provided in TD S3-060432.
TD S3-060432: Pseudo-CR to 33.110: Ks_local derivation; introduced by Gemalto (Axalto) Gemalto (Gemplus). It was approved with the addition of the terminal identifier being out of scope. Also, the application identifier was deemed out of scope. It was decided to put an editor’s note in indicating that it is possible that KS_local could be the same if the application identifiers are the same. The P-CR was approved with the changes.
TD S3-060449: One Ks_local “per local interface”; introduced by Huawei. In the last meeting, the issue that whether the Ks_local is established “per application” between the UICC and the terminal or not was discussed, but no decision was made. In this document, the issue is addressed and it was proposed only one Ks_Local key should be established between the UICC and terminal rather than one Ks_Local key “per application”. 

If SA3 decided that both cases should exist in the specification, then the P-CR would be withdrawn. It was announced that SCP did request the situation for both cases and so perhaps this P-CR would not be needed. There was some confusion in SA3 as to whether SCP had decided or just discussed this. It was suggested to have a liaison statement to SCP and the question would be if they required key establishment per platform, per application or per platform. The liaison statement was provided in document TD S3-060570.
TD S3-060433: Key establishment between a UICC and a terminal: answers to open issues; introduced by Gemalto (Axalto) Gemalto (Gemplus). This document provided proposed answers to open questions listed in TS 33.110 _ Annex A "Pending issues". It was asked about the the conclusion in A.2.2 what is meant regarding OTA and the provision of a secure channel between the network and the ME. It was answered that at the moment OTA does not allow for a message endpoint for the ME; it is between the network and the UICC. The P-CR to implement this was provided in TD S3-060469.
TD S3-060469: Pseudo-CR to 33.110: removal of open issues in Annex_A; introduced by Gemalto (Axalto) Gemalto (Gemplus). It was approved.
TD S3-060495: Key establishment between a MT and an external device: solution proposal; introduced by Ericsson on behalf of Ericsson and Nokia. This document attempted to discuss the requirements and terminology to solve this usage scenario. There was a question on the first line of the document in that it states “SA3#43 agreed that SA3 shall incorporate the use case of “Key establishment between a MT and an external device” into its specifications”. This was countered as not having been agreed.  
There was a pseudo-CR to a new Technical Specification for REL-7 attached to this document. It was clarified that this is actually a new TS and it was asked how this works for the work items. The meeting noted that there is no work item for this and it is required. It was requested, therefore, that a WI be brought back to the next meeting with four supporting companies. It was noted for the time being. 
The meeting went back to the liaison statement from SA1 in TD S3-060424 in section 5.1. 
The new version of the TS 33.110 on Key establishment between a UICC and a terminal. It was decided to send this to SA #33 for information.
6.28
Protection against SMS and MMS spam
TD S3-060423: LS on Verification of SMS Source; introduced by Motorola on behalf of SA1 (S1-060540). During the discussion in SA1, it is concluded that there are different technical methods to verify the SMS source. However, SA1 is asking SA3 to discuss the solution to implement the requirement. It was announced that since SA1 there has been an email discussion during which it has been suggested that this be done via SIM/USIM Toolkit since an encrypted SMS can be sent to the SIM where the source can be verified. 
TD S3-060467: Discussion on SMS source verification mechanism; introduced by Huawei on behalf of China Mobile. It was revised to TD S3-060529 prior to presentation.
TD S3-060529: Discussion on SMS source verification mechanism; introduced by Huawei on behalf of China Mobile. In this document, China Mobile discribes several potential solution for the "verification of SMS source" topic, which is mentioned in the LS. And then the document makes a comparison among these solutions to recommend a proper solution, which makes use of reserved IE in User-Data-Header defined in TS 23.040 to define a real-name IE. The document proposed that SA3 to reply a LS to SA1 with the information showed in this document and suggest that solution “To define a real name IE” is the most effective way to fulfil the requirement, and also copy the reply to CT1. This is not the same solution as suggested after SA1 on email. 
It was suggested that this be discussed over email with a view to getting a solution at the next meeting. This was agreed. 

AP 44.06
MCC to tell SA1 that an email discussion will held and the result to be communicated to SA1 by MCC. The email will be run by China Mobile.

TD S3-060504: Anti-spam work in OMA and IETF; introduced by Nokia.
The document proposed that the SA3 study on Protection against SMS and MMS spam should be based on OMA and IETF work mentioned in the document. It was also proposed that the SA3 study should focus on how the existing work can be used for 3GPP purposes and what additional mechanisms are possibly needed. It was commented that there has been some extensive study in the GSMA and the results of this will be presented to SA3. It was noted; further contributions requested.
6.29
Other areas
None.
7
Review and update of work programme

There was no input on the work plan, but rather the secretary directed the delegates attention to http://www.3gpp.org/ftp/Information/WORK_PLAN/ where it could be found. Delegates were asked for updates.
AP 44.07
All to provide comments on the SA3 workplan items in TD S3-060524 by 13th September. This has been determined by the workplan manager and is not under control of the secretary and so is not extendable.
8
Future meeting dates and venues

Deadlines for contributions to next meeting: First Deadline: Tuesday 24th October 2006, 16.00 CET. Comments deadline: Thursday 26th October 2006, 16.00 CET.
The planned meetings were as follows:
	Meeting
	Date
	Location
	Host

	S3#45
	31st Oct – 3rd Nov 2006
	TBD Fairfax, Virginia, USA
	NAF

	S3#46
	13 – 16 Feb 2007
	
	

	S3#47
	15 – 18 May 2007
	
	


LI meetings planned

	Meeting
	Date
	Location
	Host

	SA3 LI-#23
	17 - 19 Oct 2006 
	Vienna, Austria
	

	SA3 LI-#24
	6 - 8 Feb 2007
	USA
	

	SA3 LI-#25
	25 - 27 Apr 2007
	EU
	


TSGs RAN/CN/T and SA Plenary meeting schedule

	Meeting
	2005
	Location
	Primary Host

	TSGs #33 
	25 - 28 Sep 2006    
	Palm Springs  
	

	TSGs #34 
	4 - 7 Dec 2006    
	Budapest  
	

	TSGs #35 
	12 - 15 Mar 2007    
	EU  
	

	TSGs #36 
	4 - 7 Jun 2007    
	KR  
	

	TSGs #37 
	10 - 13 Sep 2007    
	Riga  
	

	TSGs #38 
	3 - 7 Dec 2007    
	US  
	

	TSGs #39 
	10 - 13 Mar 2008    
	tbd  
	

	TSGs #40 
	2 - 5 Jun 2008    
	tbd  
	

	TSGs #41 
	29 Sep - 2 Oct 2008    
	tbd  
	

	TSGs #42 
	8 - 11 Dec 2008    
	tbd  
	


9
Any other business

There was no other business. 
10
Close

The Chairman, Valtteri Niemi, thanked delegates for their hard work during the meeting. He thanked the Hosts, EF3, for the excellent facilities in Tallinn. He then closed the meeting at 16.37.
The secretary thanked some delegates for the special coffee he received during the late meeting sessions. 
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	6.26
	None
	Noted; no support for sending a liaison statement

	S3-060435
	SAE/LTE: Security advantages of the maximally flat-IP architecture
	Lucent
	6.26
	None
	Noted

	S3-060436
	SAE/LTE: on the Termination point for Security Associations
	Lucent
	6.26
	None
	Noted

	S3-060437
	Collocating the eNodeB and MME/UPE
	Lucent
	6.26
	None
	Noted

	S3-060438
	Pseudo-CR on NBA issues to 'Coexistence' TR
	Nokia, Huawei
	6.1.1
	None
	See LSs in 576 and 577

	S3-060439
	Corrections and updates of references
	Lucent
	6.10
	539
	Revised to 539

	S3-060440
	AKA usage in LTE/SAE
	Huawei
	6.26
	xxx
	Noted; to be added to the report with the long name

	S3-060441
	Correction to protocol used in Wx reference point
	Huawei Nokia
	6.10
	540
	Revised to 540

	S3-060442
	The correction of the Ks_local establishment procedure
	Huawei
	6.27
	569
	Merged with 468 in 569

	S3-060443
	PCR-Bootstrapping Renegotiation procedure in GBA push
	Huawei
	6.9.2
	None
	Noted: decsion on reuse required

	S3-060444
	Correction of incorrect description of BM-SC_R6
	Huawei
	6.20
	None
	Noted, Rel-7 in TD S3-060445 taken only

	S3-060445
	Correction of incorrect description of BM-SC_R7
	Huawei
	6.20
	549
	Revised to 549

	S3-060446
	Corrections of some incorrect reference_R7
	Huawei
	6.9.2
	601
	Revised to 601

	S3-060447
	P-CR to 33.xxx GBA push-delete notes
	Huawei
	6.9.2
	None
	Noted; to early to make a decision

	S3-060448
	Open issues for GAA Push Technical Solution
	Huawei
	6.9.2
	523
	See comments in 523

	S3-060449
	One Ks_local per local interface
	Huawei
	6.27
	570
	See LS to SCP in 570

	S3-060450
	Protection of IMPI over Ub reference point
	Huawei
	6.9.2
	None
	Noted; analysis of cost vs benefit to be done.

	S3-060451
	Liberty-ID-WSF-and-GBA-interworking-architecture
	Huawei
	6.25
	557
	Revised to 557

	S3-060452
	Liberty-ID-WSF-GBA-interworking-with-artifact-transfer
	Huawei
	6.25
	
	-

	S3-060453
	Open-issues-on-coexistence-between-TISPAN-and-3GPP authentication
	Huawei
	6.1.1
	None
	Noted, maybe could affect LS in 576

	S3-060454
	User plane security
	NOKIA
	6.26
	xxx
	Agreed: points were edited on line and the result will be seen in the TR

	S3-060455
	Security of S1-U
	NOKIA
	6.26
	568
	See response LS in 568

	S3-060456
	MAC, RLC, and RRC Layer Security
	NOKIA, ERICSSON
	6.26
	xxx
	See comments in 536; proposal 1 endorsed, ciphering of RLC to be identified in TR

	S3-060457
	IMSI Catching Attack Mitigation
	NOKIA
	6.26
	xxx
	Noted; to be added to the report with the conlusion in 517

	S3-060458
	Message authentication of MIP signalling
	NOKIA,HUAWEI
	6.26
	562
	Approved; to be added to next version with comments

	S3-060459
	Authentication method for MIPv4
	NOKIA
	6.26
	562
	Approved; to be added to next version with comments

	S3-060460
	Security study of VCC
	NOKIA
	6.1.1
	None
	Noted and contributions were invited

	S3-060461
	Considerations on Security Architecture for SAE/LTE
	LG Electronics
	6.26
	None
	Noted for the time being

	S3-060462
	Threat related to broadcast of system information
	LG Electronics
	6.26
	xxx
	Threat to be added to TR with a note that countermeasures are FFS.

	S3-060463
	CR to TS 33.210 (Rel-6): Clarifying the use of RFC3554
	Siemens, Ericsson, Telenor
	6.3
	589
	Revised to 589

	S3-060464
	CR to TS 33.210 (Rel-7): Clarifying the use of RFC3554
	Siemens, Ericsson, Telenor
	6.3
	590
	Revised to 590

	S3-060465
	Key establishment between a UICC and a terminal, terminal aspects
	Gemalto (Axalto), Gemalto (Gemplus)
	6.27
	466
	See P-CR in 466

	S3-060466
	Pseudo CR to TS 33.110: Terminal definition update
	Gemalto (Axalto), Gemalto (Gemplus)
	6.27
	569
	Revised to 569

	S3-060467
	Discussion on SMS source verification mechanism
	China Mobile
	6.28
	529
	Revised to 529 see also 423

	S3-060468
	Pseudo-CR to 33.110: changes against steps in key establishment procedure
	Gemalto (Axalto) Gemalto (Gemplus)
	6.27
	572
	Approved after a long discussion

	S3-060469
	Pseudo-CR to 33.110: removal of open issues in Annex_A
	Gemalto (Axalto) Gemalto (Gemplus)
	6.27
	572
	Approved

	S3-060470
	LS on NGN-LI development and new WI on internal LI stage 3 interfaces
	SA3-LI
	4.3
	None
	Noted

	S3-060471
	CR to 33.108 on Missing ETSI parameter on HI2
	SA3-LI
	4.3
	None
	Wrong Version Number; it was withdrawn.

	S3-060472
	CR to 33.107 with editorial updates
	SA3 LI
	4.3
	560
	Revised to 560

	S3-060473
	CR to 33.107 on WLAN Interworking Interception Details (v7.0)
	SA3 LI
	4.3
	559
	Wrong Version Number; Revised to 559

	S3-060474
	LS on LI implications for “One Tunnel Solution”
	SA3 LI
	4.3
	None
	Noted

	S3-060475
	Inclusion of ETSI SAGE's assessment of GERAN encryption algorithms strengths
	Ericsson
	6.6
	zzz
	Approved

	S3-060476
	Requirements on SAE/LTE AKA
	Ericsson
	6.26
	xxx
	Noted; requirements were added to the TR with comments

	S3-060477
	LTE User Plane Integrity
	Ericsson
	6.26
	None
	Noted in conjunction with 409

	S3-060478
	Correction of text on check of IP addresses
	Siemens
	6.1.2
	579
	Revised to 579

	S3-060479
	Correction of statement on use of temporary public user identities
	Siemens
	6.1.1
	574
	Revised to 574

	S3-060480
	Meeting Report of 3GPP SA3 LI#22
	SA3 LI Chairman
	4.3
	528
	Duplicate of 528

	S3-060481
	Removal of editor’s note
	Siemens
	6.1.1
	582
	Revised to 582

	S3-060482
	Check for duplicate (IP address, port) pairs also in re-registrations Rel5
	Siemens
	6.1.1
	583
	Revised to 583

	S3-060483
	Check for duplicate (IP address, port) pairs also in re-registrations Rel6
	Siemens
	6.1.1
	584
	Revised to 584

	S3-060484
	Check for duplicate (IP address, port) pairs also in re-registrations Rel7
	Siemens
	6.1.1
	585
	Revised to 585

	S3-060485
	Selection among 3GPP and TISPAN authentication methods by S-CSCF
	Siemens
	6.1.1
	None
	See comments in 525, See LSs in 576 and 577

	S3-060486
	Comments on S3-060257 on “Security aspects for inter-access mobility between non 3GPP and 3GPP access network”
	Siemens
	6.26
	562
	Noted; taken off line but generally accepted

	S3-060487
	How to progress the work on Security aspects for inter-access mobility between non 3GPP and 3GPP access network”
	Siemens
	6.26
	488
	Noted; see TD S3-060488

	S3-060488
	Proposal for a modified structure for baseline document “Security aspects for inter-access mobility between non 3GPP and 3GPP access network”
	Siemens
	6.26
	None
	Noted

	S3-060489
	Using a partial Generic Bootstrapping Architecture to bootstrap Mobile IP security parameters
	Siemens
	6.26
	562
	Approved; to be added to next version

	S3-060490
	Layer for User Plane Protection
	Siemens
	6.26
	xxx
	Agreed; to be added to TR

	S3-060491
	Removing the need for PDG certificates in I-WLAN 3GPP IP access?
	Ericsson, Siemens
	6.10
	AP 44.04
	Noted

	S3-060492
	Clarification of using HTTP digest with HTTPS
	Ericsson
	6.9.4
	607
	Revised to 607

	S3-060493
	Correction to the UICC selection procedure in GBA - Rel6
	Ericsson, Siemens
	6.9.2
	605
	Revised to 605

	S3-060494
	Correction to the UICC selection procedure in GBA - Rel7
	Ericsson, Siemens
	6.9.2
	606
	Revised to 606

	S3-060495
	Key establishment between a MT and an external device: solution proposal
	Ericsson, Nokia
	6.27
	None
	Noted; WI required for next meeting

	S3-060496
	Using pseudonyms over Zn to ensure service continuity
	Ericsson
	6.9.2
	604
	Revised to 604

	S3-060497
	Sending FQDN over Zn
	Ericsson
	6.9.2
	602, 603
	Revised to 602, 603

	S3-060498
	GBA Push: Architecture and reference point requirements
	Siemens
	6.9.2
	608
	agreed to be put into the TR on GBA Push

	S3-060499
	Issues in GBA Push
	Ericsson
	6.9.2
	None
	Noted, clarifications required on all conclusions before next meeting.

	S3-060500
	Removing Confidentiality indication from SM8
	Ericsson
	6.1.1
	586
	Revised to 586

	S3-060501
	Removing TAG and MKI length from Service Announcement
	Ericsson, Siemens
	6.20
	
	Noted; See CRs in 550 and 551

	S3-060502
	Correction of possible key ID values
	Ericsson
	6.20
	552
	Revised to 552

	S3-060503
	Addition of attack graph to TR 33.801
	Ericsson
	6.6
	zzz
	Approved as an annex to TR

	S3-060504
	Anti-spam work in OMA and IETF
	Nokia
	6.28
	None
	Noted; further contributions requested

	S3-060505
	Draft Reply LS on Security aspects on S1 interface
	Ericsson
	6.26
	568
	Revised to 568

	S3-060506
	CR to 33.980: Clarifications and corrections
	Vodafone, Nokia, Siemens
	6.25
	558
	Revised to 558

	S3-060507
	Justification for extending NDS/AF to support TLS
	Vodafone, Nokia, Nortel, Rogers Wireless
	6.4
	508, 509
	Noted, see WI in 508 and CR in 509

	S3-060508
	NDS Authentication Framework Extension for TLS
	Nokia, Vodafone, Nortel, Rogers Wireless
	6.4
	592
	Revised to 592

	S3-060509
	CR to 33.310: Extending NDS/AF to support TLS
	Vodafone, Nokia, Nortel, Rogers Wireless
	6.4
	593
	Revised to 593

	S3-060510
	CR to 33.310: Clarifications and corrections
	Vodafone
	6.4
	594
	Revised to 594

	S3-060511
	CR to 33.987: Deletion of a NOTE regarding the use of the temporary public user identity
	Vodafone, Nortel
	6.1.1
	479
	Should this be 33.978?; noted see 479

	S3-060512
	Issues regarding security specifications for inter-operator IP-based communications
	Vodafone
	6.3
	591
	To be sent in an LS in 591

	S3-060513
	CR to 33.246: Removal of the terms MUK_I and MUK_C
	Vodafone
	6.20
	553
	Revised to 553

	S3-060514
	Requirements for UMTS encryption/integrity algorithm change
	Vodafone
	6.5
	596
	Noted, see response in 596

	S3-060515
	Reuse of Ks_(ext)_NAF after UE power off/UE power on
	Ericsson
	6.9.2
	None
	Noted; for the next meeting. Agreed that IMPI needs to be stored

	S3-060516
	Requirements for IMS user plane security
	Vodafone
	6.1.1
	None
	General support  and contributions were invited

	S3-060517
	Requirements for identity and location confidentiality in LTE/SAE
	Vodafone
	6.26
	xxx
	Conclusion endorsed in conjunction with threat descrption in 457

	S3-060518
	Clarification of notes
	Ericsson
	6.9.2
	600
	Revised to 600

	S3-060519
	Network based mobility in S3-06257
	DoCoMo
	6.26
	562
	Approved; to be added to next version

	S3-060520
	Proposed changes to the Interworking cases section (update of TD S3-060404)
	Telecom Italia
	6.1.2
	578
	Revised to 578

	S3-060521
	LS Response on UDP encapsulation of IPsec
	TISPAN WG 7, WG3
	6.1.1
	None
	Happily Noted

	S3-060522
	LS on coexistence of NASS-IMS bundled authentication
	TISPAN WG 7
	6.1.1
	576
	Revised to 576

	S3-060523
	Comments to S3-060448 - Open issues for GAA Push Technical Solution
	Nokia
	6.9.2
	None
	Noted; more consideration required

	S3-060524
	Review of WIs for Rel-7 for SA3
	MCC
	7
	
	Comments to

	S3-060525
	Comments to S3-060485 Selection among 3GPP and TISPAN authentication methods by S-CSCF
	Nokia
	6.1.1
	485
	See 485

	S3-060526
	Comments to MAC, RLC, and RRC Layer Security
	HUAWEI
	6.26
	456
	Noted, supports 456

	S3-060527
	SA3-LI report Lisbon
	Rapporteur
	4.3
	None
	Noted

	S3-060528
	SA3-LI draft report Montreal
	Rapporteur
	4.3
	None
	Noted

	S3-060529
	Discussion on SMS source verification mechanism
	China Mobile
	6.28
	Email
	discussed over email with a view to getting a solution at the next meeting

	S3-060530
	Reply LS on Inter-operator Diameter interfaces
	SA2
	6.3
	None
	Noted and, as a consequend, the CR provided to the last meeting in TD S3-060321 was not needed

	S3-060531
	Reply LS on Continuing dialogue regarding IEEE 802.11u requirements
	SA2
	6.10
	537
	Response in 537

	S3-060532
	Extension of protocol used on Ww interface
	SA2
	6.10
	538
	Response in 538

	S3-060533
	Support of multiple simultaneous IMS registrations
	SA2
	6.1.1
	575
	Response in 575

	S3-060534
	Draft Report of SA WG3 meeting #43
	SA WG3 Secretary
	4.1
	
	Approved

	S3-060535
	Draft TR 33.801 on Access Security Review
	Rapporteur
	6.6
	597
	Noted; Revised to 597

	S3-060536
	Guideline on Security Architecture for Message Security in Mobile Web Services
	SA3
	5.9
	Out
	Agreed to be sent

	S3-060537
	Reply LS on Continuing dialogue regarding IEEE 802.11u requirements
	SA3
	6.10
	Out
	Agreed to be sent

	S3-060538
	Extension of protocol used on Ww interface
	SA3
	6.10
	Out
	Agreed to be sent

	S3-060539
	Corrections and updates of references
	Lucent
	6.10
	610
	Revised to 610

	S3-060540
	Correction to protocol used in Wx reference point
	Huawei Nokia
	6.10
	Out
	Agreed to be sent to SA for approval

	S3-060541
	Industry Initiative to Withdraw A5/2 - Briefing Paper
	GSMA
	5.4
	Out
	To be provided to SA for information

	S3-060542
	BCAST LS to 3GPP SA3 and ETSCI SCP on Secure Authenticated Channel
	SA3
	6.20
	Out
	S3-060572 was attached.; Agreed to be sent

	S3-060543
	LS on MBMS Broadcast mode for Mobile TV
	SA3
	6.20
	Out
	Agreed to be sent

	S3-060544
	CR 33.246 (Rel-7): BM-SC chooses MUK lifetime less than corresponding GBA Key lifetime
	Siemens
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060545
	CR 33.246 (Rel-6): Correcting http syntax of key management procedures
	Siemens
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060546
	CR 33.246 (Rel-7): Correcting http syntax of key management procedures
	Siemens
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060547
	Addition of a '2G GBA allowed' flag in MBMS user service announcement
	Orange, Gemalto
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060548
	Key Quality Pseudo-CR to TR 33.905
	Nokia
	6.20
	TR 33.905
	Approved

	S3-060549
	Correction of incorrect description of BM-SC_R7
	Huawei
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060550
	Removing TAG and MKI length from Service Announcement
	Ericsson, Siemens
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060551
	Removing TAG and MKI length from Service Announcement
	Ericsson, Siemens
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060552
	Correction of possible key ID values
	Ericsson
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060553
	CR to 33.246: Removal of the terms MUK_I and MUK_C
	Vodafone
	6.20
	Out
	Agreed to be sent to SA for approval (to be provided by Karl and Peter)

	S3-060554
	Reply LS on selective disabling of UE capabilities
	SA3
	6.23
	Out
	Agreed to be sent

	S3-060555
	Usage of HTTP POST method
	Nokia
	6.25
	Out
	Agreed to be sent to SA for approval (Slike to check)

	S3-060556
	Service based data management
	Nokia
	6.25
	Out
	Agreed to be sent to SA for approval

	S3-060557
	Liberty-ID-WSF-and-GBA-interworking-architecture
	Huawei
	6.25
	Out
	Agreed to be sent to SA for approval

	S3-060558
	CR to 33.980: Clarifications and corrections
	Vodafone, Nokia, Siemens
	6.25
	Out
	Agreed to be sent to SA for approval

	S3-060559
	CR to 33.108 on WLAN Interworking Interception Details (v7.0)
	SA3 LI
	4.3
	Out
	 Sent to email discussion/approval

	S3-060560
	CR to 33.107 with editorial updates
	SA3 LI
	4.3
	Out
	 Sent to email discussion/approval

	S3-060561
	LS to SA2 on Security aspects for inter-access mobility between non 3GPP and 3GPP access network
	Nokia
	6.26
	Out
	562 attached; Agreed to be sent conditional on 561 being agreed

	S3-060562
	New baseline version of TR on Security aspects for inter-access mobility between non 3GPP and 3GPP access network
	Nokia
	6.26
	Out
	Sent to email discussion/approval

	S3-060563
	LS to SA2 on the use of AKA (UMTS AKA or EAP AKA)
	Siemens
	6.26
	Out
	564 to be attached:; Agreed to be sent Conditional on 564

	S3-060564
	New baseline for TR on Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution
	Nokia
	6.26
	Out
	noted and will provided on email; available 21st July; Sent to email discussion/approval

	S3-060565
	LS on RLC ciphering
	Nokia
	6.26
	Out
	Agreed to be sent; with 456 attached.

	S3-060566
	LS on User and Control Plane Security Layer for E-UTRAN
	SA3
	6.26
	Out
	Agreed to be sent; with 564 attached.

	S3-060567
	LS on User Plane integrity protection in LTE
	Siemens
	6.26
	Out
	Agreed to be sent

	S3-060568
	Reply LS on Security aspects on S1 interface
	SA3
	6.26
	Out
	Agreed to be sent

	S3-060569
	Pseudo CR to TS 33.110: Terminal definition update
	Gemalto (Axalto), Gemalto (Gemplus)
	6.27
	572
	Approved; to be added into TR

	S3-060570
	One Ks_local per local interface
	Nokia
	6.27
	Out
	Agreed to be sent

	S3-060571
	Liaison Statement on the Vocabulary TR, TR 21.905
	SA3
	5.1
	Out
	Agreed to be sent

	S3-060572
	TS 33.110 on Key establishment between a UICC and a terminal
	Rapporteur
	6.27
	Out
	Agreed to be sent to SA for Information

	S3-060573
	Presentation of S3-060485 on selection of IMS authentication methods and open issue
	Siemens
	6.1.1
	485
	Noted: See 485

	S3-060574
	Correction of statement on use of temporary public user identities
	Siemens
	6.1.1
	Out
	Agreed to be sent to SA for approval

	S3-060575
	Support of multiple simultaneous IMS registrations
	SA3
	6.1.1
	Out
	Agreed to be sent

	S3-060576
	Reply to LS on coexistence of NASS-IMS bundled authentication
	Siemens
	6.1.1
	Out
	Attach: S3-050438, S3-060453, S3-060485, S3-060525, S3-060573;; Agreed to be sent

	S3-060577
	Reply to LS on coexistence of TISPAN and 3GPP authentication
	Siemens
	6.1.1
	Out
	Agreed to be sent

	S3-060578
	Proposed changes to the Interworking cases section (update of TD S3-060404)
	Telecom Italia
	6.1.2
	612
	Revised to 612

	S3-060579
	Correction of text on check of IP addresses
	Siemens
	6.1.2
	Out
	Agreed to be sent to SA for approval

	S3-060580
	Correction of SIP Privacy Ref. errors (Rel-6)
	Nortel, CableLabs
	6.1.1
	Out
	Agreed to be sent to SA for approval

	S3-060581
	Correction of SIP Privacy reference errors (Rel-7)
	Nortel, CableLabs
	6.1.1
	Out
	Agreed to be sent to SA for approval

	S3-060582
	Removal of editor’s note
	Siemens
	6.1.1
	Out
	Agreed to be sent to SA for approval

	S3-060583
	Check for duplicate (IP address, port) pairs also in re-registrations Rel5
	Siemens
	6.1.1
	Out
	Agreed to be sent to SA for approval

	S3-060584
	Check for duplicate (IP address, port) pairs also in re-registrations Rel6
	Siemens
	6.1.1
	Out
	Agreed to be sent to SA for approval

	S3-060585
	Check for duplicate (IP address, port) pairs also in re-registrations Rel7
	Siemens
	6.1.1
	Out
	Agreed to be sent to SA for approval

	S3-060586
	Removing Confidentiality indication from SM8
	Ericsson
	6.1.1
	Out
	Agreed to be sent to SA for approval

	S3-060587
	CR 33.204 (Rel-7): Using TCAPsec within a Hub-and-spoke architecture
	Siemens
	6.2
	Out
	Agreed to be sent to SA for approval

	S3-060588
	Reply LS on Security mechanism on Mc Interface
	Siemens
	6.3
	Out
	Agreed to be sent

	S3-060589
	CR to TS 33.210 (Rel-6): Clarifying the use of RFC3554
	Siemens, Ericsson, Telenor
	6.3
	Out
	Agreed to be sent to SA for approval

	S3-060590
	CR to TS 33.210 (Rel-7): Clarifying the use of RFC3554
	Siemens, Ericsson, Telenor
	6.3
	Out
	Agreed to be sent to SA for approval

	S3-060591
	LS on Issues regarding security specifications for inter-operator IP-based communications
	Vodafone
	6.3
	Out
	Agreed to be sent

	S3-060592
	NDS Authentication Framework Extension for TLS
	Nokia, Vodafone, Nortel, Rogers Wireless
	6.4
	Out
	Agreed to be sent to SA for approval

	S3-060593
	CR to 33.310: Extending NDS/AF to support TLS
	Vodafone, Nokia, Nortel, Rogers Wireless
	6.4
	Out
	Agreed to be sent to SA for approval

	S3-060594
	CR to 33.310: Clarifications and corrections
	Vodafone
	6.4
	Out
	Agreed to be sent to SA for approval

	S3-060595
	CT1 response on DoS attacks through NAS Registration Reject messages
	SA3
	6.5
	Out
	Agreed to be sent

	S3-060596
	Reply LS to SA3 on additional RAB combinations
	SA3
	6.5
	Out
	Agreed to be sent

	S3-060597
	Draft TR 33.801 on Access Security Review
	Rapporteur
	6.6
	None
	Noted

	S3-060598
	Verification of UE information
	Nokia, Ericsson
	6.9.1
	Out
	Agreed to be sent to SA for approval

	S3-060599
	Event monitoring principles for GAA/GBA
	Nokia
	6.9.1
	Out
	Agreed to be sent to SA for approval

	S3-060600
	Clarification of notes
	Ericsson
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060601
	Corrections of some incorrect reference_R7
	Huawei
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060602
	Sending FQDN over Zn
	Ericsson
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060603
	Sending FQDN over Zn
	Ericsson
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060604
	Using pseudonyms over Zn to ensure service continuity
	Ericsson
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060605
	Correction to the UICC selection procedure in GBA - Rel6
	Ericsson, Siemens
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060606
	Correction to the UICC selection procedure in GBA - Rel7
	Ericsson, Siemens
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060607
	Clarification of using HTTP digest with HTTPS
	Ericsson
	6.9.4
	Out
	Agreed to be sent to SA for approval

	S3-060608
	TR 33.923 on Generic Bootstrapping Architecture (GBA) Push Function
	Rapporteur
	6.9.2
	None
	Provided after the meeting

	S3-060609
	Cover sheet for 33.110 for presentation to SA
	Rapporteur
	6.27
	Out
	Agreed to be sent to SA for information

	S3-060610
	Corrections and updates of references
	Lucent
	6.10
	Out
	Agreed to be sent to SA for approval

	S3-060611
	Coeixstance TR new baseline
	Orange
	6.1.1
	
	New Baseline for next meeting.

	S3-060612
	Proposed changes to the Interworking cases section (update of TD S3-060404)
	Telecom Italia
	6.1.2
	Out
	Agreed to be sent to SA for approval


Annex C: Status of specifications under SA WG3 responsibility
	Spec

Number
	Title
	PH1-Vers
	PH2-Vers
	R96-vers
	R97-vers
	R98-vers
	R99-vers
	Rel4-vers
	Rel5-vers
	Rel6-vers
	Rel7-vers
	Rel8-vers

	01.31
	Fraud Information Gathering System (FIGS); Service requirements; Stage 0
	
	
	
	
	7.0.1
	8.0.0
	
	
	
	
	

	01.33
	Lawful Interception requirements for GSM
	
	
	
	
	7.0.0
	8.0.0
	
	
	
	
	

	01.61
	General Packet Radio Service (GPRS); GPRS ciphering algorithm requirements
	
	
	
	6.0.1
	7.0.0
	8.0.0
	
	
	
	
	

	02.09
	Security aspects
	3.1.0
	4.5.1
	5.2.1
	6.1.1
	7.1.1
	8.1.0
	
	
	
	
	

	02.31
	Fraud Information Gathering System (FIGS); Service description; Stage 1
	
	
	
	
	7.1.1
	
	
	
	
	
	

	02.32
	Immediate Service Termination (IST); Service description; Stage 1
	
	
	
	
	7.1.1
	
	
	
	
	
	

	02.33
	Lawful Interception (LI); Stage 1
	
	
	
	
	7.3.0
	8.0.1
	
	
	
	
	

	03.20
	Security-related network functions
	3.3.2
	4.4.1
	5.2.1
	6.1.0
	7.2.0
	8.3.0
	
	
	
	
	

	03.31
	Fraud Information Gathering System (FIGS); Service description; Stage 2
	
	
	
	
	7.0.0
	
	
	
	
	
	

	03.33
	Lawful Interception; Stage 2
	
	
	
	
	7.2.0
	8.1.0
	
	
	
	
	

	03.35
	Immediate Service Termination (IST); Stage 2
	
	
	
	
	7.0.1
	
	
	
	
	
	

	10.20
	Lawful Interception requirements for GSM
	
	
	5.0.1
	
	
	
	
	
	
	
	

	21.133
	3G security; Security threats and requirements
	
	
	
	
	
	3.2.0
	4.1.0
	
	
	
	

	22.022
	Personalisation of Mobile Equipment (ME); Mobile functionality specification
	
	
	
	
	
	3.2.1
	4.1.0
	5.0.0
	6.0.0
	
	

	22.031
	Fraud Information Gathering System (FIGS); Service description; Stage 1
	
	
	
	
	
	3.0.0
	4.0.0
	5.0.0
	6.0.0
	
	

	22.032
	Immediate Service Termination (IST); Service description; Stage 1
	
	
	
	
	
	3.0.0
	4.0.0
	5.0.0
	6.0.0
	
	

	23.031
	Fraud Information Gathering System (FIGS); Service description; Stage 2
	
	
	
	
	
	3.0.0
	4.0.0
	5.0.0
	6.0.0
	
	

	23.035
	Immediate Service Termination (IST); Stage 2
	
	
	
	
	
	3.1.0
	4.1.0
	5.1.0
	6.0.0
	
	

	33.102
	3G security; Security architecture
	
	
	
	
	
	3.13.0
	4.5.0
	5.7.0
	6.5.0
	7.0.0
	

	33.103
	3G security; Integration guidelines
	
	
	
	
	
	3.7.0
	4.2.0
	
	
	
	

	33.105
	Cryptographic algorithm requirements
	
	
	
	
	
	3.8.0
	4.2.0
	5.0.0
	6.0.0
	
	

	33.106
	Lawful interception requirements
	
	
	
	
	
	3.1.0
	4.0.0
	5.1.0
	6.1.0
	7.0.1
	

	33.107
	3G security; Lawful interception architecture and functions
	
	
	
	
	
	3.5.0
	4.3.0
	5.6.0
	6.6.0
	7.3.0
	

	33.108
	3G security; Handover interface for Lawful Interception (LI)
	
	
	
	
	
	
	
	5.9.1
	6.10.0
	7.5.0
	

	33.110
	Key establishment between a UICC and a terminal
	
	
	
	
	
	
	
	
	
	0.1.1
	

	33.120
	Security Objectives and Principles
	
	
	
	
	
	3.0.0
	4.0.0
	
	
	
	

	33.141
	Presence service; Security
	
	
	
	
	
	
	
	
	6.2.0
	7.1.0
	

	33.200
	3G Security; Network Domain Security (NDS); Mobile Application Part (MAP) application layer security
	
	
	
	
	
	
	4.3.0
	5.1.0
	6.1.0
	
	

	33.203
	3G security; Access security for IP-based services
	
	
	
	
	
	
	
	5.10.0
	6.9.0
	7.2.0
	

	33.204
	3G Security; Network Domain Security (NDS); Transaction Capabilities Application Part (TCAP)  user security
	
	
	
	
	
	
	
	
	
	7.1.0
	

	33.210
	3G security; Network Domain Security (NDS); IP network layer security
	
	
	
	
	
	
	
	5.5.0
	6.5.0
	7.0.0
	

	33.220
	Generic Authentication Architecture (GAA); Generic bootstrapping architecture
	
	
	
	
	
	
	
	
	6.9.0
	7.4.0
	

	33.221
	Generic Authentication Architecture (GAA); Support for subscriber certificates
	
	
	
	
	
	
	
	
	6.3.0
	
	

	33.222
	Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)
	
	
	
	
	
	
	
	
	6.6.0
	7.1.0
	

	33.234
	3G security; Wireless Local Area Network (WLAN) interworking security
	
	
	
	
	
	
	
	
	6.8.0
	7.1.0
	

	33.246
	3G Security; Security of Multimedia Broadcast/Multicast Service (MBMS)
	
	
	
	
	
	
	
	
	6.7.0
	7.0.0
	

	33.310
	Network domain security; Authentication framework (NDS/AF)
	
	
	
	
	
	
	
	
	6.2.0
	7.0.0
	

	33.801
	Access security review
	
	
	
	
	
	
	
	
	
	1.0.0
	

	33.802
	Feasibility study on IMS security extensions
	
	
	
	
	
	
	
	
	
	0.2.0
	

	33.810
	3G Security; Network Domain Security / Authentication Framework (NDS/AF); Feasibility Study to support NDS/IP evolution
	
	
	
	
	
	
	
	
	6.0.0
	
	

	33.817
	Feasibility study on (Universal) Subscriber Interface Module (U)SIM security reuse by peripheral devices on local interfaces
	
	
	
	
	
	
	
	
	6.1.0
	
	

	33.900
	Guide to 3G security
	
	
	
	
	
	
	
	0.4.1
	
	
	

	33.901
	Criteria for cryptographic Algorithm design process
	
	
	
	
	
	3.0.0
	4.0.0
	
	
	
	

	33.902
	Formal Analysis of the 3G Authentication Protocol
	
	
	
	
	
	3.1.0
	4.0.0
	
	
	
	

	33.905
	Trust recommendations for open platforms
	
	
	
	
	
	
	
	
	
	1.0.0
	

	33.908
	3G Security; General report on the design, specification and evaluation of 3GPP standard confidentiality and integrity algorithms
	
	
	
	
	
	3.0.0
	4.0.0
	
	
	
	

	33.909
	3G Security; Report on the design and evaluation of the MILENAGE algorithm set; Deliverable 5: An example algorithm for the 3GPP authentication and key generation functions
	
	
	
	
	
	
	4.0.1
	
	
	
	

	33.918
	Generic Authentication Architecture (GAA); Early implementation of Hypertext Transfer Protocol over Transport Layer Security (HTTPS) connection between a Universal Integrated Circuit Card (UICC) and a Network Application Function (NAF)
	
	
	
	
	
	
	
	
	
	7.0.0
	

	33.919
	3G Security; Generic Authentication Architecture (GAA); System description
	
	
	
	
	
	
	
	
	6.2.0
	7.0.0
	

	33.920
	SIM card based Generic Bootstrapping Architecture (GBA); Early Implementation Feature
	
	
	
	
	
	
	
	
	
	7.1.0
	

	33.923
	Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push function
	
	
	
	
	
	
	
	
	
	0.0.1
	

	33.941
	Presence service; Security
	
	
	
	
	
	
	
	
	0.6.0
	
	

	33.978
	Security aspects of early IP Multimedia Subsystem (IMS)
	
	
	
	
	
	
	
	
	6.4.0
	
	

	33.980
	Liberty Alliance and 3GPP security interworking; Interworking of Liberty Alliance Identity Federation Framework (ID-FF), Identity Web Services Framework (ID-WSF) and Generic Authentication Architecture (GAA)
	
	
	
	
	
	
	
	
	
	7.1.0
	

	35.201
	Specification of the 3GPP confidentiality and integrity algorithms; Document 1: f8 and f9 specification
	
	
	
	
	
	3.2.0
	4.1.0
	5.0.0
	6.1.0
	
	

	35.202
	Specification of the 3GPP confidentiality and integrity algorithms; Document 2: Kasumi  specification
	
	
	
	
	
	3.1.2
	4.0.0
	5.0.0
	6.1.0
	
	

	35.203
	Specification of the 3GPP confidentiality and integrity algorithms; Document 3: Implementors' test data
	
	
	
	
	
	3.1.2
	4.0.0
	5.0.0
	6.0.0
	
	

	35.204
	Specification of the 3GPP confidentiality and integrity algorithms; Document 4: Design conformance test data
	
	
	
	
	
	3.1.2
	4.0.0
	5.0.0
	6.0.0
	
	

	35.205
	3G Security; Specification of the MILENAGE Algorithm Set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 1: General
	
	
	
	
	
	
	4.0.0
	5.0.0
	6.0.0
	
	

	35.206
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm Set for the 3GPP Authentication and Key Generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 2: Algorithm specification
	
	
	
	
	
	
	4.0.0
	5.1.0
	6.0.0
	
	

	35.207
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm Set for the 3GPP Authentication and Key Generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 3: Implementors’ test data
	
	
	
	
	
	
	4.0.0
	5.0.0
	6.0.0
	
	

	35.208
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm Set for the 3GPP Authentication and Key Generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 4: Design conformance test data
	
	
	
	
	
	
	4.0.0
	5.0.0
	6.0.0
	
	

	35.215
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 1: UEA2 and UIA2 specifications
	
	
	
	
	
	
	
	
	
	7.0.0
	

	35.216
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 2: SNOW 3G specification
	
	
	
	
	
	
	
	
	
	7.0.0
	

	35.217
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 3: Implementors’ test data
	
	
	
	
	
	
	
	
	
	7.0.0
	

	35.218
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 4: Design conformance test data
	
	
	
	
	
	
	
	
	
	7.0.0
	

	35.909
	3G Security; Specification of the MILENAGE algorithm set: an example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 5: Summary and results of design and evaluation
	
	
	
	
	
	
	4.0.0
	5.0.0
	6.0.0
	
	

	35.919
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 5: Design and evaluation report
	
	
	
	
	
	
	
	
	
	7.0.0
	

	41.031
	Fraud Information Gathering System (FIGS); Service requirements; Stage 0
	
	
	
	
	
	
	4.0.1
	5.0.0
	6.0.0
	
	

	41.033
	Lawful Interception requirements for GSM
	
	
	
	
	
	
	4.0.1
	5.0.0
	6.0.0
	
	

	41.061
	General Packet Radio Service (GPRS); GPRS ciphering algorithm requirements
	
	
	
	
	
	
	4.0.0
	
	
	
	

	42.009
	Security aspects
	
	
	
	
	
	
	4.1.0
	
	
	
	

	42.033
	Lawful Interception; Stage 1
	
	
	
	
	
	
	4.0.0
	5.0.0
	6.0.0
	
	

	43.020
	Security-related network functions
	
	
	
	
	
	
	4.2.0
	5.2.0
	6.4.0
	
	

	43.033
	3G security; Lawful Interception; Stage 2
	
	
	
	
	
	
	4.0.0
	5.0.0
	6.0.0
	
	

	55.205
	Specification of the GSM-MILENAGE algorithms: An example algorithm set for the GSM Authentication and Key Generation Functions A3 and A8
	
	
	
	
	
	
	
	
	6.2.0
	
	

	55.216
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 1: A5/3 and GEA3 specification
	
	
	
	
	
	
	
	
	6.2.0
	
	

	55.217
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 2: Implementors' test data
	
	
	
	
	
	
	
	
	6.1.0
	
	

	55.218
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 3: Design and conformance test data
	
	
	
	
	
	
	
	
	6.1.0
	
	

	55.236
	Specification of A8_V MILENAGE Algorithm: An example algorithm for the key generation function A8_V
	
	
	
	
	
	
	
	
	6.1.0
	
	

	55.919
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 4: Design and evaluation report
	
	
	
	
	
	
	
	
	6.1.0
	
	


Annex D: List of CRs to specifications under SA WG3 responsibility agreed at meeting #43
Meeting #41
	Spec
	CR
	Rev
	Phase
	Subject
	Cat
	Cur Vers
	Doc No.
	Status
	WI

	33.203
	-
	0093
	Rel-6
	Correction of SIP Privacy Ref. errors (Rel-6)
	F
	6.9.0
	S3-060580
	agreed
	TEI

	33.203
	-
	0094
	Rel-7
	Correction of SIP Privacy reference errors (Rel-7)
	A
	7.2.0
	S3-060581
	agreed
	TEI

	33.203
	-
	0095
	Rel-7
	Removal of editor’s note
	D
	7.2.0
	S3-060582
	agreed
	IMS-SE

	33.203
	-
	0096
	Rel-5
	Check for duplicate (IP address, port) pairs also in re-registrations Rel5
	F
	5.10.0
	S3-060583
	agreed
	IMS-SE

	33.203
	-
	0097
	Rel-6
	Check for duplicate (IP address, port) pairs also in re-registrations Rel6
	A
	6.9.0
	S3-060584
	agreed
	IMS-SE

	33.203
	-
	0098
	Rel-7
	Check for duplicate (IP address, port) pairs also in re-registrations Rel7
	A
	7.2.0
	S3-060585
	agreed
	IMS-SE

	33.203
	-
	0099
	Rel-7
	Removing Confidentiality indication from SM8
	F
	7.2.0
	S3-060586
	agreed
	IMS

	33.204
	-
	0004
	Rel-7
	CR 33.204 (Rel-7): Using TCAPsec within a Hub-and-spoke architecture
	B
	7.1.0
	S3-060587
	agreed
	SEC7-NDS-TCAPsec

	33.210
	-
	0018
	Rel-6
	CR to TS 33.210 (Rel-6): Clarifying the use of RFC3554
	F
	6.5.0
	S3-060589
	agreed
	SEC1-NDS

	33.210
	-
	0019
	Rel-7
	CR to TS 33.210 (Rel-7): Clarifying the use of RFC3554
	F
	7.0.0
	S3-060590
	agreed
	SEC1-NDS

	33.220
	-
	0096
	Rel-7
	Clarification of notes
	F
	7.4.0
	S3-060600
	agreed
	SEC-SC1

	33.220
	-
	0097
	Rel-7
	Corrections of some incorrect reference_R7
	F
	7.4.0
	S3-060601
	agreed
	GAAExt

	33.220
	-
	0098
	Rel-6
	Sending FQDN over Zn
	F
	6.9.0
	S3-060602
	agreed
	SEC1-SC

	33.220
	-
	0099
	Rel-7
	Sending FQDN over Zn
	A
	7.4.0
	S3-060603
	agreed
	SEC1-SC

	33.220
	-
	0102
	Rel-7
	Using pseudonyms over Zn to ensure service continuity
	F
	7.4.0
	S3-060604
	agreed
	GAAExt

	33.220
	-
	0100
	Rel-6
	Correction to the UICC selection procedure in GBA - Rel6
	F
	6.9.0
	S3-060605
	agreed
	TEI6

	33.220
	-
	0101
	Rel-7
	Correction to the UICC selection procedure in GBA - Rel7
	A
	7.4.0
	S3-060606
	agreed
	TEI

	33.222
	-
	0026
	Rel-7
	Clarification of using HTTP digest with HTTPS
	F
	7.1.0
	S3-060607
	agreed
	SEC1-SC

	33.234
	-
	0081
	Rel-7
	Correction to protocol used in Wx reference point
	F
	7.1.0
	S3-060540
	agreed
	I-WLAN

	33.234
	-
	0082
	Rel-7
	Corrections and updates of references
	D
	7.1.0
	S3-060610
	agreed
	WLAN

	33.246
	-
	0087
	Rel-7
	CR 33.246 (Rel-7): BM-SC chooses MUK lifetime less than corresponding GBA Key lifetime
	F
	7.0.0
	S3-060544
	agreed
	MBMS

	33.246
	-
	0088
	Rel-6
	CR 33.246 (Rel-6): Correcting http syntax of key management procedures
	F
	6.7.0
	S3-060545
	agreed
	MBMS

	33.246
	-
	0089
	Rel-7
	CR 33.246 (Rel-7): Correcting http syntax of key management procedures
	A
	7.0.0
	S3-060546
	agreed
	MBMS

	33.246
	-
	0095
	Rel-7
	Addition of a '2G GBA allowed' flag in MBMS user service announcement
	B
	7.0.0
	S3-060547
	agreed
	MBMS

	33.246
	-
	0090
	Rel-7
	Correction of incorrect description of BM-SC_R7
	F
	7.0.0
	S3-060549
	agreed
	MBMS

	33.246
	-
	0093
	Rel-6
	Removing TAG and MKI length from Service Announcement
	F
	6.7.0
	S3-060550
	agreed
	MBMS

	33.246
	-
	0094
	Rel-7
	Removing TAG and MKI length from Service Announcement
	A
	7.0.0
	S3-060551
	agreed
	MBMS

	33.246
	-
	0091
	Rel-7
	Correction of possible key ID values
	F
	7.0.0
	S3-060552
	agreed
	MBMS

	33.246
	-
	0092
	Rel-7
	CR to 33.246: Removal of the terms MUK_I and MUK_C
	F
	7.0.0
	S3-060553
	agreed
	MBMS

	33.310
	-
	0005
	Rel-7
	CR to 33.310: Extending NDS/AF to support TLS
	B
	7.0.0
	S3-060593
	agreed
	NDSAFTLS

	33.310
	-
	0006
	Rel-7
	CR to 33.310: Clarifications and corrections
	F
	7.0.0
	S3-060594
	agreed
	TEI

	33.919
	-
	0006
	Rel-7
	Verification of UE information
	B
	7.0.0
	S3-060598
	agreed
	GAAExt

	33.919
	-
	0007
	Rel-7
	Event monitoring principles for GAA/GBA
	B
	7.0.0
	S3-060599
	agreed
	GAAExt

	33.978
	-
	0014
	Rel-6
	Correction of statement on use of temporary public user identities
	F
	6.4.0
	S3-060574
	agreed
	Early IMS

	33.978
	-
	0015
	Rel-6
	Correction of text on check of IP addresses
	F
	6.4.0
	S3-060579
	agreed
	Early IMS

	33.978
	-
	0016
	Rel-6
	Proposed changes to the Interworking cases section (update of TD S3-060404)
	F
	6.4.0
	S3-060612
	agreed
	Early IMS

	33.980
	-
	0005
	Rel-7
	Usage of HTTP POST method
	F
	7.1.0
	S3-060555
	agreed
	LibSec

	33.980
	-
	0006
	Rel-7
	Service based data management
	F
	7.1.0
	S3-060556
	agreed
	LibSec

	33.980
	-
	0007
	Rel-7
	Liberty-ID-WSF-and-GBA-interworking-architecture
	F
	7.1.0
	S3-060557
	agreed
	6.25 Liberty-GBA interworking

	33.980
	-
	0008
	Rel-7
	CR to 33.980: Clarifications and corrections
	F
	7.1.0
	S3-060558
	agreed
	Liberty-GBA interworking


Annex E: List of Liaisons to or from SA3
E.1
Liaisons to the meeting

	TD number
	Title
	From
	Source TD
	Comment/Status

	S3-060411
	Reply LS on selective disabling of UE capabilities
	CT1
	C1-060953
	Response in 554

	S3-060412
	CT1 response on DoS attacks through NAS Registration Reject messages
	CT1
	C1-061089
	Response in 595

	S3-060413
	LS on UDP encapsulation of IPSec
	CT1
	C1-061090
	Noted; happily resonse in 521

	S3-060414
	LS on support for simultaneous WLAN direct IP access sessions
	CT4
	C4-060727
	Noted

	S3-060415
	LS on Security mechanism on Mc Interface
	CT4
	C4-060815
	Response in 588

	S3-060416
	Reply LS on 'UICC presence detection mechanism'
	CT6
	C6-060325
	Noted; the reply was to the point.

	S3-060417
	Guideline on Security Architecture for Message Security in Mobile Web Services
	ITU-T SG 17
	COM 17–LS 107–E
	Response in 536

	S3-060418
	BCAST LS to 3GPP SA3 and ETSCI SCP on Secure Authenticated Channel
	OMA BAC
	2006-0481R01
	Response in 542

	S3-060419
	LS on User and Control Plane Security Layer for E-UTRAN
	RAN2
	R2-061793
	Response in 566

	S3-060420
	LS to SA3 on additional RAB combinations
	RAN2
	R2-061813
	Response in 596, see also 514

	S3-060421
	LS on MBMS Broadcast mode for Mobile TV”
	RAN3
	R3-060838
	Response in 543

	S3-060422
	LS on Security aspects on S1 interface
	RAN3
	R3-060964
	Response in 568

	S3-060423
	LS on Verification of SMS Source
	SA1
	S1-060540
	See discusion doc in 529

	S3-060424
	Liaison Statement on the Vocabulary TR, TR 21.905
	SA1
	S1-060658
	Response in 571

	S3-060425
	Liaison Statement on Radio efficiency in MBMS broadcast mode
	SA2
	S2-061932
	Noted

	S3-060426
	Response LS on Use of temporary public user identity in registration procedures”
	SA2
	S2-061967
	Noted, see CR in 511

	S3-060470
	LS on NGN-LI development and new WI on internal LI stage 3 interfaces
	SA3-LI
	SA3LI0685
	Noted

	S3-060474
	LS on LI implications for “One Tunnel Solution”
	SA3 LI
	SA3LI0686r1
	Noted

	S3-060521
	LS Response on UDP encapsulation of IPsec
	TISPAN WG 7, WG3
	10tTD354r5
	Happily Noted

	S3-060522
	LS on coexistence of NASS-IMS bundled authentication
	TISPAN WG 7
	10tTD380r1
	Revised to 576

	S3-060531
	Reply LS on Continuing dialogue regarding IEEE 802.11u requirements
	SA2
	S2-062008
	Response in 537

	S3-060532
	Extension of protocol used on Ww interface
	SA2
	S2-062010
	Response in 538

	S3-060533
	Support of multiple simultaneous IMS registrations
	SA2
	S2-062556
	Response in 575


E.2
Liaisons from the meeting

	TD number
	Title
	TO
	CC
	Date Sent

	S3-060536
	Guideline on Security Architecture for Message Security in Mobile Web Services
	ITU-T SG
	
	15/07/2006

	S3-060537
	Reply LS on Continuing dialogue regarding IEEE 802.11u requirements
	SA2
	
	15/07/2006

	S3-060538
	Extension of protocol used on Ww interface
	SA2
	
	15/07/2006

	S3-060542
	BCAST LS to 3GPP SA3 and ETSCI SCP on Secure Authenticated Channel
	OMA BAC
	SCP, SCTP TEC
	15/07/2006

	S3-060543
	LS on MBMS Broadcast mode for Mobile TV
	RAN3
	RAN2, SA1, SA2, SA4
	15/07/2006

	S3-060554
	Reply LS on selective disabling of UE capabilities
	CT1
	SA2
	15/07/2006

	S3-060561
	LS to SA2 on Security aspects for inter-access mobility between non 3GPP and 3GPP access network
	SA2
	
	01/08/2006

	S3-060563
	LS to SA2 on the use of AKA (UMTS AKA or EAP AKA)
	SA2, RAN2
	
	

	S3-060565
	LS on RLC ciphering
	RAN2, RAN3
	SA2
	15/07/2006

	S3-060566
	LS on User and Control Plane Security Layer for E-UTRAN
	RAN2
	
	24/07/2006

	S3-060567
	LS on User Plane integrity protection in LTE
	RAN2, SA4
	RAN3
	15/07/2006

	S3-060568
	Reply LS on Security aspects on S1 interface
	RAN3
	
	15/07/2006

	S3-060570
	One Ks_local per local interface
	SCP
	CT6
	15/07/2006

	S3-060571
	Liaison Statement on the Vocabulary TR, TR 21.905
	SA1
	
	15/07/2006

	S3-060575
	Support of multiple simultaneous IMS registrations
	SA2
	CT1, SA1, SA3-LI
	15/07/2006

	S3-060576
	Reply to LS on coexistence of NASS-IMS bundled authentication
	TISPAN WG7
	CT4
	15/07/2006

	S3-060577
	Reply to LS on coexistence of TISPAN and 3GPP authentication
	SA
	
	15/07/2006

	S3-060588
	Reply LS on Security mechanism on Mc Interface
	CT4
	
	15/07/2006

	S3-060591
	LS on Issues regarding security specifications for inter-operator IP-based communications
	IREG Packet, GSMA GRX WG
	GSMA SG, TISPAN WG7
	15/07/2006

	S3-060595
	CT1 response on DoS attacks through NAS Registration Reject messages
	CT1
	
	15/07/2006

	S3-060596
	Reply LS to SA3 on additional RAB combinations
	RAN2, RAN3, GERAN2 RAN5
	CT1
	15/07/2006


Annex F: List of TSs or TRs to go to SA
TSs and TRs to be sent
	Release
	Spec_Number
	Document Number
	Title
	To

	Rel-7
	33.110
	S3-060572
	TS 33.110 on Key establishment between a UICC and a terminal
	SP-33

	Rel-7
	33.110
	S3-060609
	Cover sheet for 33.110 for presentation to SA
	SP-33


TSs and TRs pending

	Release
	Spec_Number
	Document Number
	Title
	To

	
	
	
	
	


Annex G: List of WIDs to go to SA
	Document Number
	Title
	To

	S3-060592
	NDS Authentication Framework Extension for TLS
	SP-33


Annex H: Actions from the meeting

AP 44.01
Charles Brookson to check if the GSMA briefing documents could be made available to SA and to brief his GSMA delegate to SA.
AP 44.02
Fredrik Lindholm to contact the authors of the expired documents identified in TD S3-060439 (particularly [37]) to determine if the document should be renewed in IETF. 

AP 44.03
Chairman to ask SA if the correction in S1-060540 should be extended to Rel-6.

AP 44.04
Guenther to inform the authors of the internet drafts identified in TD S3-060491 that there did not appear to be a need to add this mechanism to WLAN but perhaps there could other uses in other areas in Rel-8. The 

AP 44.05
Nigel Barnes to make ETSI SCP aware of the liaison statement from OMA in TD S3-060418. 

AP 44.06
MCC to tell SA1 that an email discussion will held and the result to be communicated to SA1 by MCC. The email will be run by China Mobile.

AP 44.07
All to provide comments on the SA3 workplan items in TD S3-060524 by 13th September. This has been determined by the workplan manager and is not under control of the secretary and so is not extendable.
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