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1  Introduction

In last SA3#43 meeting, TISPAN NBA (NASS-IMS bundled authentication) and Early IMS coexistence issues 
are discussed in the SA3-WG7 joint meeting. 
This contribution will presents some open issues on “coexistence between TISPAN and 3GPP authentication”. 
These open issues are based on the attachment 10tTD272r1 “Authentication interworking-issues” on NBA 
coexistence in the LS (10tTD380r1, S3-060YYY) from TISPAN WG7.

2 Discussion

The following texts marked as italic font are extracted from the above mentioned attachment 10tTD272r1 in the 

TISPAN WG7 LS.
· Open issues for the P-CSCF authentication procedure
 “P-CSCF at sending REGISTER
· Uses ‘integrity-protected’ flag to indicate IMS-AKA or not to S-CSCF :

· If Security-Client header contains “ipsec-3gpp”  => IMS-AKA case, adds “integrity-protected=Yes/No” flag in Auth header

· If Security-Client header doesn’t exists: do not add “integrity-protected” in Auth header
               ……
”

According to RFC3310 “Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and 

Key Agreement (AKA)”, AKA is an authentication mechanism which is used between the UE and the S-

CSCF in IMS.

According RFC3329 “Security Mechanism Agreement for the Session Initiation Protocol (SIP)”, “ipsec-3gpp”

is a security mechanism which is used in the Gm reference point between the UE and the P-CSCF in IMS.
Open issue 0:

Is it appropriate for binding ipsec-3gpp with AKA as the above mentioned for future scalability?  
If the Security-Client header contains not only “ipsec-3gpp”, but also other security mechanisms that comply 

with RFC3329 with higher priority, can the  P-CSCF still treat this as IMS-AKA case?
According to RFC3329, there maybe cases that the Security-Client header may also contain other values than 
“ipsec-3gpp”; for example, “digest”, “ipsec-ike”, “tls”……. 
Open issue 1:

Should these cases that are aligned with RFC3329 be considered for future scalability? 
Open issue 2:

In TS 24.229, the “integrity-protected” flag is used by the P-CSCF to indicate the REGISTER request was 

received protected.

If the answer for open issue 1 is “YES”, should the P-CSCF also add the “integrity-protected” flag with YES/NO value in the “Authorization” header for some of these cases?
· Open issues for the S-CSCF authentication procedure

 “S-CSCF at sending MAR: determines “requested” auth-scheme and put it in auth-scheme field in MAR

· requested auth-scheme=“IMS-AKA” if “integrity-protected=Yes/No” in Auth header
· requested auth-scheme=“unknown” in non IMS-AKA cases (as they are substitutable by each other)
……
”
If the answer for the above open issue 2 is “YES”, the S-CSCF will not be able to distinguish IMS-AKA case 

only based on the “integrity-protected” header. 
Open issue 3:

Is it appropriate for the S-CSCF to fill “IMS-AKA” in MAR in these cases? 
Since the S-CSCF will also not be able to distinguish non-IMS-AKA cases, can the S-CSCF process in a more uniform way when sending MAR? For example, the S-CSCF can fill auth-scheme field with a default value “unknown” in MAR for all the cases.
3 Proposal 

We hope SA3 can discuss the above mentioned open issues on “coexistence between TISPAN and 3GPP
authentication” together with the TISPAN WG7 LS, and decide whether they should be considered for further 
study. 






































































































































































































































































