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Introduction
In this document we discuss the issues & concerns raised by 3 & other companies on the work initiated in SA WG3 for the 2G-GBA.

Discussion
As outlined in 3‘s contribution to SA3 #40 (attached, unfortunately it was not attached to the 3 contribution, but the commented S3-050608 is also a part of this commenting contribution), the security analysis of the 2G-GBA solutions focused on the known attacks to GSM networks.  
It is acknowledged that some of the proposed solutions mitigate some of those known attacks.  However, other serious threats have not been seriously considered so far. The threats brought up by 3 during in S3-050608 were considered in the contribution S3-050707. Attached is a commented S3-050608 that points to the corresponding sections in S3-050707.   As outlined in the email discussions 3’s concerns is still outstanding.  We would like the remind SA3 that S3-050608 main point is the impact of 2G-GBA on the whole Mobile Networks Security and not GBA Security.    
In fact, a compromised Open Platform will endanger 3G-GBA (e.g. session keys) but could not endanger the 3G-Network Security.   While for 2G-GBA, the consequences on the Network Security have been well described on the mailing list.    
As a very recent and concrete example is the report from GSMA presented this morning to SA3. 

For example, the impact of 2G-GBA on terminal properties and the resulting security threats were not studied.  The issue of general platform security is not part of SA3 standardization work.  This is NOT true because as Nokia is stating in the following sentence we have a Work Item that could result in a set of requirements on such Open Platforms.    And in our view those requirements should strongly recommended the usage of USIMs.    Furthermore the input document from Nokia "att_to_S3-050784_S3-050717-TrustOP-Pseudo-CR-GBA-Rec.doc" is describing similar threats and providing 3GPP requirements to mitigate those threats.    
However, unfortunately, this document is not describing all the impacts of those threats (e.g. the impacts described in 3’e-mail). Recommendations are developed in the TrustOP Work Item and will be handed over to the identified standardization bodies (same way as for 3G GBA). Furthermore 2G-GBA could be used in I-WLAN, which is a more hostile environment than GSM. I-WLAN GBA usage is not defined.   . Section 4.1 of TS 33.220 reads the following: "Bootstrapping procedure is access independent.     Bootstrapping procedure requires IP connectivity from UE".    Therefore, in our understanding GBA only requires an IP connection to the BSF and to the NAF.    So GBA over I-WLAN could be enabled by an operator without any need for further standardization.    And our original point is that it is easier to perform attack on WLAN Radio than on GSM Radio.   This due to the fact that equipments are cheaper and widely available (e.g. to perform a fake Base Station attack or man in the middle, etc).     If it is going to be defined, then measures like TLS / IPSec can mitigate the possible weaknesses (if there are any). IMS will bring new and more open interfaces to the core mobile network, which will also increase the risk of attacks. The existence of an interface does not necessarily imply an increased risk.   But do you agree that it increases the risks?.     IMS usage in 3GPP requires an ISIM. This implies that you assume that the ISIM and SIM is present in the card. In this case of  IMS usage of GBA, the UE would have to use the 3G GBA and not 2G GBA.  What prevents the usage of 2G-GBA in early IMS Networks where by definition there is no ISIM?     Furthermore, in one of the attachments (att_to_S3-050784-Nokia-Mitigation-References-into-S3-050608.doc) you stated: "beside there is no usage of 2G GBA defined for IMS yet" "Yet" assumes that this scenario is an open option.   Beside, no usage of GBA is defined for IMS.    
Last but not least, same as for I-WLAN, GBA is access independent and IMS assumes the presence of an IP connection.
    Beside, no usage of GBA is defined for IMS.
 3‘s contribution has not been discussed properly, as it was considered of being a late contribution.  The document was submitted during the meeting.    True but this is not a valid argument because we are describing a security threat to the whole system and should be considered by this group (SA3) and aim for producing response to the concerns threats.    

The conclusion could be:

· The threat is not valid (which is obviously not the case)

· The threat is valid and we stop the work in this area. 

· The threat is valid and we can live with it.    This is sad, but an understandable position. 

But in all cases SA3 has a responsibility to provide answers to the concerns raised.
During TSG SA Plenary #29 the reply LS from SA WG1 on 2G-GBA was presented (TD SP-050418) was concluded that if SA WG3 believes it can provide a solution for 2G GBA that will provide adequate security features to protect the 3GPP system from known attacks then some companies in SA WG1 feel that it would be beneficial to develop this feature for Rel‑7.   Due to the reduced security of 2G GBA, it should be considered as a different feature from 3G GBA. 

Also during TSG SA Plenary #29, TD SP-050576 was presented & outlined that the study requested in order to identify the potential security threats of using 2G GBA and take appropriate measures to counteract them.

3 expressed some concerns & outlined the drawbacks of 2G-GBA as highlighted in 3’s contribution to SA3 #40 (attached).   
Furthermore, it was commented that 3’s technical/security concerns had not been answered by the proponents of 2G-GBA. The Threat Annex outlines the threats and mitigation measures, it explains how the chosen solution protects against the issues raised by 3. The document was even send out in an early state to give every SA3 member the opportunity to put their concerns into the document.    Refer to the above response (attached).
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Also It was commented that the SA WG3 work appears to have advanced very fast considering that there is no agreement so far about the need for 2G GBA and it was suggested that the proposals should be reconsidered by SA WG3 in order to ensure that a proper study of the proposed solutions has been made.
TSG SA #29 has asked SA WG3 to consider the documentation of the relevant threats.
3. Conclusion
With reference to the above discussion, it is requested that SA WG3 consider the following:

To provide answers to the security concerns raised by 3. Has already taken place.   Refer to the above response.
· To make sure that all issues and agreement made during the TSG #29 are taken into consideration for 2G-GBA Study Item. This is done, since there is a Threat Annex contribution and the 2G GBA feature is clearly separate, since it has its’ own TR.
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Hi,

 

since on this item seems to be very different views, we will not put it into our contribution that is going to be submitted later today.

SA3 should first discuss and decide, if this Annex is really needed and if it is needed, then we can do the final polishing of sentences during the meeting.

 

Best regards, Silke

 





________________________________



	From: ext Hashem Madadi [mailto:hmadadi@ATTGLOBAL.NET] 

	Sent: 08 November, 2005 07:41

	To: 3GPP_TSG_SA_WG3@LIST.ETSI.ORG

	Subject: Re: AW: Sneak Preview of 2G GBA Threat Annex

	

	

	Hi all,

	 

	Sorry for commenting late as I was on Annual Leave, and read the e-mails today.

	 

	I should admit that I am confused with the comments made in Siemens (Guenther) e-mail.

	 

	3 is not in agreement with the proposed wording, depicted below:

	 

	"In this respect, the same vulnerabilities are seen to apply to a USIM on a UICC and to a SIM,..."

	 

	3 believes that the above wording is misleading, as it gives the impression that the impact of a malicious code is the same whether we have a SIM or a USIM, which is NOT true.

	

	

	In fact, the malicious code may perform different type of attacks, depending on the platform vulnerabilities.    Examples are; eavesdropping on the SIM-ME interface, or getting access to the SIM, or compromising the GBA credentials in the ME, ... or any combination of those attacks. 

	 

	3 could agree that, to some extent, the consequences of some of those attacks might be the same on 2G-GBA and 3G-GBA security, e.g. compromise the bootstrapping key and the subsequent NAF keys.



	However, the USIM provides immunity against the most dangerous attacks.   For example, an attacker, which compromise the ME may gather a large number of challenge/response pairs if a SIM is used.    

	 

	This is not possible with a USIM, as the USIM checks whether the challenge has been sent by the home network.     

	 

	3G-AKA enables the USIM to authenticate the network. 

	 

	If the SIM implements a weak A3/A8 algorithm, such attack may result in cloning that will have a very serious impact on the image of the whole industry and will somehow impact all operators.

	 

	Regards,

	Hashem.

	 

	 



		----- Original Message ----- 

		From: Horn, Guenther <mailto:guenther.horn@SIEMENS.COM>  

		To: 3GPP_TSG_SA_WG3@LIST.ETSI.ORG 

		Sent: Monday, November 07, 2005 1:38 PM

		Subject: AW: AW: Sneak Preview of 2G GBA Threat Annex



		Hi Jacques,

		 

		you suggested the sentence: 

		"Unauthorized access to SIM by malicious code on the ME is prevented by platform security and needs to be addressed by platform security methods."

		 I would be happy with this, but it is Silke's contribution after all. 

		 

		you further wrote:

		>"Furthermore, I don't agree with the second statement [i.e.In this respect, the same vulnerabilities are seen to apply to a USIM on a UICC and to a SIM,...]. In fact, the USIM authenticates the network before giving out any key and 3G-AKA provides replay protection... I suggest to simply remove the second sentence. Otherwise, I believe that we should make a more complete threat analysis for this particular point and reconsider section 1 of X.1."

		 

		I do not think you are correct here. After all, we are talking about a use of the SIM or USIM for client authentication in 2G GBA or 3G GBA within a small time window during the run of the Ub protocol. For both 2G and 3G GBA, the client needs to respond to a network challenge it cannot select. So, the network challenge is a valid one by assumption anyhow, and, hence, network authentication will succeed for the UMTS case. Consequently, both the SIM and USIM will transfer the session keys and authentication response to the ME. If there is malicious code on the ME then this may enable the transfer of these keys further on to some other entity, which then uses the keys to attack 3G or 2G GBA. 

		 

		Best regards

		Guenther Horn

		Siemens AG 





			-----Ursprüngliche Nachricht-----

			Von: Jacques SEIF [mailto:jseif@AXALTO.COM] 

			Gesendet: Freitag, 4. November 2005 19:25

			An: 3GPP_TSG_SA_WG3@LIST.ETSI.ORG

			Betreff: Re: AW: Sneak Preview of 2G GBA Threat Annex

			

			

			Hi Horn,

			

			You stated that "Unauthorized access to SIM by malicious code on the ME is prevented by platform security and needs to be addressed by platform security methods. In this respect, the same vulnerabilities are seen to apply to a USIM on a UICC and to a SIM, be it a SIM card or a SIM on a UICC."

			

			I find the first sentence confusing. If we are so sure that the unauthorized access to SIM is prevented by platform security then why saying that it needs to be addressed. I suggest to update the first sentence as follows:

			

			"Unauthorized access to SIM by malicious code on the ME is prevented by platform security and needs to be addressed by platform security methods."

			

			Furthermore, I don't agree with the second statement. In fact, the USIM authenticates the network before giving out any key and 3G-AKA provides replay protection... 

			I suggest to simply remove the second sentence. Otherwise, I believe that we should make a more complete threat analysis for this particular point and reconsider section 1 of X.1.

			

			Best regards.

			Jacques.

			

			At 15:06 04/11/2005 +0100, Horn, Guenther wrote:

			



				Hello Silke,

				

				here are a few comments by Siemens: 

				

				PROCEDURAL COMMENTS:

				In our understanding, SA did not request SA3 to add such an Annex, but only to consider doing it. SA3 is still free to decide after discussion not to have such an Annex. We suggest to update Silke's contribution with agreed comments, and make a note about it in the minutes, but not make it into an Annex to 33.220. A 3GPP contribution is also a publicly available document.

				The reasons are: with the exception of the formal protocol analysis of UMTS AKA in TR 33.902, 3GPP SA3 never provided a security analysis of a particular solution in a specification, so why should we do it here and why not e.g. for the use of EAP-SIM in TS 33.234? (TR 21.133 is a threat analysis for the UMTS system, not an analysis of a security solution in a specification.) Are we setting a precedent here and will we have to provide annexes with threat analyses for all of our future specifications? If not, what are the criteria? 

				

				

				TECHNICAL COMMENTS:

				

				Start X with the sentences "The 2G GBA solution aims to provide mutual authentication between UE and BSF. The following paragraphs examine how the 2G GBA solution mitigates impersonation of the UE or the BSF." Delete the corresponding sentence at the end of X.1.

				

				X.1: 

				replace "1) ... However, for the attack to be successful, he would have to find also Kc within the runtime of the protocol over Ub. ..."

				with "1) ... However, for the attack to be successful, he would have to find also Kc within the runtime allowed for steps 3 to 5 of the protocol over Ub, as specified in Annex I.5.2. ...". The difference in the two runtimes may be significant as the TLS set-up may take time.

				

				replace "3) Unauthorized access to SIM is (analogous to UICC) prevented by platform security and need to be addressed by open platform secruity methods." with 3) "Unauthorized access to SIM by malicious code on the ME is prevented by platform security and needs to be addressed by platform security methods. In this respect, the same vulnerabilities are seen to apply to a USIM on a UICC and to a SIM, be it a SIM card or a SIM on a UICC."

				Why should we restrict the considerations to OPEN platforms?

				

				X.2: replace "An attacker succeeds only if he can break both, the certificate-based TLS authentication to the UE and the GSM-based authentication." with "An attacker succeeds only if he can break both, the certificate-based TLS authentication to the UE and the mutual authentication provided by HTTP Digest using a password derived from GSM procedures."

				

				BTW, the latest version of 33.220 is 7.1.1.

				

				Best regards

				Guenther Horn

				Siemens AG

				

				-----Ursprüngliche Nachricht-----

				Von: Silke Holtmanns [mailto:Silke.Holtmanns@NOKIA.COM] 

				Gesendet: Donnerstag, 3. November 2005 07:20

				An: 3GPP_TSG_SA_WG3@LIST.ETSI.ORG

				Betreff: Sneak Preview of 2G GBA Threat Annex

				

				

				Dear SA3,

				

				To give everybody the opportunity to review with enough time and comment

				to it, we send out our working document on the 2G GBA Threat Annex to

				TS33.220. Such an Annex was requested by SA plenary. We will try to

				integrate your comments into the version that is going to be submitted

				"officially" on Tuesday (with a proper document number). Of course, you

				can still comment in the normal commenting period, but it would be

				helpful for the meeting timing to address issues beforehand.

				

				Michael, no need for a doc number on this document. The final version

				will be submitted next week.

				

				Best regards, Silke 



