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1. Introducing a Ua Security Protocol Identifier and an Organisation Identifier in the Generic Bootstrapping Architecture (GBA)
SA3#40 discussed S3-050565 on “Key Separation in GBA”, which identified a potential weakness in the GBA. The weakness is that, in case a security protocol over the Ua interface ever became compromised so that the key could be found by an attacker, then the attacker could use this key even with other, secure protocols over the Ua interface.
SA3#40 agreed to mitigate the identified potential weakness by deriving different keys for different protocols over the Ua interface. For this purpose, CRs to TS 33.220 (Releases 6 and 7) were approved at SA3#40 (cf. S3-050632, S3-050633). In particular, it was agreed to extend the definition of NAF_d to also include a “Ua security protocol identifier”, which is specified in a new Annex H to TS 33.220.  In the current specification, the NAF_Id consists of only the full DNS name of the Network Application Function (NAF).
2. Actions:

To CT1 and CT4 groups:

SA3 kindly asks the above groups to take note of the attached CRs and, in addition, check the specifications in their responsibility, in particular TS 24.109 and TS 29.109, whether the changed definition of NAF_Id causes any need to update these specifications. Such a need for change may arise from the fact that “NAF_Id” and “full DNS name of the NAF” can no longer be used interchangeably. SA3 would be happy to receive feedback in case there are comments.  
3. Date of Next TSG-SA3 Meetings:
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15  – 18 Nov 2005
San Diego
Qualcomm 
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07  – 10 Feb 2005
Asia
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Europe
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