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1 Introduction

The security analysis of the 2G-GBA solutions focused on the known attacks to GSM networks.  It is acknowledged that some of the proposed solutions mitigate some of those known attacks.  However, other serious threats have not been seriously considered so far.   For example, the impact of 2G-GBA on terminal properties and the resulting security threats were not studied.  Furthermore 2G-GBA could be used in I-WLAN, which is a more hostile environment than GSM.  IMS will bring new and more open interfaces to the core mobile network, which will also increase the risk of attacks.  

2 Impact of 2G-GBA on terminal properties

During SA3#39, it was argued that some operators do not bother to change COMP128 in their SIM card, in spite of the obvious vulnerability of this algorithm.  So far, the impact of such vulnerability has been limited because in most terminals implementations, the Digital BaseBand function, which controls the SIM resources, offers the Application Processor very limited access to the SIM.   For instance, the Application Processor can read the content of the SIM phonebook but cannot request the SIM to compute the key Kc.

Only the digital BaseBand function, which manages the lower layer of CS and PS services, has access to the sensitive SIM resources.   The different modules in the terminal can be depicted as follows.
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The introduction of 2G-GBA will naturally change this architecture.   In fact, today the SIM is only used to allow access to CS and PS services. But with 2G-GBA, applications that run on the application processor have to access the sensitive SIM resources to complete the 2G-GBA operations.  2G-GBA will open the sensitive SIM resources to the application processor (see figure below).
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Consequently, 2G-GBA would expose the SIM to new attacks and introduces a number of new serious security issues (e.g. a malicious application may generate a large number of 2G authentication vectors in order to break the A3/A8 algorithm or to discover the shared secret Ki; 3G-AKA offers protection against those attacks). This problem will get worse with open platforms in handset.   Mobile subscribers are starting to suffer from viruses, worms and Trojans that previously impacted only fixed Internet users.  The introduction of 2G-GBA in a hostile environment offers a new playground to hackers who quickly identify loopholes and weaknesses.   The usage of 2G-GBA makes the SIMs more valuable and makes them more attractive for the fraudsters, who whish to get services for free.

One could argue that the above issue could also apply to 3G-GBA.    But this is not true because 3G-AKA offers end-to-end mutual authentication (between two entities that are under the full control of the operator) and means to control the freshness of the authentication vectors.   This makes the USIM/ISIM much more resistant to such attacks.

In addition, during SA3#39, it was argued "that some operators do not bother to change COMP128 in a SIM card, in spite of the obvious vulnerability of this algorithm, then this operator is very unlikely to replace a SIM by a USIM for security reasons".   Is it safe then to build a very complex 2G-GBA solution on the top of broken A3/A8 algorithm?

3 Conclusion

S3-050526 reads: “Mobile network operators could try first out the success of services without handing out new cards and after successful service usage migrate seamlessly to UICCs". 

Unfortunately, this approach may compromise the whole GSM and 3G networks security, leading to substantial losses for operators in terms of costs incurred, lost revenue and loss of customer confidence. Therefore we feel that it is too risky to use "SIM card security" for 3G services and it seems more appropriate to study the profitability of new services using other traditional methods (surveys…).

It is highly recommended not to define 2G-GBA.
















