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6.1
Architectural view


[image: image1.wmf] 

AP

 

TLS 

tunnel

 

AS2

 

ASn

 

AS1

 

…

 

Ua

 

Zn

 

BSF

 

UE

 

AP

-

AS

 

AP

-

AS

 

AP

-

AS

 


Figure 2: Environment and reference points of AP

The use of an authentication proxy (AP) is fully compatible with the architecture specified in TS 33.220 [3] and in clauses 4 and 5 of this specification. When an AP is used in this architecture, the AP takes the role of a NAF. When an HTTPS request is destined towards an application server (AS) behind an AP, the AP terminates the TLS tunnel and performs UE authentication. The AP proxies the HTTP requests received from UE to one or many application servers. The AP may add an assertion of identity of the subscriber for use by the AS, when the AP forwards the request from the UE to the AS.

NOTE: 
As an example, the following condition allows accessing multiple application servers AS(s) through one shared TLS tunnel (over the Ua interface): ASn hostname = AP hostname = NAF_ID (e.g.: services.operator.com). There might be alternative ways to access multiple ASs behind an AP. 
Figure 3 presents an architectural view of using Authentication Proxy, for example, for IMS SIP based services. The UE shall manipulate own data such as groups, through the Ua/Ut reference point. The reference point Ut specified in TS 23.002 [1] shall be applicable to data manipulation of IMS based SIP services, such as Presence, Messaging and Conferencing services. The stage 1 requirements are specified in TS 22.250 [2].
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Figure 3: The architectural view using Authentication Proxy for IMS SIP based services

Management of UE identities is described in clause 6.5.

Annex A contains further guidance on technical solutions for authentication proxies.
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