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1 Introduction

2 Comments on S3-050405 on “LS on the usage of 2G SIM cards in GBA”

The SA3 LS to SA1 on “the usage of 2G SIM cards in GBA” should at least identify the risks due to the usage of a SIM instead of USIM or ISIM for GBA. 

The security problems due to the usage of the SIM are the following:

· The home network is not authenticated,

· The session keys are limited to maximum 64-bit effective strength, while the use of the USIM or ISIM provides 128-bit keys,

· No guaranty of Random Freshness in GSM AKA,

· Some versions of GSM AKA algorithm are weak (e.g. COMP 128v1).

Additional issues are:

· Support of SIM interface in MEs is optional for release 5 onwards; therefore the envisaged solution would not work with all MEs,

· 2G GBA will introduce an issue concerning the provision of service in case of roaming, as some operators may refuse to allow subscriber with a lower security in their network. It will then break the continuity of service,

· If any problem should come from allowing use of SIM functionality then this may impact the image of the whole system.

Proposal

According to the solution approved by SA3 during SA3#39 meeting for 2G GBA, the LS to SA1 should provide the risks due to the usage of a SIM.

Remark: This proposal is line with att2_S3-050xxx of S3-05413 Siemens’ contribution, which proposes to describe in the LS to SA1 the remaining risks recognized.












