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1. Introduction

This contribution discusses the proposal from Motorola, Samsung and Azaire Networks [1] to change the authentication procedure for IKEv2 tunnel setup.

2. NAI Usage

Section 2.1 of [1] suggests the use of NAIs to carry additional parameters. But the intent of [7] is not to act as a general transport vehicle for new parameters.

3. EAP Notification Usage

Section 2.1 of [1] suggests the use of EAP Notifications to carry a signal that shows the client intends to re-authenticate via the PDG. However, RFC 3748 Section 5.2 describes Notifications as means to show a displayable message. This is in conflict the use of Notifications for signaling, and would confuse implementations and users that use Notifications for their intended purpose. The response message is required to contain a payload of zero bytes, which would again be in conflict with what Section 2.1 suggested. Finally, RFC 3748 requires that the state of the peer is not changed as a result of seeing a Notification, which also conflicts with the suggestions.

4. EMSK Storage

The document suggests, as an option to NAI or EAP Notification usage to voluntarily store the EMSK at the AAA server without client request. We would like to learn more about the implications of this in an environment that employs, for instance, frequent L2 re-authentication due to movements or 802.11 style pre-authentication which may result in a large number of concurrent authentication registrations.

5. EMSK Usage
Section 2.1 of [1] suggests the use EMSK derived keys. However, the process for allocating new values under EMSK is still not finished in the IETF [2]. This is important in the sense that as there may be multiple uses of EMSK in the future, all usage needs to branch off from the top level EMSK key in a coordinated manner in order to prevent accidental key collisions. Process-wise, this may imply a wait for IETF to complete its keying work.

6. Independence to WLAN Direct IP Access

Section 2.2 of [1] suggests that behaviour in WLAN 3GPP IP Access would be different based on whether there is an underlying authentication at the access network. That is, it suggests that WLAN IP Access users without underlying authentication use one procedure, already defined, for tunnel authentication. And when authentication is employed for access, then the suggested procedure be used. This makes the procedures and equipment dependent on what scenario is being used, leading to unnecessary complexity. This is also against scenario independence requirement in SA2.

Also, the document suggests that the choice between the methods is operator-dependent. It appears that the choice must also be situation dependent, as it is possible that an operator has access networks both with and without layer 2 authentication. For instance, a network operated by the operator itself, configured to allow only access to the local PDG would not require layer 2 authentication. However, the same operator would probably need to employ layer 2 authentication with its roaming partners.

7. IKEv2 Usage
Section 2.4 suggests that the AAA server can check for the existence of the fast authentication keys, and based on the result, decide whether to run the fast or the regular EAP process. However, the exact flows for this are missing from the appendix. It seems that no such switch is possible without resetting the whole IKEv2 negotiation and starting from scratch, because for preshared secret IKEv2 process one should include both ID and AUTH payloads in the third message of the protocol [5]. But in the case of running EAP in IKEv2, the third message should include only the ID payload. It is possible that a new IKEv2 flow could be developed to satisfy the requirements of this new application without having to reset the already started process. However, it would be hard to ensure that it is according to the IKEv2 RFC or that IKEv2 implementations can cope with it, given that it is not currently explicitly described in the RFC.

Additionally, the suggestion in the appendix of [1] is to use an empty string for the AUTH parameter in IKEv2. This is not according to the IKEv2 specifications [5], and standards-based IKEv2 implementation would be unable to understand it.

8. Lifetime Issues and Error Cases

The document suggests that the lifetime of the generated key is set to the same as the authorized lifetime of the session. This is correct. However, it is unclear whether the UE can re-use the same key multiple times within this period. For instance, what if the IPsec state is lost at either end (e.g. due to temporary connectivity problem and the IKEv2 Dead Peer Detection process)? Can the same key be re-used, and would this cause any security vulnerabilities? Or should a complete key hierarchy be developed to deal with such cases? But making such key hierarchy work well through the IKEv2 preshared secret mode might be difficult.

Also, it is unclear what happens if a new layer 2 authentication is performed due to movement, but the same IKEv2 state should still be used. Does the new layer 2 authentication invalidate the IKEv2 state as well? What if there is a need to re-establish the IKEv2 connection? Which key should be used, the newest one? But this would not be possible in all cases. Consider the following sequence of events:

1. Authentication for access at access point A.

2. Pre-authentication for access at access point B, just in case there is a need to move there later.

3. Tunnel authentication.

Which keys are used in step 3? What if there were multiple pre-authentications, performed in parallel? How would we know which key to use? This points to a need to develop a key naming mechanism. However, as pointed above it may not be trivial.

9. Alternative Solutions

Note also that IKEv2 NAT-Traversal functionality [5] or the MOBIKE protocol [6] being develop in the IETF already contain enhancements that enable very efficient movements (in the case of NAT-Traversal no new messages) upon changes of the client IP address.

As a result, the main remaining problem is the authentication to a new PDG. But given that both EAP SIM and AKA already employ a fast reauthentication method [3, 4], it seems questionable why new procedures are needed.

10. Scope of the Optimizations
As can be seen from figure 1, the overall problem related to optimization of network attachments is not a trivial one. A basic 802.11 WLAN + IPv6 attachment consists of a quite a large number of messages. It is unclear if optimizations related to an individual exchange within this flow are the correct approach, and even if they are, it is not clear which exchanges are the most urgent ones to deal with.
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Ongoing efforts exist for the optimization of most of the individual parts in this flow. However, as suggested in [8], such optimizations may ultimately be limited in terms of their impact. Going beyond 50% savings probably requires an architectural change.

11. Suggestions

In this section we outline some potential optimization techniques, both best current practise as well as some potential new research directions. The intent is not necessarily to update existing 3GPP technical specifications, but to provide some guidelines for implementors, and to invite contributions and research work for the missing pieces.

1. Improved scanning and beaconing processes. A large fraction of time in the current attachments is spent in this phase [9]. Various improvements and parameter tuning have been suggested. These can be employed.

2. Redesigning some of the signaling schemes in the early link layer attachment and security procedures. The current division to negotiation, authentication, and secure agreement procedures in WLANs has in part been influenced by historical reasons. It appears that using a fresh, modern design some of the messages could be eliminated. However, this is something that cannot be done easily in today’s networks. Perhaps future link layers employ a newer design, and research projects should address this issue.

3. Employing efficient EAP authentication methods, or the fast re-authentication schemes built into many EAP methods. For instance, EAP TLS, EAP SIM, and EAP AKA have such schemes.

4. Employing link layer fast handoff techniques, such as pre-authentication.

5. Working to improve the suitability of the IP attachment procedure for wireless and mobile environments. Some of the issues involved here are mandatory waiting periods (e.g. in IPv6 Duplicate Address Detection, DAD) and slow detection of layer 3 movements. These are being addressed, and specifications already exist for optimized DAD [10] and Detecting Network Attachment (DNA) procedures for both IPv4 [11] and IPv6 [12].

6. Employing IKEv2 features for smoother movements. Basic IKEv2 already includes NAT traversal functionality, which allows the client’s IP address to change when a NAT exists between the client and the PDG. The MOBIKE protocol extends this functionality by allowing this to work even without NATs or UDP encapsulation, and provides better security. This lessens the need to run the initial IKEv2 setup process, even after a movement.

7. Architectural modifications. These can not be achieved in the short term, but should perhaps be considered in future systems. For instance, the hosts are in central role in all tasks related to the attachment procedure. Would it be possible to delegate some of these responsibilities for network equipment in a safe manner? Or can we eliminate the need for two layers of authentication by designing future networks in a different way, such as by pushing more tasks towards the borders of the network? More research work in this topic would be welcome.

12. Conclusions

Optimizing network attachments, in their entirety, is an important goal. However, it appears that the proposed optimization has a number of drawbacks and may affect negatively on interoperability of network access protocols within and outside 3GPP-WLAN.

It also appears that existing other solutions can already provide optimized registration procedures with similar characteristics. As a result, it is suggested that existing procedures be relied upon, and where new work is needed, it is allowed to progress independently in a manner that requires less integration and coordination. Some suggestions for employing best current practise procedures or following new research directions can be found in Section 11.
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