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1
Introduction

During CT4#27 meeting CT4 agreed that coordinated set of stage 1 and 2 requirements were needed in order to increase the usability and benefit of GAA. They request a coordinated set of top level requirements are provided to them such that a clear indication of stage 3 specification work can begin in CT4. 

SA3 is asked to coordinate this effort. This contribution presents requirements needed to integrate a HTTP-based reference point into GAA.

2
Requirements


The following list outlines the requirements to integrate HTTP based reference point Zn to TS33.220:

· NAF shall be able to acquire a shared key material established between UE and the BSF during the run of the application-specific protocol using diameter based or HTTP based Zn reference point.

· The NAF shall be able to send the B-TID, NAF hostname and possible application id to the BSF

· The BSF shall be able to send NAF specific key material, Key lifetime, bootstrapping time, private identity and possible USS to the NAF.

· The BSF-NAF reference point shall be based on the HTTP protocol as define in RFC 2616.

· The BSF-NAF reference point shall be secured by TLS as outlined in RFC 2818. For TLS the ciphersuites TLS_RSA_WITH_RC4_128_SHA and TLS_RSA_WITH_3DES_EDC_CBC_SHA are recommended.

· The NAF can fetch the user specific security settings using diameter or HTTP based reference point Zn.

· The bootstrapping function of the bootstrapping procedure shall not depend on the particular reference point to the NAF.

3 
Conclusion

SA3 is asked to review the presented requirements on the Zn reference point in GAA and to accept them as a baseline for further work and to be extended by incoming requirements from OMA-LOC and 3GPP2.



