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Overall Description:

SA3 thanks SA2 for the reply LS on detecting the start of a WLAN Direct IP Access session based on Wa/Wd Accounting Messages.
SA3 would like to clarify the potential fraud scenario if simultaneous sessions are allowed. The problem is that the same SIM/USIM could be used to set-up simultaneous sessions from multiple devices. This could allow a single subscription to be shared by multiple users in a way which is not intended under the terms of the subscription. This could impact operator revenue, especially if flat rate charging is applied instead of usage based charging. SA3 recommend that it shall be possible for simultaneous sessions to be limited or controlled in order to prevent this fraud scenario.

SA3 would also like to clarify that if pre-authentication is allowed, operators would need to allow simultaneous sessions to exist. However, it would not be possible for the operator to distinguish between a session established for genuine pre-authentication purposes and a fraudulent session established by a user who wants to share a single subscription between multiple devices. This is because the fraudulent users could use the same subscription and the same MAC address on multiple devices (MAC addresses on devices can be easily modified). To limit the impact of this potential fraud, SA3 would like operators to be able to set a lifetime for the pre-authentication period, which would result in the original session being terminated once the pre-authentication period lifetime expires. This would limit the practical use of a fraudulent session established by a user who wants to share a single subscription between multiple devices.

Although there may exist fraud in simultaneous sessions, an operator may need to allow a subscriber to establish simultaneous sessions in some situations. For this reasons, TS 33.234 specifies that an old WLAN Access session shall be terminated after the successful authentication of the new WLAN Access session, based on policy information to determine whether simultaneous sessions are allowed, whether the number of allowed sessions has been exceeded. In the future, if support for pre-authentication is added then further changes may be needed. For example, the concept of a pre-authentication lifetime mentioned above could be introduced into the specifications.

Actions:

SA3 kindly asks SA2 to check that TS 23.234 is in-line with TS 33.234 regarding the handling of simultaneous sessions.
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